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Preface

The International Workshop on Practice and Theory in Public Key Cryptogra-
phy PKC 2002 was held at the Maison de la Chimie, situated in the very center
of Paris, France from February 12 to 14, 2002. The PKC series of conferences
yearly represents international research and the latest achievements in the area
of public key cryptography, covering a wide spectrum of topics, from cryptosys-
tems to protocols, implementation techniques or cryptanalysis. After being held
in four successive years in pacific-asian countries, PKC 2002 experienced for the
first time a European location, thus showing its ability to reach an ever wider
audience from both the industrial community and academia.

We are very grateful to the 19 members of the Program Committee for their
hard and e Lcieht work in producing such a high quality program. In response to
the call for papers of PKC 2002, 69 papers were electronically received from 13
di [Cerknt countries throughout Europe, America, and the Far East. All submis-
sions were reviewed by at least three members of the program committee, who
eventually selected the 26 papers that appear in these proceedings. In addition
to this program, we were honored to welcome Prof. Bart Preneel who kindly
accepted to give this year’s invited talk. The program committee gratefully ac-
knowledges the help of a large number of colleagues who reviewed submissions in
their area of expertise: Masayuki Abe, Seigo Arita, Olivier Baudron, Mihir Bel-
lare, Emmanuel Bresson, Eric Brier, Mathieu Ciet, Alessandro Conflitti, Jean-
Sébastien Coron, Roger Fischlin, Pierre-Alain Fouque, Matt Franklin, Rosario
Genarro, Marc Girault, Louis Granboulan, Goichiro Hanaoka, Darrel Hanker-
son, Eliane Jaulmes, Ari Juels, Jinho Kim, Marcos Kiwi, Kazukuni Kobara,
Francois Koeune, Byoungcheon Lee, A. K. Lenstra, Pierre Loidreau, Wenbo
Mao, Gwenaelle Martinet, Yi Mu, Phong Nguyen, Satoshi Obana, Guillaume
Poupard, Yasuyuki Sakai, Hideo Shimizu, Tom Shrimpton, Ron Steinfeld, Kat-
suyuki Takashima, Huaxiong Wang, and Yuji Watanabe. Julien Brouchier de-
serves special thanks for skillfully maintaining the program committee’s website
and patiently helping out during the refereeing process.

Finally, we wish to thank all the authors who committed their time by sub-
mitting papers (including those whose submissions were not successful), thus
making this conference possible, as well as the participants, organizers, and con-
tributors from around the world for their kind support.

December 2001 David Naccache, Pascal Paillier
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New Semantically Secure Public-Key
Cryptosystems from the RSA-Primitive

Kouichi Sakurai® and Tsuyoshi Takagi?

1 Kyushu University
Department of Computer Science and Communication Engineering
Hakozaki, Fukuoka 812-81, Japan
sakurai@csce.kyushu-u.ac. jp
2 Technische Universitat Darmstadt,
Fachbereich Informatik,
Alexanderstr.10, D-64283 Darmstadt, Germany
ttakagi@cdc.informatik.tu-darmstadt.de

Abstract. We analyze the security of the simplified Paillier (S-Paillier)
cryptosystem, which was proposed by Catalano et al. We prove that the
one-wayness of the S-Paillier scheme is as intractable as the standard
RSA problem. We also prove that an adversary, which breaks the se-
mantic security, can compute the least significant bits of the nonce. This
observation is interesting, because the least significant bit of the nonce
is the hard core bit of the encryption function. Moreover, we proposed a
novel semantically secure cryptosystem, based on the one-way function
f:/‘lrS‘Bz(l)(r) = (r—MSB(r))¢ mod n, where (g, n) is the RSA public-key
and r — M SB(r) means that the | most significant bits of r are zeroed.
We proved that the one-wayness of the proposed scheme is as intractable
as the standard RSA problem. An adversary, which breaks the semantic
security of the proposed scheme, can break the least significant bits of
the nonce. These security results of the proposed scheme are similar to
those of the S-Paillier cryptosystem. However, the proposed scheme is
more e [cieht than the S-Paillier cryptosystem.

1 Introduction

One of the requirements for a secure public-key cryptosystem is the semantic
security, which is assorted the indistinguishability against the chosen plaintext
attack (IND-CPA) and the indistinguishability against the chosen ciphertext
attack (IND-CCA) [BDPR98]. Although there is an IND-CCA public-key cryp-
tosystem from the discrete logarithm primitive in a standard model, namely the
Cramer-Shoup cryptosystem [CS98], there is no IND-CCA public-key cryptosys-
tem from the RSA primitive in a standard model. It is an interesting problem
to find such a public-key cryptosystem. The Cramer-Shoup cryptosystem is con-
verted a standard IND-CPA ElGamal cryptosystem to be an IND-CCA scheme
using hash functions. The security of the IND-CPA ElGamal cryptosystem relies
on the decisional Di [e-Hellman (DDH) assumption. On the contrary, the RSA

D. Naccache and P. Paillier (Eds.): PKC 2002, LNCS 2274, pp. 1-{I6] 2002.
€_Springer-Verlag Berlin Heidelberg 2002



2 Kouichi Sakurai and Tsuyoshi Takagi

primitive has no standard IND-CPA cryptosystem corresponding to the stan-
dard ElGamal. We first have to consider an IND-CPA public-key cryptosystem
from the RSA primitive in order to construct an IND-CCA public-key cryptosys-
tem from the RSA primitive in a standard model. Because there is no decisional
RSA problem, we need a contrivance for exploring a suitable decisional prob-
lem from the RSA primitive. In this paper, we investigate the security of an
IND-CPA cryptosystem from the RSA primitive and we call IND-CPA as se-
mantically secure in the following. The Pointcheval cryptosystem [Poi99] and
the simplified version of Paillier cryptosystem [CGHNOI] are known as seman-
tically secure public-key cryptosystems from the RSA primitive. However, the
security of these cryptosystems is not well studied comparing with the standard
ElGamal cryptosystem. It is unknown that the one-wayness of these cryptosys-
tem is as hard as solving the standard problem, e.g. the RSA problem or factoring
problem. Although the semantic security of these scheme is proved equivalent to
a decisional number-theoretic problem, the decisional problem has not been well
studied, and no non-trivial relationship between the computational problem and
its corresponding decisional problem is known.

The Paillier cryptosystem is a probabilistic encryption scheme over the ring
Z/n?Z, where n is the RSA modulus [Pai99]. It encrypts a message m ZA/nZ
by computing E(m, r) = g™r" mod n?, where r is a random integer in Z/nZ,
and g is an element whose order in Z/n?Z is divisible by n. The encryption
function E(m, r) has a homomorphic property: E(mq, r1)E(mg, r2) = E(my +
my, r1r2). Therefore, the Paillier cryptosystem can be used as the primitives for
voting systems, commitment schemes, threshold schemes, etc [DJ01] [CGHNOT].
The security of the Paillier cryptosystem has been investigated in [Pai99]. The
one-wayness of the Paillier cryptosystem is related to the computational compos-
ite residuosity (C-CR) problem, which finds m from its encryption g™r" mod n2.
It is known that an algorithm, which solves the RSA problem with the encryp-
tion exponent e = n, can solve the C-CR problem. The semantic security of the
Paillier cryptosystem is based on the decisional composite residuosity (D-CR)
problem, which determines whether an integer x of Z/n?Z is represented as
x = a" mod n? for an integer a of Z/n?Z. Then, Catalano et al. proved that
n — b least significant bits of the message are simultaneously secure under the
2°-hard C-CR assumption, where the 2°-hard C-CR assumption uses the short
message space such that m D, 1, .., 2°} [CGHO1]. The Paillier cryptosystem is
a generalization of the Goldwasser-Micali cryptosystem based on the quadratic
residuosity problem [GM84]. | Okamoto and Uchiyama proposed a similar con-
struction over the integer ring ZZ/(p2q)Z, where p, q are primes [OU98].

The simplified version of the Paillier cryptosystem is proposed by Catalano
et al. [CGHNO1]. We call it the S-Paillier cryptosystem in this paper. The S-
Paillier cryptosystem is strongly related to the RSA cryptosystem modulo n?,
where n is the RSA modulus. They choose the public key g as g = (1+n), whose
order in Z/n?Z is n. Then g™ mod n? is represented by g™ = (1 + n)™ =

1 Recently, Cramer and Shoup proposed IND-CCA cryptosystems based on the Paillier
cryptosystem or the Goldwasser-Micali cryptosystem [CSO1].
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(1 + mn) mod n?. The encryption of the S-Paillier scheme is carried out by
E(m,r) = r®(1 + mn) mod n? for a random integer r [_(Z/nZ)>, where ¢ is
an integer. They proved that the one-way security of the S-Paillier scheme is at
least as hard as the computational small e-root problem (C-SR) problem, which
computes x [Z/nZ from given x® mod n?. They also proved that the semantic
security of the S-Paillier scheme is as hard as to solve the decisional small e-root
problem (D-SR) problem, which decides whether y [Z/n?Z is represented as
y = x® mod n? for x CZA/nZ.

Contributions of This Paper

In this paper we investigate the security of the S-Paillier cryptosystem. At
first we prove that the one-way security of the S-Paillier cryptosystem is as in-
tractable as the standard RSA problem. Let an adversary A be an algorithm that
breaks the one-wayness of the S-Paillier cryptosystem. We construct an adver-
sary, which can compute the least significant bit of x for given x®* mod n, where
x [RAZ/nZ)*. An integer ¢ of Z/n?Z is uniquely represented as ¢ = [c]o+n[c]1,
where 0 < [c]o, [c]y < n. The adversary A can compute [x® mod n?]; for a given
x¢ mod n. Then the dilerknce between [27¢x® mod n?]; and A(2~¢x® mod n)
gives us the information about the least significant bit of x. Moreover, we prove
that an adversary, which breaks the semantic security of the S-Paillier cryptosys-
tem, can compute the least significant bits of the nonce r. This observation is
interesting, because the least significant bit of the nonce r is the hard core bit
of E(m, r) mod n. The adversary is equivalent to solving the D-SR problem and
can learn the least significant bit of r by multiplying 27¢ mod n? with y.

We also propose a general conversion technique, which enhances the RSA
cryptosystem to be semantically secure using a one-way function f, where f is
a function Z/nZ - Z/nZ. A message m is encrypted by (co = r® mod n,c; =
T (r) + mcop mod n). We analyze the requirements for the one-way function. The
computational RSA + one-way function (C-RSA+OW) problem is to find f(r)
for a given r® mod n. The decisional RSA+0OW (D-RSA+0OW) problem is to
distinguish the distribution (r¢ mod n, f(r)) from the uniform distribution. The
converted scheme is one-way if and only if the C-RSA+OW problem of f is hard,
and it is semantically secure if and only if the D-RSA+OW of f is hard. The
S-Paillier cryptosystem uses the one-way function f(r) : rmodn - [r®];. We
also discuss the relationship between the converted scheme and the Pointcheval
cryptosystem using the dependent RSA problem [Poi99]. The Pointcheval cryp-
tosystem encrypts a message m by (co, = r® mod n,c; = m(r + 1)® mod n).
We generalized this encryption to (co = r® mod n,c; = mf(r) mod n) and its
security has the same properties as the above conversion.

Moreover, we propose a novel one-way function f,‘f;,gBZ(l)(r) = (r—MSBy(r))¢
modn, where r —M SB,(r) makes the | most significant bits of r zero for a large
enough I. The computational RSA+MSBZ problem is to find the f,f,’,’;BZ(I)(r)
from a given r® mod n. The RSA+MSBZ problem is di[erent from the depen-
dent RSA problem, because we do not know the MSB,(r) of (r—MSB(r))¢ mod
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n and there is no dependence between r® mod n and f,‘f/]ng(,)(r). The deci-
n

sional RSA+MSBZ problem is to distinguish (r® mod n,f,‘f/'ISBZ(I)(r)) from the
uniform distribution. We prove that the computational RSA+MSBZ is as in-
tractable as the standard RSA problem. An adversary, which breaks the deci-
sional RSA+MSBZ problem, can break the least significant bits of the compu-
tational RSA+MSBZ problem. These security results are similar to those of the
S-Paillier, but the encryption/decryption of our proposed cryptosystem are more
e [cieht than those of the S-Paillier.

Notation. In this paper we choose {0, 1, 2, .., m—1} as the reduced residue class
of modulo m, namely the elements of Z/mZ are {0,1,2,..,m — 1}.

2 Simplified Paillier Cryptosystem

In this section we review the simplified Paillier (S-Paillier) cryptosystem pro-
posed by Catalano et al. [CGHNOI]. The S-Paillier cryptosystem is related to
the RSA cryptosystem over Z/n?Z. The description of the S-Paillier cryptosys-
tem in this paper is a little di[erent from the paper [CGHNOZ]. Indeed we use
the standard RSA key. Let RSApupiic be the set of the RSA modulus n and the
RSA encryption exponent e of n, respectively.

RSApuiic = {(n,e)|n —~ RSA modulus,e « Z=,,s.t.gcd(e, p(n)) =1} (1)
We explain the S-Paillier cryptosystem in the following.

Key generation: Let (n,e) —r RSApupiic. The integer d is computed by
ed =1 mod ¢(n). Then (n,e) is the public key and d is the secret key.
Encryption: Let m [CZA/nZ be a message. We generate a random integer
r C(&/nZ)™ and encrypt the message m by ¢ = ré(1 + mn) mod n?.
Decryption: At first r is recovered with computing r = ¢ mod n. Then the
message m is decrypted by m = L(cr—® mod n?), where L(k) = (k — 1)/n.

Remark 1. In the key generation we do not assume gcd(e, (n?)) = 1 as de-
scribed in the paper [CGHNOI], which guarantees that the function r - r® mod
n? is a permutation function over Z/n?Z. The di [erknce to the RSA exponent e
is the condition gcd(e, n) = 1. This condition is not necessary for the decryption
of the S-Paillier cryptosystem and does not a [edt its security, as we will prove in
the next section. Moreover, the probability that an integer is relatively prime to
the primes p or g is upper-bounded 1/p+1/q, where n = pg. When we randomly
choose the exponent e from RSAuniic, the probability is negligible in log n.

The problem of breaking the one-wayness of the S-Paillier cryptosystem is
to find the integer m for given (n,e) — RSApublic, ' « (Z/nZ)™, and ré(1 +
mn) mod n?. The one-wayness assumption of the S-Paillier cryptosystem is that
for any probabilistic polynomial time algorithm ASY, ..., the probability

Prmrz/mz[(n, €) « RSApubiic, I <R (Z/nZ)™,
¢ =r°(1+mn) mod n® : AR siprier (€) = M)
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is negligible in logn. Catalano et al. proposed a number theoretic problem in
order to investigate the one-wayness of the S-Paillier cryptosystem. They defined
the computational small e-roots (C-SR) problem, which is to find the integer
r C@&/nz)* for given (n,e) « RSApupiic and ré mod n?. The computational
small e-root (C-SR) assumption is as follows: for any probabilistic polynomial
time algorithm Ac-sr the probability

1
Prytagz/nzy< (N,€) « RSApublic, ¢ = r® mod n? : Ac-sr(c) =r

is negligible in log n. It is clear that the one-wayness of the S-Paillier cryptosys-
tem can be solved by the oracle that solves the C-SR problem. However the op-
posite direction is unknown and there is possibility of breaking the one-wayness
of the S-Paillier scheme without solving the C-SR problem.

We explain the semantic security of the S-Paillier cryptosystem. A semantic
security adversary ASS, ijiier CONSists of the find stage ASS3 . ier @nd the guess
stage ASSZ iiier- The ASS3 Liiier OUtpUts two messages Mo, m; and a state in-
formation st for a public-key n. Let ¢ be a ciphertext of either mg or m;. The
AZZ3 inier guesses whether the ciphertext ¢ is the encryption of my(b [0, 1})
for given (c, mg, my, st) and outputs b. The semantic security of the S-Paillier
cryptosystem is that for any probabilistic polynomial time algorithm ASS, irier
the probability

2Pr [(n,e) « RSApuplic, (Mo, M1, St) « AR inier(6,N), b < {0,13,

r —«r (Z/nZ)*,c=re(l+myn) mod n? : AZSZ i 1ier (C, Mo, My, St) =b] — 1
is negligible in log n. The semantic security of the S-Paillier cryptosystem is re-
lated to the decisional version of the C-SR problem, which distinguishes whether
an element of Z/n?Z comes from the distribution {r® mod n?|r [{&Z/nZ)*}.
The decisional small e-residue (D-SR) assumption is defined as follows: for any
probabilistic polynomial time algorithm Ap-sr the probability of distinguishing
the two distributions

IPrix « (Z/n’Z)* : Ap-sr(X) = 1]
—Pr[x « (Z/nZ)>*,y = x®* mod n : Ap-sr(y) =1]|
is negligible in logn. Catalano et al. proved that the S-Paillier cryptosystem is
semantically secure if and only if the D-SR assumption holds.

2.1 One-Wayness of the S-Paillier Scheme

The one-wayness is the simplest requirement for public-key cryptosystems. \We
prove that the one-way security of the S-Paillier scheme is as intractable as the
RSA problem. The RSA problem is to find the integer r C{Z/nZ)™ for given
(n,e) « RSApuic and r® mod n. The RSA assumption is as follows: for any
probabilistic polynomial time algorithm Arsa, the probability

P Iy maz/nz)= [(n,e) « RSApuplic, € = re mod n: Arsa(c) =] 2

is negligible in log n.
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We define a novel problem in order to investigate the security of the S-
Paillier cryptosystem. We denote an element ¢ of Z/n?Z by the unique n-adic
representation so that ¢ = [c]p + n[c]y, where 0 < [c]o,[c]s < n. The RSA
approximation (RSAaprx) problem is to find the integer [r®]; for given (n,e)
RSApubiic and [r®lo = r® mod n. The value [r®]; is the first approximation of
the n-adic representation of r® mod n? = [r®]y + n[r];. A similar problem is
discussed for the ESIGN [Oka90].

The RSA approximation (RSAaprx) assumption is as follows: for any prob-
abilistic polynomial time algorithm Arsaaprx the probability

Prrmiz/nzy= [(N,€) « RSApubiic, € = r® mod n : Arsaaprx(€) = [r°l1]  (3)

is negligible in log n.
The RSAaprx problem and the S-Paillier cryptosystem are nicely related.
Indeed, we prove the following theorem.

Theorem 1. The encryption function of the S-Paillier cryptosystem is one-way
if and only if the RSAaprx assumption holds.

Proof. Note that we can compute the value [r€]o = r® mod n from the ciphertext
¢ = ré(1+ mn) mod n?. If the RSAaprx assumption is not true, we can find the
first approximation [ré]; from [r®]o and we obtain r® mod n? = [r¢]y + n[re];.
Thus we can break the one-wayness of the S-Paillier cryptosystem by computing
m = k/n, k = ¢(r®)~*—1 mod n?. On the contrary, assume that there is an algo-
rithm ASW inier» Which breaks the one-wayness of the S-Paillier cryptosystem.
We will construct an algorithm Arsaaprx, Which breaks the RSAaprx problem
using the algorithm AS' iijier- L€t b = a® mod n be a random ciphertext of
the RSA cryptosystem for (n,e) as the input of the algorithm Arsaaprx. The
algorithm Arsaaprx Works as follows:

1. Arsaaprx generates a random t in Z/nZ and computes ¢ = b + nt.
2. ARrsaaprx runs ASW inier (€) and obtains the message m of c.
3. Arsaaprx outputs t —bm mod n.

In step 1, the algorithm Arsaaprx generates a random number t CZ/nZ and
computes ¢ = b+nt. The distribution of ¢ is equivalent to that of the ciphertext of
the S-Paillier cryptosystem. Indeed, the ciphertext of the S-Paillier cryptosystem
is represented by [r€]o + ([r¢]1 + [r®]om)n, and the value ([r€]; + [r®]om) is uni-
formly distributed over Z/nZ, because the message m is uniformly distributed
over Z/nZ and gecd([r®Jo, n) = 1. Thus, in step 2, the algorithm Arsaaprx finds
the message m for input ¢ = b + nt. Finally, in step 3, the algorithm Arsaaprx
outputs [a®]; by computing [a®]; = t—[a®]om = t—bm mod n, which is the first
approximation of a® mod n?.

It is obvious that the RSAaprx problem can be solved by the oracle that
solves the RSA problem. Indeed, for inputs r® mod n and (e, n) « RSApupiic, the
oracle can find the integer r. Then [r€]; can be easily computed by [r¢]; = k/n
for k = (r® mod n?) — r® mod n. The opposite direction is not trivial. However,
we prove the following theorem.
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Theorem 2. The RSAaprx assumption holds if and only if the RSA assumption
holds.

Proof. Let Arsaaprx be an algorithm, which solves the RSAaprx problem with
advantage € in time t. We will construct an algorithm Arsa-Lsg, Which finds the
least significant bit of the RSA problem with advantage €2 in time 2t+0O((log n)®)
using the algorithm Arsaaprx. Let bg = r® mod n be a random ciphertext of
the RSA cryptosystem for (n,e) as the input of the algorithm Arsa-Lss. The
algorithm Arsa—1rss works as follows:

1. Arsa-LsB runs Arsaaprx(bo) and obtains the first approximation by of bo.

2. Arsa-Lse computes ag = bp27® mod n, runs Arsaaprx(ao), and obtains the
first approximation a; of ap.

3. Arsa-Lsp returns 1 as the least significant bit of r, if ag + na; = 27¢(bp +
nb;) mod n? holds, otherwise it returns 0.

In step 1, the algorithm Arsa-1Lsg Obtains the first approximation by of by, so
that it knows ré mod n?. In step 2, the algorithm Agrsa-Lsg computes ap =
bp27¢ mod n and obtains the first approximation a; of ag, so that it knows ag +
nas. In step 3, the algorithm Arsa-1 sg compares the two values (271r)¢ mod n?
and ag + na;. Note that 271 = % mod n? and @ =021+ n02L Thus if
gcd(e,n) = 1 we have the following relations:

LSB(r) =0 = (271r)® mod n? = (r/2)® mod n?
< ag+ na; = (r/2)® nl%jl n?,

I
+ —1
LSB(r)=1 < (27'r)®* mod n? = LLIFIRLL mod n?
| I R I |
r+n )
< gp+hna; = 2 mOdn,

where LSB(r) is the least significant bit of r. The probability gcd(n,e) = 1 is
upper-bounded by the negligible probability (1/p+1/q). Thus, in the step 3, we
have 27¢(by + nby) mod n? = ag + nay if and only if the least significant bit of
r is equal to 0.

We estimate the advantage and the time of the algorithm Agrsa-Lsg in the
following. In step 1 and step 2 the algorithm Arsaaprx is used as an oracle, and
in step 2 and step 3 two modular exponentiations are computed. The advantage
and the time of the algorithm Agrsa-Lsg are €2 and 2t + O((log n)?), respec-
tively. Next, Fishlin and Schnorr proved that the RSA problem is solved in time
O((log n)2e~2t + (log n)?~®) using an oracle that predicts the least significant
bit with advantage € and in time t [ES0Q]. Thus the algorithm Arsa-Lsg Solves
the RSA problem in time O((log n)?s~*t + (log n)°¢~* + (log n)?~*?). When we
choose £~ as the polynomial of log n, the time becomes the polynomial time in
logn. Thus we have proven the theorem.

From theorem [0 and theorem [2] we have proven that the encryption func-
tion of the S-Paillier cryptosystem is one-way if and only if the standard RSA
assumption holds.
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2.2 Semantic Security of the S-Paillier Cryptosystem

Let c be the ciphertext of either the message mg or m;. Loosely speaking, if the
cryptosystem is semantically secure, any adversary can not distinguish whether
the ciphertext c is the encryption of mg or m; with more than negligible prob-
ability. Several public-key cryptosystems have been proven semantically secure
under a standard model [OU98], [CS98], [Pai99], [Poi99]. The reduced number-
theoretic problems are not computational problems but decisional problems,
e.g. the decisional p-subgroup problem, the decisional Di Ce=Hellman problem,
the decisional n-residue problem, and the decisional dependent-RSA problem.
The di Cculties of these decisional problems have not been studied well. Then a
new number-theoretic problem, the so called Gap problem, has been proposed
[OPO01]. The Gap problem is a problem to solve the computational problem with
the help of its decisional problem. Several fundamental security problems can be
reduced to the Gap problem. To investigate the relation between the computa-
tional problem and its decisional problem is an important problem.

Catalano et al. proved that the semantic security of the S-Paillier cryptosys-
tem is as hard as the decisional small e-root problem (D-SR) problem [CGHNO1].
In this section we study how to relate the D-SR problem with the C-SR problem.
We can prove the following theorem:

Theorem 3. Let (n,€) « RSApupiic and ¢ = remod n?(0 < r < n) be the
inputs of the computational small e-root problem. An adversary, which breaks
the decisional small e-root problem, can compute the least significant bit of r. If
the least significant bits of r are zero, the next bit after the zeros can be compute
by the adversary.

Proof. Let Ap-sr be an adversary, which solves the D-SR problem. We can as-
sume that with non-negligible probability the adversary Ap-sr answers Ap-sr(Y)
= 1 if y is the small e-root residue, and it answers Ap-sr(y) = 0 otherwise. We
will construct an algorithm A sg, which computes the least significant bit of r
using algorithm Ap-sr. The algorithm A sg works as follows:

1. A_sg computes y = 27¢c® mod n?.
2. AvLsp runs algorithm Ap-sr(y), and obtains b = Ap-sr(y)
3. ALsg returns b.

In step 1 the integer y is computed as y = 2~¢c mod n?. As we showed in the
proof of theorem[2], the least significant bit of r is 0 if and only if 2~1r mod n? =
r/2, and it is 1 if and only if 271r mod n? = 52 + 221n. Therefore, the least
significant bit of r is 0 if and only if y is the small e-root residue, and it is
1 if and only if y is not the small e-root residue. Thus, the output b of the
ALsg is the least significant bit of r. If the k least significant bits r are zero,
(r/2%) = 27kere mod n? is the small e-root residue. We can detect the (k+1)-th
bit of r using the above algorithm.

The S-Paillier cryptosystem encrypts a message m by ¢ = ré(1+mn) mod n?
where r [(Z/nZ)>*. By the result of Catalano et al., the adversary Ap-sr,
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which breaks the D-SR problem, can break the semantic security of the S-Paillier
cryptosystem [CGHNO1]. Then, we can obtain the r® mod n?. With the theorem
the least significant bit of the nonce r can be computed by invoking Ap-sg.
Thus the least significant bit of r can be computed. If the k-th least significant
bits of r is zero, then we learn the (k + 1)-th bit of r. Thus, we have proven the
following corollary.

Corollary 1. An adversary, which breaks the decisional small e-root problem,
can compute the least significant bit of the nonce r of the S-Paillier cryptosystem.
If the least significant bits of r are zero, then the adversary can compute the next
bit after the zeros.

This observation is interesting because the least significant bits of the nonce
r is the hard core bit of the ciphertext ¢ mod n.

3 General Conversion of the RSA Cryptosystem

In this section we generalize the encryption mechanism of the S-Paillier cryp-
tosystem to a general RSA-type encryption scheme. We discuss the one-way
security and the semantic security of the general RSA-type encryption scheme.
The scheme is also related to the dependent RSA cryptosystem proposed by
Pointcheval [Po199]. Moreover, we propose a novel cryptosystem based on the
most significant bits zero problem.

The S-Paillier cryptosystem encrypts a message m by ¢ = ré(1+mn) mod n?
where (n,e) — RSApupiic and r is a random integer in (Z/nZ)™. If we represent
the ciphertext c as the n-adic expansion ¢ = [c]o +[c]1n, where 0 < [c]o, [c]1 < N,
we have the following relationship:

[clo =r®modn, [c]; = [r]; + mr® mod n. (%)

The message is randomized by the value [r€];. Let f be a function f :r - [r€];
for r C{&/nZ)>. We proved that computing the value f(r) from r® mod n is
as hard as breaking the RSA problem.

Our proposed scheme uses a general one-way function f : Z/nZ - Z/nZ
instead of the function r - [r€];. The proposed scheme is as follow:

Key generation: Let (n,e) «r RSApuniic. The integer d is computed by
ed = 1 mod ¢(n). Then (n,e) is the public key and d is the secret key.
Moreover, we use a one-way function f : Z/nZ - Z/nZ as a system
parameter.

Encryption: Let m [CZ/nZ be a message. We generate a random integer
r C@/nZ)™ and encrypt the message m by ¢, = ré modn and ¢; =
f(r) + mcog mod n. The ciphertext is (co, C1).

Decryption: At first r is recovered by r = ¢d mod n. Then the message m
is decrypted by m = (c1 — f(r))cgl mod n.

We call this scheme the G-RSA cryptosystem in this paper and define sev-
eral assumptions of this G-RSA cryptosystem. Let OW be a class of the one-way
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function Z/nZ - Z/nZ. The one-wayness assumption of the G-RSA cryp-
tosystem is that, for any probabilistic polynomial time algorithm A2%%g A, the
probability

Prm ﬂz/nz)[(n, e) — RSApub“C, f -« OW,r «r (Z/I"IZ)X,
co =r® mod n,c; = F(r) + mco mod n : AQ¥: A ((Co, 1)) = m]

is negligible in log n. A semantic security adversary AZ3;5a against the G-RSA
cryptosystem consists of the find stage AZSis, and the guess stage ASS2ga.
The semantic security of the G-RSA cryptosystem is that, for any probabilistic

polynomial time algorithm ASS.. ,, the probability

2Pr [(n,e) « RSApupiic, T — OW, (Mg, my,st) — AZSksa(e,n),

b « {0,1},r «r (Z/nZ2)™,co = r® mod n,
c1 = F(r) + myco mod n? : AZS3A((Co, C1), Mo, My, St) =b] — 1

is negligible in log n.

3.1 Security of the G-RSA Cryptosystem

We define the following two problems in order to investigate the security of the
G-RSA cryptosystem based on a one-way function ¥ : Z/nZ - Z/nZ. The
computational RSA + one-way function (C-RSA+0OW) problem is to compute
the value f(r) for a given RSA public-key (e, n) and a ciphertext r® mod n. The
C-RSA+OW assumption is as follows: for any probabilistic polynomial time
algorithm Ac-rsa+ow, the probability

Prrmaz/mnzy~ [(N,€) « RSApupiic, T « OW,
¢ =r®mod n?: Ac-rsa+ow (¢) = F(r)]

is negligible in logn. The decisional version of the C-RSA+OW problem is to
distinguish whether an element (X,y) [Z/nZ x Z/nZ comes from the dis-
tribution (r® mod n, f(r)) for r [_(Z/nZ)™. The decisional RSA + one-way
function (D-RSA+0OW) assumption is defined as follows: for any probabilistic
polynomial time algorithm Ap-rsa+ow., the probability of distinguishing the
two distributions

IPr[(X,y) « Z/NZ % Z/NZ : Ap-rsa+ow (X,¥) = 1] —Pr[r « (Z/nZ2)™,
x=r®modn,f « OW,y =f(r) : Ap-rsa+ow (X,y) = 1]|

is negligible in log n.

The one-way security and the semantic security are as intractable as the C-
RSA+OW problem and the D-RSA+OW problem, respectively. These properties
can be proved by applying the same techniques used in theorem [0 and for the
S-Paillier cryptosystem [CGHNO1], respectively. The statements are as follows:
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Theorem 4. The encryption function of the G-RSA cryptosystem is one-way
if and only if the C-RSA+OW assumption holds.

Theorem 5. The G-RSA cryptosystem is semantically secure if and only if the
D-RSA+QOW assumption holds.

We can recognize that the G-RSA cryptosystem is a conversion technique,
which enhances the security of the RSA cryptosystem to be semantically secure.
If we find a one-way function, whose C-RSA+OW problem and D-RSA+OW
problem are intractable, then we can construct a semantically secure encryption
scheme. The S-Paillier cryptosystem is an example of the G-RSA cryptosystem,
whose security is based on the RSA+RSAaprx problem.

To find another one-way function for the G-RSA cryptosystem is a quite
di Ccalt problem. Consider the function f : r — r? mod n. Computing f(r) for
a given r® mod n is as hard as the RSA problem, because r = (r¢)*(r?)¥ mod n
holds for integers X, y such that ex+2y = 1. Therefore this C-RSA+OW problem
of the function f is as intractable as the RSA problem. However, the distribution
(r®,r?) can be distinguished from the random distribution using the same gcd
computation, and this D-RSA+OW problem is easily broken.

3.2 Relation to the Pointcheval Cryptosystem

The Pointcheval public-key cryptosystem encrypts a message m by ¢o = r€ mod
n and ¢c; = m(r + 1) mod n [Poi99]. The one-way security of the Pointcheval
scheme is based on the di [culty of computing (r +1)¢ mod n for given (n,e)
RSApuniic and r® mod n, which is called the computational dependent RSA (C-
DpdRSA) problem. The semantic security of the Pointcheval scheme is as hard as
to distinguishes the distribution (r® mod n, (r+1)¢ mod n) from the uniform dis-
tribution, which is called the decisional dependent RSA (D-DpdRSA) problem.
The one-way function that the Pointcheval scheme uses is r — (r + 1) mod n
for r C(Z/nZ)™.

We can generalize the Pointcheval scheme using a general one-way function
f . Z/nZ - Z/nZ instead of the function r - (r +1)¢ mod n. The encryption
is carried out as follows:

o =r®modn, c¢;=mf(r)modn. (5)

The dilerknce to the G-RSA cryptosystem is to mask the message m using
¢, = mf(r) mod n instead of c; = f(r) + mcg mod n. In the same manner as
in the previous section, we can prove that the one-way security and semantic
security of the generalized Pointcheval scheme is as intractable as solving the C-
RSA+OW problem and the D-RSA+OW problem, respectively. Our generalized
Pointcheval cryptosystem is another conversion technique, which depends on the
same security requirements as the G-RSA cryptosystem.

We can also choose di Lerent conversion forms like ¢; = m(f(r)+cg) mod n or
¢, = f(r)+m mod n, whose one-way and semantic security are equivalent to the
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C-RSA+O0OW and the D-RSA+OW, respectively. Let g be a function, which can
e [ciehtly compute both ¢; = g(m, f(r), co) and m = g~*(cy, F(r), co). Then we
can generate the secure conversion analogue to the G-RSA cryptosystem using
the function g.

If we apply the one-way function of the S-Paillier cryptosystem to the Point-
cheval conversion, the converted encryption scheme encrypts a message m by
co = r® mod n and c¢; = m[r®]; mod n. This encryption method is also observed
by Catalano et al. [CGHNOT].

3.3 A New One-Way Function

We propose a new one-way function, which is provably secure in the sense of the
RSA+OW problem. We prove that the C-RSA+OW problem of the proposed
one-way function is as intractable as the standard RSA problem. We prove that
an adversary, which breaks the D-CRSA+OW problem of the proposed one-way
function, can break the least significant bits of the C-RSA+QOW problem.

We explain our new one-way function in the following. Let r be a k-bit
random integer in (Z/nZ)>. The binary presentation of r is r = rp2° + r{2! +
...+ r—12%"1 where r—; = 1. Denote by MSB(r) the I-bit upper part of r such
that re—1 257"+ re_ 12571 + L+ re_1 2K, The proposed one-way function
is defined by

f:/'lngu)(r) = (r — MSB;(r))® mod n, (6)

where | is large enough. The | most significant bits of r are chosen as zeros
by r — MSB,(r). We call the one-way function the RSA most significant bits
zero (MSBZ) function. Micali and Schnorr proposed a similar one-way function,
which is used for a parallel generation of a pseudo random number generator
[MS8s].

The computational RSA+MSBZ (C-RSA+MSBZ) problem is to compute
f,f,’lng(l)(r) for a given r® mod n, where r is a random integer r in (Z/nZ)*.
The C-RSA+MSBZ assumption is that, for any probabilistic polynomial time
algorithm Ac-rsa+msBz. the probability

Premuz/mzy=~ [(N,€) « RSApupiic, € = r* modn:

Ac-rsa+msez(C) = f,f,’.';,BZ(.)(r)]

is negligible in log n.

The RSA+MSBZ problem is dilerent from the DpdRSA problem by the
Pointcheval cryptosystem [P0i99], because M SB(r) of the flf,’lgBZ(l)(r) =(r—
MSB,(r))¢ mod n is unknown. We have no known dependences between r¢ mod
n and (r — MSB,(r))¢ mod n. A possible attack to break the C-RSA+MSBZ
problem is to use the Coppersmith algorithm [Cop96]. The Coppersmith algo-
rithm can find the integer r from two values r® mod n and (r +1t)® mod n, where
t is a unknown random integer with |t| < n/e*. Therefore, if | is small for small
exponent e, the Coppersmith attack finds the r. When n is 1024 bits, we have
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to choose | > 114 for e = 3 and | > 21 for e = 7. The other attack is the low ex-
ponent attack with known related messages from Coppersmith et al. [CEPR96].
In this case an attacker computes gcd(x®, (x + t)¢) over the polynomial ring
Z/nZ[x] for all possible t. If | is small, the attacker can find the r. Therefore,
we have to make | enough large. For example, we recommend | = 160 for a
1024-bit RSA modulus n.

The decisional RSA+MSBZ (D-RSA+MSBZ) problem is to distinguish

(r® mod n, fpmsezay ()

from the uniform distribution. The D-RSA+MSBZ assumption is defined as
follows: for any probabilistic polynomial time algorithm Ap-rsa+mssz, the
probability to distinguish the two distributions

IPr[X,y « Z/nNZ x Z/nZ : Ap-rsa+msez(X,Y) =11 —Pr[r « (Z/nZ2)™,
c=r®modn,z = fylg, (1) modn:Ap-rsa+msez(C, 2) = 1|

is negligible in log n. We prove the following theorem:

Theorem 6. The C-RSA+MSBZ assumption holds if and only if the RSA as-
sumption holds

Proof. The proof of the theorem is similar to that of theorem [2. We compare
Z_Ef&ng(l)(r) mod n with f,‘f,'lgBZ(l)(Z_lr mod n). Let Ac-rsa+mssz be an
adversary, which breaks the C-RSA+MSBZ assumption. Then we construct an
algorithm Agrsa-Lss, Which breaks the least significant bit of the RSA prob-
lem using Ac-rsa+msez- Let y = r® mod n be a random input for the RSA
problem. At first, the algorithm Arsa-Lsg runs the adversary Ac-rsa+msBz

and obtains ;" )(r). Second, it computes w = y2—¢ mod n, runs the adver-

MsBZ(l
sary Ac-rsa+msez, and obtains f,‘f,',ng(,)(Z_lr mod n). Finally, the algorithm

Arsa-Lse outputs 0 if 27¢ f; g ) (r) modn = f g (27 r mod n) holds,
and it outputs 1 otherwise.

The least significant bit of r (we denote it by LSB(r)) is zero if and only if
r/2 = 271r mod n. The LSB(r) is one if and only if (r+n)/2 = 2~1r mod n. Let
r=r—MSB,(r), so that r® mod n = f,f,',gBZ(l)(r) holds. Note that LSB(r9 =
LSB(r) and MSB(a/2) = MSB;(a)/2 for all at least (I + 2)-bit integers a.
Here, for LSB(r) = 0, we have

27 r%mod n =r'72 = (r — MSBy(r))/2 = r/2 — MSB(r/2). @)

On the contrary, for LSB(r) = 1, we have 2~*rHmod n = (r — MSB(r) + n)/2,
which is not equivalent to 2~ *r mod n — MSB;(27*r mod n) = (r + n)/2 —
MSB,((r + n)/2), because of MSB(r) 8 MSB,(r + n). Therefore, the least
significant bit of r is zero if and only if 27°fy g, ( (1) mod n = fEL . |\ (w)
holds.

Let € and t be the advantage and the time of the adversary Ac-rsa+mMsBZ:
respectively. Then the advantage and time of algorithm Arsa-Lsg are €2 and
2t + O((log n)®), respectively. By the result of [FS00], the algorithm Arsa-LsB
can solve the RSA problem. Thus we have proven the theorem.
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There is a relation between the D-RSA+MSBZ problem and C-RSA+MSBZ
problem. It is similar with that of the D-RSAaprx problem and the C-RSAaprx
problem. We prove the following theorem.

Theorem 7. Let (n,e) « RSApuniic and ¢ = r® mod n be the input of the
computational RSA+MSBZ problem. An adversary, which breaks the decisional
RSA+MSBZ problem, can compute the least significant bit of r. If the least
significant bits of r are zero, the next bit after the zeros can be computed by the
adversary.

Proof. The proof of the theorem is similar to that of theorem[3 Let Ap-rsa+msBz
be an adversary, which solves the D-RSA+MSBZ problem. We can assume that,
with non-negligible probability, the adversary Ap-rsa+msez answers Ap-rsa+
msez(y) = 1 if y comes from the distribution (x* mod n, fy;3g (X)) for

an integer x [(#Z/nZ)>, and it answers Ap-rsa+msez(yY) = 0 otherwise.
We will construct an algorithm A sg, which computes the least significant
bit of r using algorithm Ap-rsa+msez. At first the algorithm A sg com-

putes y = (27¢c mod n, 2_eff,'|gBZ(|) (r) mod n). Second, A|_sg runs algorithm

Ab-rsa+Mmsez(Y) and obtains b = Ap-rsa +msez(Y). Finally, A_sg returns
b. As we showed in the proof of theorem [B, the least significant bit of r is O if

and only if y comes from the distribution (x® mod n, f,f/',gBZ(l)(x)) for an integer

x [(Z/nZ)*. If the k least significant bits of r are zero, (r/2K)¢ = 27Xér® mod n
is the image of f, 35, (r/2%). We can detect the (k + 1)-th bit of r using the

S
above algorithm.

By these theorems, the G-RSA cryptosystem using the one-way function

f:/igszu) has similar security conditions as the S-Paillier cryptosystem. An ad-
versary, which breaks the D-RSA+MSBZ problem, can compute the least sig-
e,n

nificant bits of the nonce of the G-RSA cryptosystem with fMSBZ(I).

3.4 Comparison

We compare the public-key cryptosystems discussed in this paper, i.e., the Pail-
lier cryptosystem, the S-Paillier cryptosystem, the Pointcheval cryptosystem,
and the proposed cryptosystem. The security and the e [ciehcy of these cryp-
tosystems are compared. For the e [Ciehcy we count the number of modular
exponentiations in the encryption and decryption process, because the compu-
tation of the modular exponents is dominant for the e [ciehcy. Denote by M E (k)
a modular exponentiation modulo k. We assume that these cryptosystems use
the same length RSA keys n. In table [T we indicate the comparison.

The Paillier cryptosystem encrypts a message m by ¢ = g™r" mod n? and de-
crypts it by m = L(c®™ mod n?)/L(g%™ mod n?), where L(u) = (u—1)/n. The
encryption and the decryption of the Paillier cryptosystem require two M E (n?)
and two ME(n?), respectively. If we use the key g = 1 + n, the encryption
requires only one ME(n?). If we precompute the g, the decryption needs only
one ME(n?). The one-way security and the semantic security are as hard as the
C-CR problem and the D-CR problem, respectively.
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Table 1. Comparison of security and e [ciehcy among several schemes

‘ Paillier ‘ S-Paillier ‘Pointcheval‘ Proposed scheme ‘
One-wayness C-CR RSA C-DpdRSA RSA
Semantic security| D-CR D-RSA+RSAaprx |D-DpdRSA|D-RSA+MSBZ
Encryption |1 ME(n?) 1 ME(n?) 2 ME(n) 2 ME(n)
Decryption 1 ME(n?)|1 ME(n?) + 1 ME(n)| 2 ME(n) 2 ME(n)

The S-Paillier cryptosystem requires one ME(n?) for the encryption ¢ =
ré(1 + nm) mod n?, and one ME(n) and one ME(n?) for the decryption m =
L(cr—® mod n?) and r = ¢ mod n. Note that a small encryption exponent e can
be used. We proved that the one-way security and the semantic security are as
hard as the RSA problem and the D-RSA+RSAaprx problem, respectively. We
also proved that an adversary, which breaks the semantic security, can compute
the least significant bits of the nonce r.

The Pointcheval cryptosystem requires two M E(n) for the encryption ¢y =
r¢ mod n and ¢; = m(r + 1) mod n, and two ME(n) for the decryption m =
c1(r+1)"° mod n and r = c§ mod n. Note that a small exponent e is not secure
for this scheme because of the message related attack and e must be at least 32
bits [CEPR96]. The one-way security and the semantic security are as hard as
the C-DpdRSA problem and the D-DpdRSA problem, respectively.

The proposed cryptosystem encrypts a message m by ¢ = r® mod n,c; =

f,f,’lgBZ(l)(r) + mco mod n and decrypts it by m = (c; — f,‘f,'lgBZ(l)(r))cal mod
n,r = cd mod n, where f,f/'l';BZ(l)(r) = (r — MSBZ(r))® mod n. Therefore, the

encryption and the decryption of the proposed cryptosystem require two M E(n)
and two M E (n), respectively. The computation time of the function f,f,’lgsz(l)(r)

is about 4 times faster than that of the S-Paillier cryptosystem r® mod n?. Thus
the encryption/decryption of the proposed cryptosystem are more e Lcieht than
those of the S-Paillier cryptosystem. Because a small exponent key e can be
used for a enough large I, the proposed cryptosystem is more e [cieht than the
Pointcheval cryptosystem. We proved that the one-way security and the seman-
tic security are as hard as the RSA problem and the D-RSA+MSBZ problem,
respectively. An adversary, which breaks the semantic security, can break the
least significant bits of the nonce r. The proposed cryptosystem has the similar
security properties as the S-Paillier cryptosystem.
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Abstract. This paper considers arbitrary-length chosen-ciphertext se-
cure asymmetric encryption, thus addressing what is actually needed for
a practical usage of strong public-key cryptography in the real world. We
put forward two generic constructions, GEM-1 and GEM-2 which apply
to explicit fixed-length weakly secure primitives and provide a strongly se-
cure (IND-CCA2) public-key encryption scheme for messages of unfixed
length (typically computer files). Our techniques optimally combine a
single call to any one-way trapdoor function with repeated encryptions
through some weak block-cipher (a simple xor is fine) and hash func-
tions of fixed-length input so that a minimal number of calls to these
functions is needed. Our encryption/decryption throughputs are com-
parable to the ones of standard methods (asymmetric encryption of a
session key + symmetric encryption with multiple modes). In our case,
however, we formally prove that our designs are secure in the strongest
sense and provide complete security reductions holding in the random
oracle model.

1 Introduction

A real-life usage of public-key encryption requires three distinct ideal properties.
Security is a major concern: a cryptosystem should be secure against any attack
of any kind, should the attack be realistic in the context of use or only theoretical.
Performance has to be risen to upmost levels to guarantee high speed encryption
and decryption rates in communication protocols and real time applications.
At last, design simplicity is desirable to save time and elandts in software or
hardware developments, increase modularity and reusability, and facilitate public
understanding and scrutiny.

D. Naccache and P. Paillier (Eds.): PKC 2002, LNCS 2274, pp. 17-B3] 2002.
€ Springer-Verlag Berlin Heidelberg 2002
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Designing an encryption scheme which meets these criteria is quite a chal-
lenging work, but methodologies and tools exist, at least for the first property.
Our knowledge of security features inherent to cryptographic objects and of
the relations connecting them has intensively evolved lately, driving us to a
growing range of powerful generic constructions, both simple and provably se-
cure [FO99alFO99b|Poi00/OP01a]. Among these constructions, Okamoto and
Pointcheval’s REAcT [OPO013] is certainly the one that o [erk most flexibility: un-
like Bellare and Rogaway’s long-lived oAEP [BR95], REACT applies to any trap-
door function, i.e. any asymmetric encryption scheme presenting such a weak
level of security as being OW-PCA (see further), to provide a cryptosystem of
strongest level IND-CCA2 in the random oracle model.

1.1 Our Results

This paper considers arbitrary-length chosen-ciphertext secure (IND-CCA2) asym-
metric encryption schemes, thus addressing what is actually needed for a prac-
tical usage of strong public-key cryptography in the real world. We propose two
generic constructions which apply to fixed-length weakly secure primitives and
provide a strongly secure public-key cryptosystem for messages of unfixed length,
such as computers files or communication streams. In our schemes, the encryp-
tion and decryption processes may start and progress without even knowing the
overall input blocklength; they also may stop at any time. Besides, our designs
are one-pass only, meaning that each message block will be treated exactly once.

Our techniques combine a single call to any one-way trapdoor function with
repeated encryptions through some weak block-cipher (a simple xor will do) and
hash functions of fixed-length input. Contrarily to previous generic conversions,
each message block will require only one call to a hash function so that the overall
execution cost for an n-block plaintext is exactly 1 call to the one-way trapdoor
encryption, followed by n calls to the block-cipher and n + 1 (or n + 2) calls
to a hash functiorll. Besides, the storage of the whole plaintext file in memory
is completely unnecessary and encryption/decryption procedures use a memory
bu [er of only [3blocks, thus allowing on-the-fly treatments of communication
streams. We believe that our schemes are the first that combine these practical
properties simultaneously while keeping total genericity.

The first construction applies to any OW-PCA probabilistic trapdoor function
and incorporates two extra fields of fixed length in the ciphertext, one at each
end. The second construction we give only works for deterministic OW trap-
door functions but adds only one extra field at the end of the ciphertext. Our
performances are similar to the ones of standard methods, which usually en-
crypt some random session key under an asymmetric scheme and then feed that
key into some block-cipher running under an appropriate multiple mode. In our
case, however, we can formally prove that our designs are secure in the strongest
sense IND-CCA2. Indeed, we provide complete security reductions holding in the
random oracle model.

1 an extra hash call is needed for message authenticity.
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1.2 Outline of the Paper

The paper is organized as follows. Section [2 briefly recalls security notions for
encryption schemes in both symmetric and asymmetric settings. We also review
Okamoto and Pointcheval’s plaintext checking attacks in connection with com-
putational gap problems [OPO1b]. Then, Sections 3.1 and[3.2 introduce our new
generic conversions, GEM-1 and GEM-2, whose reduction proofs are given in the
extended version of this paper [CHJ™01]. Furthermore, typical examples of prac-
tical usage of these systems are given in Section @l We conclude by giving some
possible extensions of our work in Section [l

2 Security Notions for Encryption Schemes

2.1 Asymmetric Encryption

We now introduce a few standard notations. An asymmetric encryption scheme
is a triple of algorithms (K, E, D) where

— Kis a probabilistic key generation algorithm which returns random pairs of
secret and public keys (sk, pk) depending on the security parameter K,

— E is a probabilistic encryption algorithm which takes on input a public key
pk and a plaintext m [, runs on a random tape u U and returns a
ciphertext c,

— D is a deterministic decryption algorithm which takes on input a secret
key sk, a ciphertext ¢ and returns the corresponding plaintext m or the
symbol CW/e require that if (sk, pk) — K, then Dy (Epk (M, u)) = m for all
(m,u) W x U.

Adversarial Goals

ONE-WAYNESS. The first secrecy notion required from an encryption scheme
is its one-wayness, meaning that one should not be able to recover a plaintext
given its encryption. More formally, the scheme is said to be (t, €)-Ow if for any
adversary A with running time bounded by T, the probability that A inverts E
is less than e:

Succ™(A) = Pr [(sk,pk) « K1) : AEp(m,u)) =m]<eg,

mBm
UBU
where the probability is taken over the random choices of the adversary.

SEMANTIC SECURITY. Formalizing another security criterion that an encryp-
tion scheme should verify beyond one-wayness, Goldwasser and Micali [GM84]
introduced the notion of semantic security. Also called indistinguishability of
encryptions (or IND for short), this property captures the idea that an adversary
should not be able to learn any information whatsoever about a plaintext, its
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length excepted, given its encryption. More formally, an asymmetric encryption
scheme is said to be (T, €)-IND if for any adversary A = (A1, Az) with running
time upper-bounded by T,

] ]

i — kypk) <« K(lK)v(mOl mlvc) «— Al(pk)
AdM(A)=2x pr O -
VA bRy C < Epk(Mp,U) 1 Az(c,0) =b

UBU

l1<eg,

where the probability is taken over the random choices of A. The two plaintexts
mo and my chosen by the adversary in M have to be of identical length.

NON-MALLEABILITY. The property of non-malleability (NM), independently pro-
posed by Dolev, Dwork and Naor [DDNOQ], supposes that, given the encryption
of a plaintext m, the attacker cannot produce the encryption of a related plain-
text mY Here, rather than learning some information about m, the adversary
will try to output the encryption of m= These two properties are related in the
sense that non-malleability implies semantic security for any adversarial model,
as pointed out in [DDNOO] and [BDPR99].

Adversarial models. On the other hand, there exist several types of adver-
saries, or attack models. In a chosen-plaintext attack (CPA), the adversary has ac-
cess to an encryption oracle, hence to the encryption of any plaintext she wants.
Clearly, in the public-key setting, this scenario cannot be avoided. Naor and
Yung [NY90] considered non-adaptive chosen-ciphertext attacks (CCA1) (also
known as lunchtime or midnight attacks), wherein the adversary gets, in addi-
tion, access to a decryption oracle before being given the challenge ciphertext.
Finally, Racko[—dnd Simon [RS92] defined adaptive chosen-ciphertext attacks
(CCA2) as a scenario in which the adversary queries the decryption oracle before
and after being challenged; her only restriction here is that she may not feed the
oracle with the challenge ciphertext itself. This is the strongest known attack
scenario.

Various security levels are then defined by pairing each goal (Ow, IND or
NM) with an attack model (CPA, CCA1 or CCA2), these two characteristics being
considered separately. Interestingly, it has been shown that IND-CCA2 and NM-
CCA2 were strictly equivalent notions [BDPR99]. This level is now considered as
standard and referred to as IND-CCAZ2 security or chosen-ciphertext security. The
security of a cryptosystem is thus measured as the ability to resist an adversarial
goal in a given adversarial model. Whenever possible, the scheme is proven IND-
CCA2 secure by exhibiting a polynomial reduction: if some adversary can break
the IND-CCA2 security of the system, then the same adversary can be invoked
(polynomially many times) to solve some related hard problem.

2.2 Symmetric Encryption Schemes

A symmetric encryption scheme with key bit-length k and message bit-length m
is a pair of algorithms (E, D) where
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— E is a deterministic encryption algorithm which takes a key k [0, 1}¥ and
a plaintext m {0, 1}™ and returns a ciphertext ¢ [{0, 1}™,

— D is a deterministic decryption algorithm which takes a key k [0, 1}* and a
ciphertext ¢ [0, 1}™ and returns a plaintext m [0, 1}™. We require that
Di(Ex(m)) = m for all m [0, 1}™ and k [0, 1}

In this setting, again, various security notions are defined; most are adapta-
tions from the asymmetric notions. In this work, however, we only need to define
indistinguishability. A symmetric encryption scheme is said (t, €)-IND if for any
adversary A = (A1, Az) with running time bounded by T,

Adv™(A) = 2x Pr k[(mo,ml,o) « A1(K),c « Ex(mp) : Az(c,0) =b]—-1<¢,
k<= {0,1}
bR 0,13

where the probability is also taken over the random choices of A. Both plain-
texts my and m; are chosen by the adversary in {0, 1}¥. Although other attack
scenarios may be considered, passive attacks are enough for our purposes. Note
that this notion is a very weak requirement. Note also that the one-time pad
encryption is perfectly indistinguishable, i.e. , it is (t,0)-IND for any T.

2.3 Plaintext-Checking Security

Okamoto and Pointcheval recently introduced an intermediate adversarial model
called plaintext checking attacks [OP01a]. In this model, the adversary has access
to a plaintext-checking oracle O"°* which detects plaintext-ciphertext correspon-
dences: the oracle takes as input a pair (m, ¢) and tells whether ¢ encrypts m or
not. Clearly, this oracle remains weaker than a decryption oracle because it is
generally easier to check the solution of a problem (scheme inversion here) than
to compute it. Obviously in the case of a deterministic encryption scheme, PCA
and CPA are strictly equivalent attack scenarios. More specifically, any trapdoor
permutation is OW-PCA if and only if it is OW (e.g., RSA).

From a complexity viewpoint, breaking a scheme’s OW-PCA-security exactly
consists in breaking its OwW-security (i.e. its one-wayness) with the help of an
oracle solving a weaker problem. That kind of problems, i.e. solving P; with
access to OP2 and P, [P4l are called gap problems [OP01b] and define some
notion of complexity distance between problems in a hierarchy.

A typical example is EIGamal encryption, for which breaking OW is equiv-
alent to CDH and having access to O"°* allows to solve DDH trivially (and
conversely). OW-PCA-security is in this case equivalent to the gap problem sep-
arating CDH from DDH, which is called Gap Di Ce=Hellman Problem and noted
GDH (see [OPO01Db] for insights).

2.4 Generic Conversions

In |BR95], Bellare and Rogaway proposed 0AEP, a specific hash-based treatment
applicable to any partial-domain [Sho01/FOPS01] one-way trapdoor permuta-
tion to provide an IND-CCA2 secure encryption scheme in the random oracle
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model [BR93]. Later, Fujisaki and Okamoto [FQ994] presented a way to trans-
form, still in the random oracle model, any IND-PCA trapdoor function into an
IND-CCA2 encryption scheme. They improved their results in [FO99b] where they
gave a generic method to convert a one-way trapdoor function into an IND-CCA2
secure encryption scheme in the random oracle model. A similar result was
independently discovered by Pointcheval [Poi00]. More recently, Okamoto and
Pointcheval [OP01a] proposed a more e [cieht generic conversion, called REACT.
Contrarily to [FO99a/FO99b/P0i00], a complete re-encryption is unnecessary in
the decryption process of REACT to ensure IND-CCA2 security, thus yielding a
low running time overhead. Besides, REACT applies to any trapdoor function i.e.
any asymmetric encryption scheme presenting such a weak level of security as
being OW-PCA. Until now, however, no generic conversion has been explicitly
definedd to encrypt messages of variable length based on fixed-length functions.
The next section describes our arbitrary-length generic conversions.

3 Arbitrary-Length IND-CCAZ2 Encryption

The most popular and usual way of ensuring confidentiality of unfixed-length
messages consists in public-key encrypting a random session key and then en-
crypting the message under that session key by the means of a block-cipher used
within a suitable encryption mode. This approach has never been shown secure;
in particular, the use of an IND-CCA2 asymmetric scheme to encrypt the session
key is obviously insu [Cieht to ensure any security whatsoever about the whole
construction.

In comparison, our conversions are based on the same primitives, i.e. some
asymmetric scheme Epi and some symmetric scheme Ex. But we additionally use
hash functions to make the session key evolve permanently as the encryption pro-
gresses. Our important result here is that the two cryptosystems we propose are
IND-CCA2-secure provided that Epx is OW-PCA or OW and Ey is indistinguish-
able. Independently, they provide dilerent security/performance tradeo [Sthat
we analyze in section £l

3.1 Relying on a OW-PCA Trapdoor Function: GEM-1

Our first construction E‘l)k applies to any OW-PCA probabilistic trapdoor function
Epk and incorporates two extra fields of fixed length in the ciphertext, one at
each end. To make the security proof easier, we will assume that the message
blocklength is upper-bounded by some very large number nmax Which value is
discussed in section @l The encryption and decryption procedures are as depicted
below.

2 the conversion cost is however quite heavy as a complete re-encryption is needed
during decryption.

% note that [OP01a] considers the case of variable-length encryption without providing
any explicit construction for fixed-length primitives.
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Encryption

Input plaintext (M1,...,Mnp), 1 <N < Nmax, random p = wul
Output  ciphertext (t1,c1, -, Cn, t2) given by

Epi (M, p) = (Epk (W, U), Bk, (M1), Bk, (M2), - -, Ex, (Mn), F(Kn, Mn, W))
S— N~ —— S— ———

ty c1 c2 cn t
where kl = Hl(W, tl), k2 = Hz(kl, ml,w), ey kn = Hn(knfl, mnfl,w).
Decryption
Input ciphertext (ti,C€1,,Cn,t2) With 1 =< n < Nmax.

Output  plaintext (My,---,Mp) or [adcording to

(M1 =Dg (C1),...,Mn =Dg (Cn) if t2 = F(Rn, Mn, @)
Diic(ta, €1, +, Cn, t2) = ke kn .
st & n, t2) { 1 otherwise

where W = Dg(t1), Ky = Hi(W, t1) and ki = Hi(ki—1, Mi—1, W) for i =2, n.

t1

Fig. 1. Synopsis of GEM-1.

We claim that for any OW-PCA asymmetric encryption Ep and any IND-secure
symmetric encryption scheme Ey, our converted scheme Eék [Epk . Ex] is IND-CCA2
in the random oracle model. To be more precise:

Theorem 1. Suppose there exists an adversary A which distiqguit]es Eék [Epk ,Ek]
within a time bound T with advantage € in less than de, 04 = (i, 9Hi 0 Aoz,
oracle calls. Suppose also that Ei is (T, v)-indistinguishable. Then there exists an

algorithm B which inverts Epx with probability e”greater than

1 1 1
€ 1 3 v . Opg

EDZE—quk E"'ﬁ — Nmax §+|:E )
with a total number of calls to O"“* upper-bounded by qores < g + gy and in
time

T =T+ (Opy +1)(Gr +0an) - (Teca +O(1)) -
Here, [@ denotes the number of all possible values of a (hence [R = 2K).
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We refer the reader to the (extensive) reduction proof given in appendix [Al

3.2 Relying on a Ow Trapdoor Function: GEM-2

Our second construction Egk only works with a deterministic OW trapdoor func-
tion Epi (such as RSA) but adds only one extra field at the end of the ciphertext.
Here again, we will assume that the message blocklength is upper-bounded by
some large number nmax. The encryption and decryption procedures follow.

Encryption

Input plaintext (Mq,...,Mp), 1 <N < Nmax, random r.
Output ciphertext (c1, -+, Cn, t) given by

Egc(M, 1) = (B, (M1), B, (M2), -+, Eiiy, (M), Epi (S02)
—_— — — ——

C1 Cc2 Cn t

ki = Ga(r), ki = Gi(ki—1,Mi—1,1) fori =2,...n,
where {s = F(kn, Mn, 1), and v = r CH(S).
Decryption
Input  ciphertext (c1,- - -,Cn,t) With 1 <N < Nmax.

Output plaintext (M1, -+, Mny) or [Cadcording to
D(ca, -, Cn 1) = {mm: Dg, (€0, Mn = D (en) if § = F(kn, M, ),

otherwise.

SI= Dy (t), F = ¥ CHIS),
k1 = Gl(?),and ki = Gi(ki_l, rﬁi_l, F) fori= 2, .. N.

where {

We claim that for any OW asymmetric encryption Epc and any IND-secure sym-
metric encryption scheme Ey, the converted scheme ]E’Z)k[Epk,Ek] is IND-CCA2 in
the random oracle model. To be more precise:

Theorem 2. Suppose there exists an adversary A which distinguis@ﬁk [EpkEx]
within a time bound t with advantage € in less than dr, qu, de = g, (9Gi

Upz, oracle calls. Suppose also that Ey is (T,v)-indistinguishable. Then there ex-

ists an algorithm B which inverts Egx with probability e“greater than

—1 1
sD>E—7qF+qG—q2(q +1) 1.1 —qD?k—n !+qﬂigk
=2 Wy DG\ HF s [d m M 2 m

within a time bounded by
s =T+ (Opz +1)(Gr +dc) qn - (Te + O(1)) ,
where T¢ denotes the maximum time needed by Epx for a single encryption.

The reader is invited to find the reduction proof given in the extended version
of this work [CHJ™01].
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r

I mq mp

E E

1 c2

Fig. 2. Synopsis of GEM-2.

4 Applications

Numerous applications are possible when embodying Epx and Ex. Due to lack of
space, we will only consider the typical case Epx = RSA and Ex = [(br which
v = 0). The instantiations of random oracles F, H;, H and G; in one scheme or
another by hash functions can be done by setting for instance H;(-) = SHA(- [0
where the counter i [Tl nnax Cis incremented at each block treatment. Special
values of i such as 0 or —1 may be used to implement F and H.

41 EL[RSA, (01

Corollary 1. The encryption scheme E'},k[RSA, []i3 IND-CCA2 in the random
oracle model under the RSA assumption.

For concrete security parameters, we suggest to use 1024-bit RSA keys with
public exponent e = F, = 216 + 1, We set for instance log, (i, = m = k = 160
(hash functions F, H; being derived from SHA-1 using a counter i [Tl Npyax [
like described above), (W = 210 and nyax = 2%2. Assuming that the probability
eHto invert RSA lies around €= 2799 then an attaquer could distinguish
Ef[RSA, [Twlith qp; = 2°° decryptions with advantage no more than & = 27°5.

From an implementation viewpoint, note that as soon as the RSA encryp-
tion has been done, the encryption procedure may directly output ciphertexts
blocks one after the other without having to wait that all blocks are encrypted
to transmit them all together. Definitely, this is a major advantage compared
to previously proposed constructions. This property allows on-the-fly encryption
of communication streams. Three-tuples (w,y, k1) may also be computed in ad-
vance to let the encryption device or software deal with hash computations only.
The suggested setting allows to replace oracles Ho, ..., Hn, F by the compression
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function (512 3 160) of SHA-1, driving us to n+3 calls to this function since the
input of Hy is made of three 512-bit blocks. Another benefit of our construction
is that it requires only a small memory bu [erl (one field for the storage of w, one
for the current key k; and a third one for m;). Finally, hardware implementations
providing some hash coprocessor may drastically increase our speed rates.

42 FEZ[RSA, [

Corollary 2. The encryption scheme Egk[RSA, 13 IND-CCA2 in the random
oracle model under the RSA assumption.

For concrete security bounds, the same suggestions as previously lead to a
maximal advantage of € = 27°8 if we take log, [3 = log, [ = 512, g = g = 2*°
and Nmay = 2%2.

Here again, any smart implementation allows on-the-fly encryption. The
memory requirements are similar to the one of Eék. Here too, a coprocessor
devoted to hash computations would increase speed rates.

5 Conclusion

We devised new generic constructions which apply to fixed-length weakly se-
cure primitives and provide a strongly secure (IND-CCA2) public-key encryption
scheme for messages of unfixed length like computer files or communications
streams. An open question resides in investigating whether simpler and/or faster
designs could exist, or whether the security requirements on the primitives could
be shrunk further. Another challenging topic would be to come up with a con-
struction holding only one additional field in the ciphertext but still employing
a probabilistic encryption Ep as in Eék. Finally, one could try to include a
signature scheme in the encryption process to simultaneously authenticate the
sender’s identity, the plaintext and the ciphertext itself. Such an extension would
ideally lead to fast and secure (according to one-more decryption attacks) sign-
cryption schemes for arbitrary-length messages.
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A Security Analysis of GEM-1

A.1 Notations

It is useful to introduce some notations. If a is some random variable, then [@
denotes the number all possible values of a. For integers a and b, [@ b[Cdlenotes
the set on integers ranging from a to b. For any predicate R(x), R(Dwill stand
for [XIs.t. R(x). If O is an oracle to which A has access, we denote by query B
response the correspondance O establishes between A’s request query and the
value response returned to A. Hist[O] stands for the set of correspondances
established by O as time goes on: HisT [O] can be seen as a memory which gets
updated each time A makes a query to O. We denote by go the number of calls
A made to O during the simulation.

A.2 Extending Indistinguishability to Scheme Products

Let E! and E? be two symmetric encryption schemes. We define the scheme
product of E! and E?, E = E! x E? by

Ex(m) = (E' % E?) i, ko) (M1, M) = (Eg, (M), EE, (M) ,
where all values stand in their respective sets. Then
Lemma 1. If E! is (T,v1)-IND and E? is (T, V,)-IND then E is (T,vy + V2)-IND.

Note that [BPS00] and [BBMOO] provide similar results for asymmetric encryp-
tion schemes. By immedigte-igductiop-ef-lgmmal[ll we get that if E' is (T,V;)-IND
for i MM nCithen E= E"is (T, ;Vi)-IND. In particular, if E is (t,v)-IND,
then (E)" is (T, nv)-IND.

A.3 Description of the Reduction Algorithm

B is given an encryption y = Ep (M, 1) Jan oracle O"* which checks plaintexts for
Epk, and an adversary A = (A1, Ay) that breaks the IND-CCA2 security of Erljk.
The goal of the reduction B is to retrieve the total knowledge of vi_EEach time the
reduction B needs to check whether a plaintext-ciphertext correspondance holds
between y and w (which we denote y = Ep« (w, O, the query (y, w) is implicitly
sent to O"“* which returns a boolean value. We assume for simplicity that O"°*
responds to any of B’s requests with no error and within a time bound Tpg,.

Overview of B. B runs A; and provides a simulation for H; with i [TI] npyax 0]
F and DY, as described later (find stage). A; outputs a pair of message sequences
(m°, m%) of identical blocklength n < npnax after a certain time. B then randomly
chooses b [0, 1} and proceeds to the following operations:
— if there exists (w,y) B ki [CHisT[H1] with y = Epi (w, Ddthen ii3= w and
k= k, (event E;) otherwise ks set to a random value,
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— for i [IPInLJif there exists (ki=i,m?,w) O k; [HisT[H;] with y =
Epk (W, Dthen vi= w and kit= k; (event E;); otherwise ki-s set to a
random value,

— if there exists (kym2,w) O t; CHisT[F] with y = Ep(w, Dthen ii = w
and &= t, (event Eg); otherwise .45 set to a random value.
B then computes ¢ F Ey (m?) for i [CTI nCand builds

(=2 (y, 61 ., G 1)

This challenge is given to A, which outputs some bit after another certain time
(guess stage). Once finished, B will actually check whether some value i was de-
fined during the game. If so, viiid returned as the inversion of Epx on y. Otherwise,
the challenge y is simply rejected i.e. B sets vi& [amd stops. The simulation
of random oracles as well as the simulation of the decryption oracle DY, are de-
tailed hereafter. Wlog, we assume that all simulated oracles keep tracks of their
past queries throughout the game so that, if a query has been presented before
and responded with some recorded output, then the same output is returned. In
the sequel, all probabilities are taken over the random choices of A and B if not
otherwise mentioned.

Simulation of H;. For each new query (w, t;),

(event ED if t; =y and y = Ep«(w, Ddthen Hy sets L= w, returns k—and
updates its history,

(event EJ else ify = Epk (w, Ddthen Hy sets vi:3= w, outputs a random value
and updates its history,

(no event) else H; outputs a random value and updates its history.

Simulation of H; for i [ n[For each new query (k, m, w),

(event E[) if processing guess stage and k = kidy, m= mb_, andy = Epk (w, D1
then H; sets viiz* w, returns R.:slnd updates its history,

(event EY else if y = Epx(w, Ddthen H; sets i 3= w, outputs a random value
and updates its history,

(no event) else H; outputs a random value and updates its history.

Simulation of H; for i + 1, Nmax LJFor each new query (k, m,w),

(event E;) if y = Epk(w, Ddthen H; sets i3= w, outputs a random value and
updates its history,

(no event) else H; outputs a random value and updates its history.

Simulation of F. For each new query (k, m,w),

(event EE) if processing guess stage and k = kel m = m2 and y = Epk (W, D
then F sets iizF w, returns tb-dnd updates its history,

(event ED else if y = Epx(w, Dithen F sets ii = w, outputs a random value
and updates its history,

(no event) else F outputs a random value and updates its history.
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Simulation of D}, (plaintext extractor). For each new query (t,C1, . . . ,Cq,t2),
DY, first checks (this verification step only stands while the guess phase A; is
running) that (ti,c1,...,Ccq,t2) B (v, 651 .., &) since if this equality holds,
the query must be rejected as A attempts to decrypt its own challenge cipher-
text. Then, DY, tries to find the only (if any) message sequence (my,. .., Mgq)
matching the query. To achieve this, DY, invokes the simulations of the random
oracles provided by B as follows:

— search for the unique w [CHisT[H;] 1. CHisT [Hg] CHIsT[F] such that

t1 = Epk(w, O If such a w exists,
e query H; to get ky = Hy(w, ty),

letting m; = Dy, (1), query Hy to get ko = Ha(ky, my, w),
letting m, = Dy, (C2), query Hs to get ks = Hs(kz, ma, w),

letting mg—1 = Dy,_, (Ca—1), query Hg to get kg = Hg(Kg—1, Mg—1, W),
letting mg = Dk, (Cq), query F to check if F(kg, mg, w) = ty. If the equal-
ity holds, return (mq, ..., mg); otherwise reject the query (event RJ;).
— if the search for w is unsuccessful, reject the query (event RJy).

A.4 Soundness of B

Simulation of Random Oracles

SOUNDNESS OF H;. The simulation is perfect.

SOUNDNESS OF H; ror i T2l n[J1The simulation is perfect.
SOUNDNESS OF H; FOR i [l + 1, npax [ The simulation is perfect.
SOUNDNESS OF F. The simulation is perfect.

Plaintext extraction. The simulation of D, fails when [isketurned although
the query ¢ = (t;,¢1,...,Cq, t2) is a valid ciphertext. Let w and mj, k; for i [
(1l dtlenote the unique random variables associated to ¢ in this case. Further
define 1
Hyg = Hist[H;] CHisT[F] .

i (Md
Obviously, ¢ was rejected through event RJ,, because a rejection through RJ;
refutes the validity of c. Therefore, if DY, is incorrect for c, we must have

(DY incorrect for ¢) C(@valid) [ [IHy.

We now decompose the failure event into several disjoint cases covering all pos-
sible situations.
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AssuME (kg E kg Cing € mb) CW 2 V] Since w ILHisT[F] [Hyg,
F(kq, mg, w) is a uniformly distributed random value unknown to A. The fact
that c is a valid ciphertext implies that F(kq, mg, w) = tp, which happens with
probability

1
Pr[F(ka, Ma, W) = tz] = -

AssUME (Kq, Mg, w) = (kgimb, vi)JaND d > n. Since w [CHIsT[Hg] [Hg,
Hg(kg—1, mg—1, w) is a uniformly distributed random value unknown to A. The
fact that c is a valid ciphertext implies that Hq(Kg—1, Mg—1, W) = kq = ksl Which
happens with probability
[ L1 4
Edr Ha(Ka—1, Mg—1, W) = k! = -

AssuME w = v, d < n AND (ki, m;) = (kndgai, M2 _y,) FOR i CIL A If
t; =y, we must have krdge1 = ki = Hi(w, t1) = Hy(Viy) = khind this only
happens with probability

Ly

]
Pkl =

K1,Kn—d+1

Now suppose t; & y. This imposes Hi(w,t;) = kndq+1. Because w = VL Was
never queried to Hy, this situation occurs with probability

T

g = L
Elr Hi(w, t1) = kn=d+1 T

AssuME w = Vi 8l = n anD (kj, m;) = (IJe._,—FnE’) FOR i [[TI] n[1Obviously t; By,
since otherwise ¢ = ¢_Blow we must have k- k; = Hq(w, t;) = Hy (Vi 1), which
happens with probability

[ L]

_ _ 1
ProHy (i ®) = ke = -

AsSUME W = Vi, @l < n AND (ki, m;) & (kndgri, MP_y,;) FOR SOME i [T d—1[]
Let us consider Hj+1 where j = maxi<a—1{(ki, mi) 8 (keda+i, M_g.i)} We
have Kj+1 = Hj+1(kj, mj,w) = I@_dﬂ-ﬂ, which, because w was never asked to
H;j+1, occurs with probability

L1 i
H?.[l HJ+l(kj1 mJ,W) = @d+j+l = ﬁ .
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ConNcLusioN. Gathering all preceding bounds, we get

0 _ 01 4 L1 1 +3
Pr c is valid [Tf, incorrect for ¢ Sﬁ+ﬁ+ ESE_FHDQ )

j<d=n

which, taken over all queries of A,, leads to

1 1
Ll . (] I n+3
Pr Dy incorrect < Op, =7+

(1 K

L | 1. [
We further define Pr[-] = Pr - | =(Dg, incorrect) .

A.5 Reduction Cost

Success probability. Let us suppose that A q@uishes ]E;l,k within a time
bound T with advantage € in less than dr, G = 1y, C9H: Upz, oracle calls.
This means that

Pr[A=b]2%+

N m

Suppose also that Ex is (t,v)-indistinguishable. Assuming that the plaintext
extractor is correctly simulated, if none of the events E;, EF} E[for EF occurs,
then A never asked Vi tb any of the random oracles and so could not learn any
information whatsoever about the keys ki-linder which the m? were encrypted in
d¢due to the randomness of the H;. By virtue of lemma[I] this upper-limits the
informatiquiakage on b@v, since A’s running time is bounded by 1. Noting

Ewin =EF rmn (5 icmncEr LESS this means

. 1 nv
PrlA=b|-Eyin]l < - + — .
rl | ~Ewin] 53

We then get
1 . ) : 1 :
5+ 2 SPrIA=BI < Pr{A=b]| ~Euin] + Pr[Euin] < 5 + = +Pr[Euin] .

wherefrom Pr [Ewin] = (€ — nv)/2. But Pr[B = viJ 3 Pr [Eywin] and finally,
. O, ]
Pr[B =viJ® Pr[B = w3 Pr D} incorrect
1
- €E—nv 1 + n+3
=2 ThomT T

Since the blocklength n of the message sequences (m°, m?!) output by A; cannot
exceed Nmax, B inverts Epc on y with probability greater than

1 1 1 1
€ l+3 _ v+fhm51k
2 Wi Tt T Mme 7T

i.e. succeeds with non-negligible probability.
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Total number of calls to O“. Each simulated oracle H; (resp. F) makes
at most gy, (resp. gg) queries to the plaintext-checking oracle. Note that the
queries required by D, were already asked to O"“* by either F or one of the H;.
By keeping tracks of all queries to O™“4, it is easy to see that the total number
of calls actually needed by B is upper-bounded by
1
Qores <Qr +Quy Where qy = qu; -
i [(MNmax [

Total running time. The reduction algorithm runs in time bounded by

Te =T+ (g +1) (G + 1) (Tros + O() .
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Abstract. In this paper, we consider what condition is su [cieht for
random inputs to secure probabilistic public-key encryption schemes.
Although a framework given in [16] enables us to discuss uniformly and
comprehensively security notions of public-key encryption schemes even
for the case where cryptographically weak pseudorandom generator is
used as random nonce generator to encrypt single plaintext messages, the
results are rather theoretical. Here we naturally generalize the framework
in order to handle security for the situation where we want to encrypt
many messages with the same key. We extend some results w.r.t. single
message security in [16] — separation results between security notions and
a non-trivial su LCcieht condition for the equivalence between security no-
tions — to multiple messages security. Besides the generalization, we show
another separation between security notions for k-tuple messages and for
(k+1)-tuple messages. The natural generalization, obtained here, rather
improves to understand the security of public-key encryption schemes
and eases the discussion of the security of practical public-key encryp-
tion schemes. In other words, the framework contributes to elucidating
the role of randomness in public-key encryption scheme. As application of
results in the generalized framework, we consider compatibility between
the ElGamal encryption scheme and some sequence generators. Espe-
cially, we consider the applicability of the linear congruential generator
(LCG) to the EIGamal encryption scheme.

1 Introduction

One of the important goals in computational cryptography is to provide a public-
key encryption scheme that achieves a security level as strong as possible under
various circumstances. For this purpose, several security notions have been in-
troduced. In particular, we will discuss in this paper the notions of “semantic
security” and “ciphertext indistinguishability” introduced in [14], which have
been shown to be equivalent [14]20]. For another major security notion, we have
“non-malleability” introduced in [8]. These notions are basically defined in terms
of an adversary who is given only a challenge ciphertext. This attack model is
called ciphertext only attack (abbreviated COA). Besides COA, three major at-
tack models have been studied in the literature. One is called chosen plaintext

D. Naccache and P. Paillier (Eds.): PKC 2002, LNCS 2274, pp. 34-47] 2002.
€_Springer-Verlag Berlin Heidelberg 2002
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attack (abbreviated CPA) model, in which the adversary can encrypt any plain-
text messages of his choice. For more stronger attack models, chosen ciphertext
attack and adaptive chosen ciphertext attack have been also considered in the
literature [21)22].

Although these security notions have been studied quite well (see, e.g., [113]),
we think that there are still some important issues that have not been addressed
in the previous research. Security when used with a “pseudorandom” resource is
one of such issues. Usually, security notions are defined assuming that ideal (i.e.,
true) random resource is available. Furthermore, it has been shown that one can
safely use any “cryptographically strong polynomial-time pseudorandom” gen-
erator (see, e.g., [4126]) for the substitute of the true random resource; that is,
most security notions do not change by using the polynomial-time pseudoran-
domness for the true randomness. Although we have several “cryptographically
strong” polynomial-time pseudorandom generators, they are unfortunately not
fast enough for practical use, and much faster but less reliable pseudorandom
generators have been used in many practical situations. Then the above security
notions (and their relations) may be no longer valid with such weak pseudo-
randomness. In fact, it has been shown [2] that if DSS is used with the linear
congruential generator, then its secret key can be easily detected after seeing a
few signatures. Though this result indicates that the linear congruential gener-
ator is unsuitable for cryptographic purposes, it does not mean that the linear
congruential generator is useless at all for all cryptographic systems. It is cer-
tainly important to study more carefully which aspect of the randomness is
indeed important for discussing several security levels.

A framework introduced in [16] enables to discuss uniformly and comprehen-
sively “semantic security” and “ciphertext indistinguishability”” notions even for
the case where some cryptographically weak pseudorandom generator is used
as random nonce generator to encrypt plaintext messages. It has been shown
that semantic security and ciphertext indistinguishability in the framework are
not equivalent and a non-trivial su [cieht condition for the equivalence has been
given. Unfortunately, security notions only for the situation where we encrypt
a single message per key generated can be handled in the framework. Clearly,
in reality, we want to encrypt many messages with the same key. Nevertheless,
security for multiple messages has not been intensively studied except results
in [1I]. In [II], security notions for multiple messages have been shown to co-
incide with their respective security notions for single messages. We note that
such coincidence is proved only when cryptographically strong pseudorandom
generators are used.

Here we naturally generalize the framework, proposed in [1€], in order to
handle security for multiple messages. We extend results w.r.t. single message
security in [I6] to multiple messages security. That is, we show that seman-
tic security for k-tuple messages and ciphertext indistinguishability for k-tuple
messages are not equivalent for any k = 1 and give a su Lcieht condition for the
equivalence. Since these generalized results are easily derived from the original
results, we stress that the generalization improves to understand the security of
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public-key encryption schemes and eases the discussion of the security of practi-
cal public-key encryption schemes. Besides the generalization, we show another
separation between security notions for k-tuple messages and for (k + 1)-tuple
messages. Moreover, the generalized framework enables us to discuss compatibil-
ity between public-key encryption schemes and practical pseudorandom genera-
tors. We stress that though the generalization is a natural extension, it may have
an impact upon designing pseudorandom generators within practical public-key
cryptosystems. In the single message security setting, it is hard to grasp the
practical meaning of the results. On the other hand, generalized results with
respect to the multiple message security help us to figure out involvement with
practical systems. As application of results in the generalized framework, we con-
sider compatibility between the EIGamal encryption scheme and some sequence
generators. Especially, we show that linear congruential generator (LCG) is ap-
plicable to the ElIGamal encryption scheme without losing security on some new
and acceptable assumption.

The main contribution of this paper is rather providing a framework in which
we can easily discuss security notions of practical public-key encryption schemes
under more various circumstances than theoretical results. In addition, we stress
that the framework elucidates the role of randomness in public-key encryption
scheme.

Notations and Conventions

We introduce some useful notations and conventions for discussing probabilistic
algorithms. If A is a probabilistic algorithm, then for any input X, the notation
A(X) refers to the probability space which assigns to the string y the probability
that A, on input x, outputs y. If S is a probability space, denote by Pr._s[e] (or
Prs[e]) the probability that S associates with element e. When we consider finite
sample sets, it is convenient to consider separately a sample set and probability
distribution on the set. If S is a finite set and D is a probability distribution on
S, denote by Press[e] the probability that element e is chosen according
to D. If S is a finite set, denote by Pre ;s [€e] the probability that element e
is chosen uniformly.

By 1" we denote the unary representation of the integer n. A function f :
{0, 1} {0, 1}Hs polynomially-bounded if there exists a polynomial p(-) such
that |F(x)| < p(Jx|) for all x 0,1}~

2 New Framework

In this section, we prepare a framework in which we can uniformly and com-
prehensively discuss “semantic security” and “ciphertext indistinguishability”
notions for multiple messages even for the case where some cryptographically
weak pseudorandom generator is used as random nonce generator to encrypt
messages. This framework is a slightly generalized version of the framework
proposed in [16]. We stress that the generalization improves to understand the
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security of public-key encryption schemes and eases the discussion of the secu-
rity of practical public-key encryption schemes thought the generalization itself
is slight.

2.1 R-sequence for Random Inputs to Encryption Algorithms

We begin with introducing the notion of “R-sequence” and some notations. An
R-sequence is just a sequence of strings (of certain length Ddrandomly and
uniformly chosen from some (finite) subset of initial segments of sequences of
strings (of length 01 More specifically, we consider the following set family of
string sequences.

Definition 1. Let q(:) be a polynomial. A g(n)-R-sequence set family (abbre-
viated RSSF) {Rn}n mmis a set family of sequences of strings of length g(n).

Below we usually use {Rn} to denote some RSSF. On the other hand, we consider
a special q(n)-RSSF, where q(n)-RSSF {T,} is just a collection of sets of all
infinite sequences of strings of length q(n), and denote the special RSSF by
TSSF. We sometimes use TSSF instead of true randomness in the sequel. Note
that, in order to regard sequences in Ry, as infinite ones, we sometimes consider
the concatenation of the finite sequence in R, and some infinite sequences of
constant dummy strings. Although each element in Ry, is possibly infinite, we
use its finite initial segments only. So, we prepare some operation Pref (-,-) on
Rn; Pref (Rn, i) denotes a set {(ry,...,ri) : (r1,...,rj) is the initial segment
of a sequence in Rh}. This is because we avoid a tedious discussion of random
variables of infinite domain.

Our ultimate purpose is to give a taxonomy of RSSF from a viewpoint of the
security of public-key encryption schemes. We will enumerate some conditions
over RSSF to begin with.

While the well-known fact can be restated in our framework as the polynomial-
time pseudorandomness (see, e.g., [4126]) is su [cieht to have the equivalence
between semantic security and ciphertext indistinguishability, we show that the
polynomial-time pseudorandomness is not necessary to have the equivalence.
This implies that there may be more usable su Ccieht conditions for the equiv-
alence. It is easy to consider separately “e [cieht samplability” and “indistin-
guishability from true randomness” as some properties on R-sequences. We call
the former property samplability simply and the latter semi-randomness to dis-
tinguish from pseudorandomness. “Samplability” is quite a natural property be-
cause generators without samplability is, in general, di Ccult to use algorithmi-
cally. Especially in Monte-Carlo simulation, far e [cieht samplability is required
much. On the other hand, “semi-randomness” is also one of important proper-
ties. Semi-random sequences pass many feasible statistical tests. Some sequences
that are obtained from physical sources such as electronic noise or the quantum
e [edts in a semiconductor. When the sequences pass all known feasible statistical
tests, it is often that such sequences may have the semi-randomness property.
So, in this paper, we study these two properties on RSSF.



38 Takeshi Koshiba

We begin with definition of “semi-randomness.” Semi-random sequences are
ones which are not distinguished from the true randomness by any polynomial-
size circuit. More specifically, we consider the following definition.

Definition 2. A q(n)-RSSF {Rn} is said to be t(n)-semi-random if for any po-
lynomial-size circuit family {Cn}n 3 any polynomial p(+), all su [ciehtly large n,

E P I:lc ( ) 1|:I P % (2% by=1 L

r r,....fqm) =1 — r ro....r = ,
prPe ) [T ™ iy o1 ) p(n)
Pref (Rn,t(n)) Pref (Th,t(n))

where {Tn} is TSSF.

We note that semi-random sequences are di [erknt from output sequences by
polynomial-time pseudorandom generators. Semi-random sequences need not to
be recursive nor generated e [ciehtly.

Next, we give a definition of “samplability.” For any samplable sequence,
there exists a (polynomial-size) generator {Sn}n mwhose output is statistically
close to the samplable sequence. More specifically, we consider the following
definition.

Definition 3. A q(n)-RSSF {Rn} is said to be t(n)-samplable if there exists a
polynomial-size circuit family {Sn}n 150 that for every polynomial p(-) and all
su Lciehtly large n,

E b %I 1 b ] a 1
— <
mgx r n(r) CA r (re, ..., ryy) CA o)’

rLu{0,139(™ (F1,eeFey) G
Pref (Rn,t(n))

where the maximum is taken all over the subsets A of Pref (T, t(n)).

We note that the maximum value in the above definition is so called “statistical
dilerence” between two probability distributions: {Sn(r)}, r5g0,130m» and the
uniform distribution on Pref (Rn, t(n)).

We extend the notion of public-key encryption scheme in order to cope with
RSSF instead of true randomness. The following is our treatment for public-
key encryption schemes in the new framework. The following definition seems
to be cumbersome. Since nonces in encryption are not necessarily independent
of each other, the definition below seems to be more complex than the original
(simplified) definition.

Definition 4 (public-key encryption scheme, revisited). A public-key en-
cryption scheme is a quadruple (G, M, E, D), where the following conditions
hold.

1. G, called the key generator, is a probabilistic polynomial-time algorithm
which, on input 1", outputs a pair of binary strings. (Although the key
generator also uses randomness, we disregard it here in order to cast light
on roles of randomness in encrypting. So, we assume that randomness in key
generator is always ideal.)
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2. M = {Mp}nmis a family of message spaces from which all plaintext mes-
sages will be drawn. In order to make our notation simpler (but without loss
of generality), we will assume that M, = {0, 1}".

3. For every polynomial q(-), every q(n)-RSSF {Rn}, every n, every pair (e, d)
in the support of G(1"), for any integer k =1 and for any ay,...,0x [Mp,
(encryption) “deterministic” polynomial-time algorithm E and (decryption)
deterministic polynomial-time algorithm D satisfy

L¥ 1 (.
Pr D(d,E(e,qj;ri)) =a; =1,
(ri,...,rg) Ij_li:l
Pref (Rn,k)
where the probability is over the uniform distribution on Pref (Rp, K).

Hereafter, we write Eq(a; r) instead of E(e, a;r) and Dy(p) instead of D(d, B).
We note that the argument r in the term Eq(a;r) denotes the random input
to the encryption algorithm E. Also, we let G1(1") denote the first element
(i.e., encryption key) in the pair G(1"). Without loss of generality, we treat the
encryption algorithm as deterministic one fed with a plaintext message and a
(random) supplementary input of length q(n).

2.2 Security Notions in the New Framework

In this subsection, we reformulate the notions of semantic security and indistin-
guishability to suit the new framework.

Since Goldwasser and Micali defined semantic security and ciphertext indis-
tinguishability (a.k.a. polynomial security), several ways to define such notions
are shown. In this paper, we adopt a non-uniform formulation as in [1I] in order
to simplify the exposition. We note that employing such a non-uniform formu-
lation (rather than a uniform one) may strengthen the definitions; yet, it does
weaken the implications proven between the definitions, since proofs make free
usage of non-uniformity.

A transformation is a uniform algorithm which, on inputs Cn, outputs C5!
where C,, (resp., CP) is the representation of a circuit C, (resp., CJ) in some
standard encoding. Without loss of generality, we identify a circuit with its
representation (in the standard encoding).

Definition 5. A public-key encryption scheme (G, M, E, D) is semantically se-

cure for t(n)-tuple messages w.r.t. q(n)-RSSF {R} if there exists a probabilistic

polynomial-time transformation T so that every polynomial-size circuit fam-

ily {Ch}nm for every probability ensemble {Xn}nmsatisfying that X, is a

probability distribution on ME™, every pair of polynomially-bounded functions

f,h: {0,131 {0,1}%every polynomial p(:) and all su [ciehtly large n,
1

_ _ _ I
_Pr Cn(G1(1M), Eg,any(Xn; 1), 17, h(Xp)) = F(Xn)
G, X;(ra,....,reeny) L
Pref (Rn,t(n))
< Pr Ec:ID(Gl(ln) 1" h(Xn)) = F(X )EJL 1
T,G’)zn n 1 ’ n n p(n)
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where CP=T(Cpn), Xn = (X, ..., XS and Ee(Xn; T) = Ee(X:i 1), . ...,
Ee(xlgt(n)); rt(n))-

Some explanation on the attack model is needed here. In the above defini-
tion, an adversary Cy is given only an encryption key G;(1") and a ciphertext
message Eg, 1n)(Xn; r) (and some supplementary information h(Xy)). Thus, it
is considered as ciphertext only attack (COA) model. But note here that we
may consider any polynomial-size circuit C,, for the adversary; hence, we may
assume that the encryption algorithm is also included in C,. In the situation
where the true randomness is available, this immediately includes the chosen
plaintext attack (CPA) model where the adversary can encrypt any plaintext
messages of his choice. This is not true any more in the new framework because
there is no guarantee that some (randomized) polynomial-size circuit can gener-
ate R-sequences in Ry uniformly at random. Moreover, we consider our revised
COA model. For our COA model, we consider the situation where an adversary
cannot directly access to R-sequence generators. The situation means that those
who use public-key encryption scheme have their own private R-sequence gen-
erators. In general, they do not have to publicize their R-sequence generators
which are used in public-key encryption scheme. In addition, the case where
R-sequence generators are privately used is more secure than the case where
R-sequence generators are publicly used. Thus, we can say that our COA model
makes sense.

Definition 6. A public-key encryption scheme (G, M, E, D) is ciphertext indis-
tinguishable for t(n)-tuple messages w.r.t. q(n)-RSSF {Ry} if for every poly-
nomial-size circuit family {Cn}n my every polynomial p(-), all su [ciehtly large
nand every Xi, ..., Xgny, Y1, - - Yen) [Mn,

1 = _ 1
Pr Cn(G1(1"),Eg,am(x;1) =1
(e, reemy) 0o
Pref (Rn,t(n))

- Pr EIc: (G.(1"),E y:r) =1 L
G;(rg)-- Figny) MR S e anth p(n)
Pref (Rn,t(n))

where X = (Xq, .. .LXth)), )7 = (Y1,... ,yt(n)), Ee()_(; F) = Ee(X1;r1),...,
Ee(Xe(ny: Fegmy)s and Ee(V; 1) = Ee(Y1; 1D, - -, Ee(Yeeny: Figny)-

The following notion is somewhat artificial. However, it is useful to charac-
terize the notions of semantic security and ciphertext indistinguishability.

Definition 7. A public-key encryption scheme (G, M, E, D) is ciphertext skew-
indistinguishable for t(n)-tuple messages w.r.t. q(n)-RSSF {Rn} if for every
polynomial-size circuit family {Cn}nm every polynomial p(-), all su [Cciehtly
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large n and every X, ..., X¢nys Yir-- -1 Yen) M,

1 = _ 1
Pr Cn(G1(1"),Eg,am(x;1) =1
J(rL,eeFeemy) 00
Pref (Rn,t(n))

[ — 1
- Pr Cn(G1(1"),Eg,am(y;M) =1
en e n(G1(1"), Eg,am(y: M) o)
Pref (Tn,t(n))

where X = (X1, - -2 X)), Yy = V1, Ye)): Ee(Y(;F) = Ee(X1;r1),...,
Ee(Xt(n); Meeny)s and Ee(Y; ) = Ee(Y1; 1D, - - - Ee(Ve(n);: Figny)-

We note that, in three definitions above, any adversary does not directly
access to RSSF but gets ciphertext messages encrypted using the RSSF as inputs.
We have seen some security notions for public-key encryption schemes. Here
we mention known results w.r.t. multiple messages security by our terminology.

Theorem 1 ([11/14120]). Let (G, M, E, D) be a public-key encryption scheme.
The following statements are equivalent.

1. (G,M,E,D) is semantically secure for single message w.r.t. TSSF.

2. (G,M,E,D) is ciphertext indistinguishable for single message w.r.t. TSSF.

3. (G,M,E D) issemantically secure for polynomial-tuple messages w.r.t. TSSF.

4. (G,M,E,D) is ciphertext indistinguishable for polynomial-tuple messages
w.r.t. TSSF.

Recall that TSSF is a special case of RSSF. So, the equivalence is satisfied if
the true randomness (say, TSSF) is used as random inputs. In what follows, we
discuss general cases.

3 Results

3.1 Separation Results

In this subsection, we consider classes of pairs of RSSF and public-key encryp-
tions scheme w.r.t. the RSSF. We especially show that semantic security and
ciphertext indistinguishability for multiple messages are separable from each
other.

We denote by SSY™ the class of pairs of encryption scheme (G, M, E, D)
and RSSF {R,} satisfying that (G, M, E,D) w.r.t. {Rn} is semantically se-
cure for t(n)-tuple messages. We also denote [{G, M, E, D), {R,}ICSS'™ if
an encryption scheme (G, M, E, D) which is semantically secure for t(n)-tuple
messages W.r.t. a RSSF {R,,}. We denote by INDY™ the class of pairs of en-
cryption schemes (G, M, E,D) and RSSF {R,} satisfying that (G, M, E, D)
w.r.t. RSSF {Rn} is ciphertext indistinguishable for t(n)-tuple messages. \We
denote by IN Dﬁ(t”) the class of pairs of encryption scheme (G, M, E,D) and
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RSSF {Rn} satisfying that (G, M, E, D) w.r.t. RSSF {Rp} is ciphertext skew-
indistinguishable for t(n)-tuple messages.

In [16], some relations among security notions for single message have been
already shown. In case of multiple messages, we can obtain similar results to the
case of single message.

Theorem 2. Suppose that there exists a public-key encryption scheme w.r.t.
TSSF. Then, for any polynomial t(n), INDK™ ¢ sSt™ ¢ INDY™.

We omit the proof on account of space constraints. We note that the theorem
can be similarly shown as a proof in [16].

3.2 Su [cieht Condition for the Equivalence

In this subsection, we consider how properties of RSSF aledt on the security
of encryption schemes. We especially give a su LCcieht condition that semantic
security and ciphertext indistinguishability for multiple messages become equiv-
alent.

Theorem 3. Let t(n) be a polynomial. Suppose that (G, M, E, D), {R,}11
INDY™ . 1f {R,} is t(n)-semi-random, then (G, M, E, D), {R,}CTINDY™.

Theorem 4. Let t(n) be a polynomial. Suppose that (G, M, E, D), {R,}11
INDY™ 1f {R,} is t(n)-samplable, then (G, M, E, D), {R,}CLSBY™.

We omit the proofs for the above two theorems on account of space con-
straints. We note that the theorem can be similarly shown as a proof in [16].

Corollary 1. Let t(n) be a polynomial. Suppose that {Rn} is t(n)-semi-random
or t(n)-samplable. Then (G, M, E, D), {R,}CLINDY™ if and only if (G, M,
E,D),{Rn}[LSB!™,

Although we have a better su [cieht condition for the equivalence between se-
mantic security and ciphertext indistinguishability, the condition is not necessary
for the equivalence.

Theorem 5. Let t(n) be a polynomial. Suppose that there exists a public-key
encryption scheme that is semantically secure w.r.t. TSSF. There exists an en-
cryption scheme (G, M, E, D) such that [(G, M, E, D), {R,}CI1IN Dté") and
{Rn} is not t(n)-semi-random.

Proof. Suppose that (G, M, E, D), {Tn}[1TIN Dﬁ(t”), where {T} is q(n)-TSSF.
Then there exists an encryption scheme (G, M, EF DY such that (G, M, EF DY,
{T3CIINDY™, where {T} is (q(n)+1)-TSSF, EX{a; r) = Ee(a; 1), DY(B) =
D4(B), r = rirp and |ro| = 1. We consider a RSSF {Rn} = ({0, 1}9(M1)¥™ ¢
is easy to see that [(G, M, EYDY, {R,}ICINDY™, because the last bit of
random supplementary bit is not used in encrypting.

On the other hand, it is easy to see that {Rn} and {T 3} are distinguishable.
In other words, {Rn} is not t(n)-semi-random. 1
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3.3 Multiplicity

It is easy to see that the parameter of RSSF is available as a measure of com-
patibility between RSSFs and encryption schemes. The following theorem says
that, for any pair of RSSF and encryption scheme, there may exist limitation on
the numbers of messages which are encrypted with the same key and without
losing security.

Theorem 6. Let t(-) and t%-) be polynomials. Suppose that there exists a public-
key encryption scheme that is semantically secure w.r.t. TSSF. If t(n) < tn)

then INDL ¢ INDY™, INDE™ € INDY™, and SSEM ¢ s

re

Proof. Let g be a pseudorandom generator which, given a seed s of length q(n),
outputs a string of length t(n)q(n). We consider two RSSFs R, = {g(s) : s [1
{0,139} and RE = {(g9(s), gi(s)) : s D, 139(M}, where g;(s) denotes the su [xX_1
of g(s) of length q(n). Let {T} be q(n)-TSSF. Suppose that [(G, M, E, D), {T,}]
CINDY™. Itis easy to see that (G, M, E, D), {R,}CIINDY™, which implies
that (G, M, E, D), {Rn}[I.SSY™ and (G, M, E, D), {R,}CIINDY. It is
also easy to see that [{G, M, E, D), {R}CITIN DX and (G, M ,E,D), {R5} ]
ITIN DE™M*, because encryptions of X1, . . . , Xegnys Xy @1 Y1, - -+ Yecnys Yeqny+1
are distinguishable. We consider a function f such that f(Xy, ... ,X¢n)Xeny+1)=1
if and only if X¢ny = Xe(ny+1- Then (G, M, E, D), {RS}CIISB M+,

It is easy to see that INDLM™ INDY™, INDL CINDY, and
SStM S, This completes the proof. 1

4  Application

In [25], it is shown that the EIGamal encryption scheme [10] is semantically se-
cure on condition that the decision Di [e-Hellman (DDH) problem is intractable.
Let G be a group of some odd prime order g. Roughly speaking, the DDH problem
is one to distinguish the uniform distribution on {(g,9?,9° ¢2*) : g [G,a,b [1
Zq} LGt from the uniform distribution on G* (see, e.g., [BI7/19]). In this sec-
tion, we consider the compatibility between the EIGamal encryption scheme and
linear congruential sequences.

Let us give a simple description of the EIGamal encryption scheme EG =
(Geg, Meg, Eeg, Deg). Key generation algorithm Geg chooses an n-bit prime num-
ber p such that p = 2q + 1 and q is a prime number. Let G, be the unique
non-trivial subgroup of Zp‘?‘Geg also chooses uniformly and randomly a genera-
tor g G} and x [ZL. Geq finally outputs ((p, 9, 9>), X). Message space Meg is
set to be Gp. (Although, in the definition of encryption scheme, message space
depends only on the security parameter, we use prime-dependent message space
without loss of generality.) Encryption algorithm Ecg, given an encryption key
(p,9,Y), a message m and a random input r, outputs (g", my"). We note that
group operation is carried using the value p. Decryption algorithm Deg, given a
decryption key x and ciphertext (c1, ¢2), outputs c,/(c1)*.
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Let us consider the prime-indexed RSSF {Rp} which corresponds to linear
congruential sequences, where R, = {(r, fp(r),... ,frf(”)_l(r)) cr [Z4} and £,
is a function of the form f,(r) = ar + b mod q.

Now we are ready to consider the security of the ElIGamal encryption scheme
w.r.t. linear congruential sequence for random inputs. First, we restate some
trivial statements using our terminology.

Proposition 1. Suppose that the DDH problem is intractable. If the parame-
ter a for linear congruential sequence is public, then IZEIG,{Rp}IZIIZSS} and
[HG, {R,}[MSBK for any k = 2.

The above proposition seems to say that the linear congruential sequence is
useless at all for the EIGamal encryption scheme. However, we do not have to
publicize the parameter of the linear congruential sequence.

Proposition 2. Suppose that the DDH problem is intractable. If the parameter
of the linear congruential sequence is not public but randomly and uniformly
distributed, then [EG, {R,}[ T SB2.

We do not know whether or not [HG, {Rp}IZlissf on the same assumption.

So, we consider a bit stronger assumption. Let L, = {(gh,g?h, ..., gakh) :g,h 1
Gp,a CZL} E(ZGp)k“. We call the problem to distinguish the uniform distribu-
tion on Ly from the uniform distribution on (Gp)k+1 decision k-skew-power series
(k-DSPS) problem. If h = 1 then the k-DSPS problem is reducible to the DDH
problem. It seems that the k-DSPS problem is somewhat artificial. However, it
is just a subproblem of a natural problem. We note that G, is a commutative
ring w.r.t. two operators [gadnd L[4 Where g2 [5gP = g3+ and g2 [5gP = g®.
The DDH problem is considered as the equivalence problem between a L[4[ and
y, where a, 3,y LG}, Similarly, the (computational) Di Ce-Hellman problem is
considered as the evaluating problem for a Ls 3, where a, 3 [G},. Naturally, we
can define expression on G, using the additive operator Ly dnd the multiplica-
tive operator L[g.Bo, the equivalence problem for two expressions on Gy is more
general than the DDH problem. It is easy to see that the k-DSPS problem is
also a subproblem of the equivalence problem for two expressions on G,. We note
that if both of two expressions on G, do not include any multiplicative operator,
the subproblem is easily solved.

Theorem 7. Suppose that the k-DSPS problem is intractable, where k is a con-
stant. If the parameter of the linear congruential sequence is not public but ran-
domly and uniformly distributed, then [E{G,{RP}EESIS';”.

Proof. The ciphertext skew-indistinguishability w.r.t. LCG follows directly from
the assumption. Using Theorem 2, we get the assertion. 1

We consider a bit stronger assumption that z(n)-DSPS problem is intractable
for any polynomial z(-) and name it DSPS assumption. Then we get the follow-

ing.
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Corollary 2. Under the DSPS assumption, [E[G,{RP}EESS}’(“) for any poly-
nomial v(-).

We note that in the case of the DSS in [2] the secret key can be detected by
solving some simultaneous linear equations. However, in the case of the EIGamal
encryption scheme w.r.t. LCG, such equations do not appear in ciphertext. Thus,
the techniques in [2] do not seem to be applicable to the case of the EIGamal
encryption scheme w.r.t. LCG.

5 Concluding Remarks

We have extended the framework proposed in [16] where we can uniformly and
comprehensively discuss security notions of public-key encryption schemes even
for the case where some cryptographically weak pseudorandom generator is used
as random nonce generator to encrypt plaintext messages. We have also shown
some separation results between security notions for multiple messages and given
a su [cieht condition for the equivalence between the security notions. Obtained
results give us a clear sight for designing sequence generators for random inputs
to public-key encryption schemes. We have shown that the LCG is available to
random inputs to the EIGamal encryption schemes on some similar assumption
with the DDH assumption, although the LCG itself is cryptographically weak
[6]17)24]. However, reliability of the assumption may be controversial, thought
it is weaker than a natural assumption where the equivalence problem for two
expressions on Gy, is intractable.
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Abstract. In the trivial n-recipient public-key encryption scheme, a
ciphertext is a concatenation of independently encrypted messages for
n recipients. In this paper, we say that an n-recipient scheme has a
“shortened ciphertext” property if the length of the ciphertext is almost
a half (or less) of the trivial scheme and the security is still almost
the same as the underlying single-recipient scheme. We first present
(multi-plaintext, multi-recipient) schemes with the “shortened cipher-
text” property for EIGamal scheme and Cramer-Shoup scheme. We next
show (single-plaintext, multi-recipient) hybrid encryption schemes with
the “shortened ciphertext” property.

1 Introduction

1.1 Background

Suppose that there are n recipients. Let pk;j be the public key of recipient i for
1 < i< n. The security of a public-key encryption scheme in the multi-recipient
setting is dilerknt from the single-recipient setting. For example, if e is the
common public exponent in RSA, then e encryptions of the same plaintext M
under di Lerent moduli lead to an easy recovery of M. Further results by Hastad
[11] and Coppersmith [7l/8] proved that even the time-stamp variants can be
successfully attacked with e ciphertexts.

In the trivial n-recipient public-key encryption scheme, a ciphertext is just
a concatenation of independently encrypted messages for n recipients using a
single-recipient public-key encryption algorithm E. That is, Epk, (M1)|]---
[|Epk. (Mn), where || denotes concatenation. In general, this trivial scheme is
not secure in the sense of invertibility even if E is secure in the same sense, as
shown in the above RSA example.

Recently, Bellare et al. [2] and Baudron et al. [I] independently proved that
the trivial n-recipient scheme is secure in the sense of indistinguishability [10] if
E is secure in the same sense, where indistinguishability is a stronger security
notion than invertibility.

However, their nice results [2[1] still do not capture the essence of the multi-
recipient setting:

D. Naccache and P. Paillier (Eds.): PKC 2002, LNCS 2274, pp. 48-63] 2002.
€_Springer-Verlag Berlin Heidelberg 2002
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(1) The length of the ciphertext of the trivial n-recipient scheme is n times larger
than that of the underlying single-recipient scheme.

(2) Consider a single-recipient hybrid encryption scheme which encrypts a long
message M using a pseudorandom generator G and sends the seed r of G using
a public-encryption scheme. That is,

C =M LGIN)|[Epk(r), @)

where || denotes concatenation. A natural extension of the hybrid scheme to an
n-recipient scheme will be that

M LGIN)|[Epk, (DI - - 1|Epk, () &)

Their results [2/I] only imply that the latter part Epy, (r)|] - - - ||Epk,, (1) is secure
in the sense of indistinguishability if the single-recipient part Epk(r) is secure in
the same sense.

1.2 Our Contribution

In this paper, we consider n-recipient public-key encryption schemes such that
the length of the ciphertext is almost a half (or less) of the trivial n-recipient
scheme and the security is still almost the same as the underlying single-recipient
scheme. We say that such a scheme has a “shortened ciphertext” property.

1. We first give the definitions of our model and the security.

2. We next present (multi-plaintext, multi-recipient) schemes with the “short-
ened ciphertext” property for EIGamal scheme and Cramer-Shoup scheme
and prove their security.

3. We also prove that the above mentioned (single-plaintext, multi-recipient)
scheme of eq.(@) is secure in the sense of indistinguishability against chosen
plaintext attack if the underlying single-recipient public-key scheme is secure
in the same sense.

4. We finally present how to construct a (single-plaintext, multi-recipient)
scheme secure against chosen ciphertext attack with the “shortened cipher-
text” property. The underlying single-recipient public-key scheme needs to
be secure in the sense of indistinguishability against chosen ciphertext attack.
(For example, we can use Rabin-SAEP or RSA-SAEP™ [4] as the underlying
single-recipient scheme.)

Cramer-Shoup scheme is a practical public-key encryption scheme which is
secure in the sense of indistinguishability against chosen-ciphertext attack under
the decision Di Ce-Hellman (DDH) assumption in the standard model [9]. The
basic Cramer-Shoup scheme uses universal one-way hash functions (UOH) [9]
Sec.3]. Bellare et al. derived the concrete security of the basic Cramer-Shoup
scheme by assuming the concrete security of UOH [2]. On the other hand, Cramer
and Shoup also presented a hash-free variant which does not use UOH [9, Sec.5.3].

We derive the concrete security of the hash-free variant of Cramer-Shoup
scheme. It is of independent interest because it truly depends only on the DDH
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assumption, but not UOH. We then present a (multi-plaintext, multi-recipient)
hash-free Cramer-Shoup scheme that has the “shortened ciphertext” property.

One further advantage of our multi-recipient schemes (in the discrete log
setting) is that the encryption operation can be significantly faster than if the
encryption operations were performed separately for each recipient.

Finally, in all of our multi-recipient schemes, the decryption algorithm is the
same as the single-recipient one. Therefore, no extra cost is required for each
recipient.

1.3 Related Works

The “broadcast” problem has been addressed by other authors in the context
of traitor-tracing [6I12/5/13]. The traitor-tracing schemes such that [L2/5/13] can
have even shorter ciphertexts than our schemes, but with the tradeo[that a
small coalition of recipients can break the traitor-tracing aspect of the scheme,
i.e., construct a new private key that does not identify anyone in the coalition.
In our schemes, no coalition can do this since each private key uniquely identifies
the recipient.

Bellare and Rogaway [3] proved that the single recipient hybrid encryption
scheme shown in eq.(@) is secure in the sense of indistinguishability against
chosen plaintext under the random oracle moel if Epc is a trapdoor oneway
permutation. They also proved that the following scheme secure in the sense of
indistinguishability against chosen ciphertext under the random oracle moel.

C = Ep(NIIM LGIN)|[H(M{|r),

where H is a hash function. Before that, Zheng and Seberry [16] proposed a
scheme such that

C = Epk(NII(G(r) CW[H(M)).

2 Single-Recipient Encryption Scheme

A single-recipient public-key encryption scheme PE = (K, E, D) consists of three
algorithms. The key generation algorithm K outputs (pk,sk) on input some
global information I, where pk is a public key and sk is the secret key; we write

(pk, sk) R K(I). The encryption algorithm E outputs a ciphertext C on input

the public key pk and a plaintext M; we write C R Epk(M). The decryption
algorithm D outputs M or reject on input the secret key sk and a ciphertext C;
we write X — Dgk(C), where x = M or reject. We require that Dsi (Epkc(M)) = M
for each plaintext M.

An adversary B runs in two stages. In “find” stage, it takes a public key pk
and outputs two equal length messages Mg and M; together with some state
information state. In “guess” stage, it gets a challenge ciphertext C, R Epk (Mp)
from the encryption oracle Epx, where b is a randomly chosen bit. B finally
outputs a bit b. The advantage of B is measured by the probability Pr(b = b).



Multi-recipient Public-Key Encryption with Shortened Ciphertext 51

Formally, the security of PE in the sense of indistinguishability against
chosen-plaintext attack is defined as follows.

Definition 2.1. For b =0 and 1, define the experiment as follows.

(pky, ki) & K(1), (Mo, My, state) & B(Find, pk),
Ch g Epk(Mb),E 2 B(guess, Cy, state).

Let

AavyPR(B) € PrE=01b=0)~Pr(b=0|b=1)

- def -
Advp i) = max Advp T (B),

where the maximum is over all B with time-complexity t.

(In the superscript, s- denotes “single recipient”.)

Definition 2.2. We say that PE is secure against chosen-plaintext attack if
Advpg'r (1) is negligible for polynomially bounded t, where the complexity is mea-
sured as a function of a security parameter.

It is easy to see that

~ 1 1 y
Pr(b=1h) = 5 + éAL\dv‘Z,CE’?f‘(B) ®3)

The security against chosen-ciphertext attack is defined similarly except for
that the adversary B gets the decryption oracle D¢k and is allowed to query any
ciphertext C at most gq times, where it must be that C & Cy, in the guess stage.
We denote the advantages by AdviEs](B) and AdvyEs(t, qa), respectively.

3 Multi-recipient Encryption Scheme

Suppose that there are n recipients. Let N dlef {1,---,n}. We define (single-

plaintext, multi-recipient) public-key encryption schemes and (multi-plaintext,
multi-recipient) public-key encryption schemes as follows.

— Ina (single-plaintext, multi-recipient) public-key encryption scheme, a sender
sends the same plaintext M secretly to a subset of recipients S [N by
broadcasting a ciphertext Cs.

— Ina (multi-plaintext, multi-recipient) public-key encryption scheme, a sender
sends an independent plaintext M; secretly to each recipient i [CSlby broad-
casting a ciphertext Cs.
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3.1 “Shortened Ciphertext” Property

A multi-recipient public-key encryption scheme is naturally constructed from a
single-recipient public-key encryption scheme PE = (K, E, D) as follows. The key
generation algorithm runs K(I) n times independently. A ciphertext Cy is

Cn = Epk, (M1)I - - - ||Epk,, (M),

where || denotes concatenation. We call this scheme the trivial multi-recipient
scheme.

Bellare et al. [2] proved that the trivial multi-recipient scheme is secure in
the sense of indistinguishability if PE is secure in the same sense. Baudron et al.
[1] proved the same result independently. However, the length of the ciphertext
of the trivial multi-recipient scheme is n times larger than that of the single-
recipient scheme.

In this paper, we consider multi-recipient public-key encryption schemes such
that (1) the length of the ciphertext is almost a half (or less) of the trivial multi-
recipient scheme and (2) the security is still almost the same as the underlying
single-recipient scheme. We say that such a scheme has a *“shortened ciphertext”

property.

3.2 Our Model

For a single-recipient public-key encryption scheme PE = (K,E,D), we de-
fine a (multi-plaintext, multi-recipient) public-key encryption scheme PE" =
(K", E", TAKE) as follows.

— The key generation algorithm K" outputs pk def (pka, - -, pkn) and sk def
(ski, - -+, skn) on input some global information I, where (pk;, sk;j) is a pair
of encryption/decryption keys of recipient i.

— For S = {13,---is}, let M;; be a plaintext for recipient i; [ Sl Let Mg def
(Mi,, -+, Mj,). Then the encryption algorithm E" computes a ciphertext Cg
for Mg on input pk, S and Mg; we write Cs R EEK(S,MS).

— TAKE is a hash function that takes a part of a ciphertext as follows. For T [
S [N, it outputs C+ on input T, S and Cs. We write C+ — TAKE+T(Cs).
Especially, for i [S] we write C; « TAKE;(Cs).

We require that Dy, (TAKE;(Cs)) = M; for all i CSland any M;.

A (single-plaintext, multi-recipient) public-key encryption scheme is defined
similarly.

Remark 3.1. In our multi-recipient schemes, the decryption algorithm is the
same as the single-recipient scheme. Therefore, no extra cost is required for
each recipient.
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3.3 Security

We generalize the definition of security for the multi-recipient setting given by
Bellare et al. [2] to (multi-plaintext,multi-recipient) schemes as follows.

We consider an experiment as follows. At the beginning, a challenge bit b
is randomly chosen and fixed. An adversary B is provided with the encryption
oracle Eg‘k and it is allowed to query (S,M2, Mé) at most ge times. E,';k returns

a ciphertext EQK(S,Mg). (Since b is fixed at the beginning, the same b is used

across all the queries.) B finally outputs a bit b. We require that |Mﬁ| = |Mi§
for all ij CS] where M = (M2, ---,M?2) and Mg = (M}, -+, M}).

117 I

Each time, B can choose (S, M2, M 1) arbitrarily, where S as well as (M2,M3)
may be related to his other queries to Ej.. Then the security of PE" against

chosen-plaintext attack is defined as follows.

Definition 3.1. For b =0 and 1, define the experiment as follows.
(pk,sk) 2 K"(1), B — BE(1, pk).

Let

Advi R (B) E Pr(b=0|b=0)—Pr(b=0|b=1)

- def -
Advp Rt (L 0e) = max Advp Rt (B),

where the maximum is over all B with time-complexity t.
In the superscript, n- denotes “n recipients”.

Definition 3.2. We say that PE" is secure against chosen-plaintext attack if
Advpeh?) (1) is negligible for polynomially bounded t, where the complexity is mea-
sured as a function of a security parameter.

The security against chosen-ciphertext attack is defined similarly except for
that the adversary B gets n decryption oracles Dy, , - -+, Dsk,. It is allowed to
query any ciphertext C to any decryption oracle D¢y, at most qq times for each
i, where it must be that C 8 TAKE;(Cs) for any output Cs of the encryption
oracle Expk. We denote the advantages by Advpgr? (B) and AdvpgR? (t, Ge, 0a),
respectively.

The security of (single-plaintext, multi-recipient) schemes is defined similarly.
For simplicity, the same notation as above will be used.

Remark 3.2. In the definition of Bellare et al. [2], (i) |S| = 1 and there are n
encryption oracles Epy,, - - -, Epk,,. (ii) B is allowed to query at most ge times to
each Epy;. It is easy to see that our definition is more general if we ignore (ii).
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3.4 Su LCcieht Condition

We say that an adversary is type 0 if g. = 1 and his query to ET} is (N, MY, My,).
That is, we consider an adversary which runs in two stages, the find stage and
the guess stage, as in the single-recipient case.

Definition 3.3. Let AdvTOp<R (t) be the maxg AdvpchY (B), where the maxi-
mum is over all type O adversaries B with time-complexity t. Define
AdvTOSER (L, dg) similarly.

The next lemma shows that PE" is secure if AdvTOSZn | (1) is negligible, where
X = cpa or cca. Therefore, we do not have to evaluate AdviZn | (t, de) directly.
Let Ty, denote the time to compute a ciphertext Cy = E,?k(N, Muy)-

Lemma 3.1. In an n-recipient broadcast/multicast public-key encryption scheme
PE",
AdvpER (L, Ge) < Qe - AdvTOp ey (1T,
AdvEER (L, Ge, Ga) < Qe - AdVTORERY (15 qq),

where tt=t+ O(QeTn).
A proof is given in Appendix.

4 Multi-recipient “ElGamal” Encryption Scheme

In this section, we show a (multi-plaintext, multi-recipient) EIGamal scheme

which has the “shortened ciphertext” property. Let G be a group with a prime

order p and let g be a generator of G. Let I = (p, g) be the global information.
Let T®*P denote the time needed to perform an exponentiation in G.

4.1 ElGamal Scheme and DDH Problem

Informally, the decision Di [e-Hellman (DDH) problem is stated as follows.
Given g%, g¥, g%, decide if z = xy mod p with nonnegligible probability. Formally,
let

def

DH = {(0*,9”,9™) | x [Zh,y [Zh}
RA Y {(¢*,¢".07) | x CZ.y [Zh,z [Z4}.
Let D be a distinguisher which outputs 0 or 1. Define
Advddh(D) €' PrID(X) = 0]X [CDOH]— PriD(X) = 0]X [RA],

9
A4V (1) def max Advp (D),

where the maximum is over all D with “time-complexity” t. The DDH assump-
tion is that Adv'(t) is negligible.
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ElGamal encryption scheme EG = (K, E, D) is as follows.

K(l) : sk = x,pk = X(~ ¢g*), where x R Zp.
Evx(M): (Y,W)=(g" M -X"), where r £ Z,.
Dy x(Y, W) M <« W .Y

It is well known that EIGamal scheme is secure in the sense of indistinguisha-
bility against chosen plaintext attack under the DDH assumption.

4.2 Proposed Scheme

Now we present the proposed (multi-plaintext,multi-recipient) EIGamal scheme
EG" = (K",E", TAKE). The key generation algorithm K"(I) runs K(I) n times
independently. Let x; be the secret key and Xj(= g*') be the public-key of
recipient i.
For S = {11, -is}, let M;; be a plaintext for recipient i; [—S. Then a
ciphertext for S is
CS = (gr! Milx'r

(PRI

Mi . Xi),

where r 8 Z,. TAKE; is defined as (9", M;X{) « TAKE;(Cs). For T 51
N, C+ « TAKET(Cs) is defined naturally.

We will show that our scheme has the “shortened ciphertext” property. First,
in the trivial multi-recipient scheme, a ciphertext is

civial = (g, M, X1 ')+ 11", MsXs'™).

Therefore, in our scheme, the size of the ciphertext is almost a half of that of the
trivial multi-recipient scheme. We next prove that our scheme is still secure. More
precisely, we prove that our scheme is secure in the sense of indistinguishability
against chosen plaintext attack under the DDH assumption.

Lemma 4.1. In the proposed (multi-plaintext,multi-recipient) EIGamal encryp-
tion
scheme,
1
n-cpa ddh
AdVTOEGn(p,g) (t) = 2 . Advp’g (tg + B, (4)
where tt=t+ O(n - T&P),

A proof is given in Appendix. From lemma[.1 and lemma B1], we obtain the
following theorem.

Theorem 4.1. In the proposed (multi-plaintext,multi-recipient) ElGamal en-
cryption scheme,

- 1
AdVEGAG ) (6 Ge) = Ge(2 - Advp'(1) + B)’ (5)

where t7=t + O(gen - T®P).
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The concrete security of the trivial multi-recipient EIGamal encryption scheme
derived by Bellare et al. [2] satisfies the same equation as eq.(@). Hence, the co-
e [cieht ge in eq.(B) can be considered as the cost for the “shortened ciphertext”

property.

4.3 S/MIME CMS

S/MIME CMS (IETF RFC 2630) is a (single-plainext, multi-recipient) scheme
such that
Cs = (¢", Wrap(X{,, K), ..., Wrap(X{_, K)),

i1
where K is a content-encryption key to be transported, Wrap is a symmetric
key-wrapping operation.

The Wrap operation takes the role of the multiplication in the basic EIGamal
scheme. Therefore, Theorem[4.Ilshows that this scheme is secure if Wrap is secure
enough.

5 Multi-recipient “Cramer-Shoup” Encryption Scheme

In this section, we first show the concrete security of the hash-free variant of
Cramer-Shoup scheme. We next present a (multi-plaintext,multi-recipient) hash-
free Cramer-Shoup scheme which has the “shortened ciphertext” property.

Let G be a group with a prime order p and let g; be a generator of G. Let
I = (p,g1) be the global information.

5.1 Concrete Security of the Hash-Free Cramer-Shoup Scheme

Bellare et al. derived the concrete security of the basic Cramer-Shoup scheme
[9] Sec.3] by assuming the security of universal one-way hash functions (UOH)
[2]. In this subsection, we derive the concrete security of the hash-free variant of
Cramer-Shoup scheme, which does not need to assume UOH.

The hash-free variant of Cramer-Shoup scheme CS = (K, E, D) is as follows
[9 Sec.5.3]. Let F be a polynomial time computable injection from G to (2,5Ik
for some k. Let (pk, sk) be

sk :z,X1, X2, (Y11, Y12), -+, (Yk1, Yk2),
where each element is randomly taken from Z,.

pk : g2, h(= g1), c(= 977 932), du(= 97 93%%), -, d(= 971" 93*),
where g, is randomly chosen from G.

For a plaintext M, let a ciphertext (us, uy,e, V) be
up = gf,uz = g5, e =h"M,v = (cdf™ - df)",

where r £ Zp and (ag,---,0K) = F(ug,uz,e).
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On input (uq, Uy, ¢, V), the decryption algorithm Dgy first computes F (uq,us,e)
= (dq, -+, 0k). Next if

vV = u)1(1+0‘1)’11+"'+0(k)’k1 u>2(2+01Y12+"'+UkYk2, (6)
Then Dgk outputs
M — e/uf. @)
Otherwise, Dgk outputs reject. Let
I [ |
e 1- 1w + 1
p P P
Theorem 5.1. In the hash-free Cramer-Shoup scheme,
AdvESS, oy (t 0a) < 2 - Advy T (1 + 300 (8)

where t7=t + O(qq - T®P).

A proof will be given in the final paper.

5.2 Proposed Scheme

Now the proposed (multi-plaintext,multi-recipient) hash-free Cramer-Shoup
scheme CS" = (K",E", TAKE) is described as follows. The key generation
algorithm K"(1) runs K(I) n times independently with a restriction such that
gz is common for all pk;j, where pki = (g2, hi, Ci, d1j, - - -, dki). That is, the en-
cryption keys pk; are not independent of each other while the secret keys sk
are independently chosen. This is possible because w is not a part of sk;, where
92 =01

For S = {14, - is}, let M; be a plaintext for recipient i Sl Then a cipher-
text for S is

Cs = (U1, Uz, iy, Viy, "+, i, Viy,)

such that u; = g{,ux = g5 and e; = hiM;, vi = (cidf - -dﬁ‘i"i " where r R
Zp and (agj, -+, 0ki) = F(ug,uz,ei). TAKE; is defined as (uy, Uz, €, Vi) «
TAKE;(Cs). Cs « TAKEs(Cy) is defined naturally.

Note that the size of the ciphertext of our scheme is almost a half of the
trivial multi-recipient scheme. We next prove that our scheme is still secure. More
precisely, we prove that our scheme is secure in the sense of indistinguishability
against chosen ciphertext attack under the DDH assumption.

Lemma 5.1. In the proposed (multi-plaintext,multi-recipient) Cramer-Shoup
scheme,

AdVTORS g,y (1 0a) < 2 - AdvpT) (1) +3nL] 9)

where t7=t+ O(n - qq - T®P).
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The proof is similar to that of TheoremE.Il From lemma[B.I]and lemma 31l
we obtain the following theorem.

Theorem 5.2. In the proposed (multi-plaintext,multi-recipient) Cramer-Shoup
scheme,

AdVEET .0y (1 0a) < Ge(2 - AdvpT () +3nDJ (10)

where t7=t+O(n - dq - T®P) + O(qenT &P).

Comparing with the concrte security of the trivial multi-recipient (basic)
Cramer-Shoup scheme given by Bellare et al. [2], we can see that our scheme
takes no extra cost fot the “shortened ciphertext” property except negligible
factors.

6 Multi-recipient Hybrid Encryption Scheme

In this section, we first prove that the (single-plaintext,multi-recipient) hybrid
encryption scheme mentioned in Sec[LT]is secure against chosen plaintext attack
if the underlying single-recipient public-key scheme is secure in the sense of
indistinguishability.

We next present a (single-plaintext,multi-recipient) scheme secure against
chosen ciphertext attack with the “shortened ciphertext” property. The under-
lying single-recipient public-key scheme needs to be secure in the sense of in-
distinguishability against chosen ciphertext attack. In this sheme, we can use
Rabin-SAEP or RSA-SAEP™ [4] as the underlying single-recipient scheme, for
example.

6.1 IND-CPA Hybrid Scheme

For a single-recipient public-key encryption scheme PE = (K, E, D), define a
single-recipient hybrid encryption scheme H = (K, EH, D) as follows. The key
generation algorithm is Ky = K. For a plaintext M, a ciphertext is

C =Ep(NIIM LGIr),

where pk is a public key, r is a random element and G is a pseudorandom
generator.

We next define an (single-plaintext,multi-recipient) scheme H" = (K, Ef,
TAKE) for H as follows. The key generation algorithm Kg, (1) runs Ky (1) n
times independently, where | is some global information. Let (pkj, skj) be the
pair of public/secret keys of recipient i.

Let M be a plaintext for S = {11, -is}. Then a ciphertext for S is

Cs = Epk;, (DI] - - [[Epki, (DIIM- LGAr),

where r & Zp. TAKE; is defined as Ep;(r)|[M CGIr) - TAKE;(Cs). For
T CSICNI Ct+ ~ TAKET(Cs) is defined naturally.
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It is clear that the size of Cs is less than a half of the trivial scheme if
IM| = [Epk; (r)|. We will prove that H" is secure against chosen plaintext attack
if PE is secure in the same sense.

Consider that G is a random oracle. Suppose that an adversary makes at
most g queries to the G-oracle. Let r be I-bits long. Let PE"™ be the trivial
multi-recipient scheme for PE.

Then we first show that H" is secure if PE" is secure against type 0 adver-
saries.

Lemma 6.1. In the proposed (single-plaintext,multi-recipient) scheme H",

AdvTOAF () < AdvTOR £R7 (19 + 2?—?3 (11)

where t7=t + O(gg) + O(n).

A proof will be given in the final paper. For PE", the result of Bellare et al.
implies that [2]
AdvTOR Ry (B) < n - AdvpE | (1)

where t”= t + O(log(n)). Therefore, from lemma[3.1], we obtain the following
theorem.

Theorem 6.1. In the proposed (single-plaintext,multi-recipient) scheme H",
MGVt Ge) = Ge(n - AQvERE, (1 + %), (12)

where tY=t+ O(qe) + O(n) + O(QeTn), Where T, denotes the time to compute
a ciphertext Cy.

6.2 IND-CCA Hybrid Scheme

For a single-recipient public-encryption scheme PE = (K, E, D), define a single-
recipient hybrid encryption scheme HY = (Ky,Ey,Dy) as follows. The key
generation algorithm is Ky = K. For a plaintext M, a ciphertext is C = c¢q||c2]|c3
with

¢1 =M LGIr), ¢z = H(r[[M), cs = Epk(r),

where pk is a public key, r is a random element, H is a hash function and G is
a pseudorandom generator. The decryption algorithm Dy is defined as

1]
_reject if Dgk(c3) = reject or ¢; B H(Fl|cy CGIF))
Dvs(Callealles) = ¢ " roiey otherwise

where sk is a secret key and ¥ = Dgk(C3).

Now we define an (single-plaintext,multi-recipient) scheme HY" = (K7 ,EY,
TAKE) for HY = (Ky, Ey, Dy) as follows. The key generation algorithm K¢ (I)
runs Ky (1) n times independently, where | is some global information. Let
(pki, ski) be the pair of public/secret keys of recipient i.
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Let M be a plaintext for S = {11, -is}. Then a ciphertext for S is
Cs = caflca||Epk;, (NI] - -+ 1|Epk;, (1),

where r & Z,. TAKE; is defined as ¢;||cz||Epk, () « TAKE;(Cs). For T [
S [Nl Ct+ - TAKET(Cs) is defined naturally.

It is clear that the size of Cg is less than a half of the trivial scheme if
[c1]+[c2] > |Epk, (r)]. We will prove that HY" is secure against chosen ciphertext
attack if PE is secure in the same sense.

Let PE" be the trivial multi-recipient scheme for PE. We consider that G
and H are random oracles. Suppose that an adversary makes at most gg queries
to the G-oracle, at most qy queries to the H-oracle and at most gq queries to
each decryption oracle Dgy,. Suppose that r is I-bits long, M is k-bits long, r||M
is m-bits long and H(r||[M) be h bits long. Let

—] 1
def 1 1 Jc + QH

0=l spstor PO i

Then

Lemma 6.2. In the proposed (single-plaintext,multi-recipient) scheme HY",
AdvTORY® | (t, ga) < 2AdvTORER, (tqq) + o,

where t7= t + O(dagn) + O(gs) + O(n).

A proof will be given in the final paper. Similarly to Theorem B.1], we finally
have the following Theorem.

Theorem 6.2. In the proposed (single-plaintext,multi-recipient) scheme HY",
AdVYR | (L, Ge, Ga) < Ge(2n - AdVEE | (t7da) + 0),

where t7=t + O(qqqn) + O(ge) + O(n) + O(QeTr), Where T, denotes the time
to compute Cy .

6.3 Improvement on Multi-recipient EIGamal and Cramer-Shoup

In our (multi-plaintext,multi-recipient) ElGamal encryption scheme, suppose

that M = M;, = --- = Mj_. In this case, let a ciphertext be
C=Mg", X[, -, Xb).

This scheme is better than our scheme of Secl4.2 because M is multiplied once.

The security is proved similarly. Further, we can consider a hybrid scheme such

that _
Cl= (Kg", X+ XD)IIG(K) [,

11

We can improve our multi-recipient Cramer-Shoup scheme similarly.
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A Proof of Lemmal[3.

We show a proof for (multi-plaintext, multi-recipient) schemes against chosen-
plaintext attack. The proofs for the other cases are similar. Let B be an adversary
which has time-complexity t and makes at most ge queries. We will design an
type 0 adversary Dg with time-complexity at most t-

Similar to [2], we consider a hybrid experiment with a parameter | such that
0 <1< qe as follows.

Experiment-I: Let the i-th query of B be (S,Mg,Mg). If i < I, then Ep
returns E%(S, Mé). Otherwise, it returns E%(S,Mg).

Let ~
p & Pr[b = 0 in Experiment-I].

Then it is easy to see that

Advg'ég?l (B) = po — Pye-
Next our Dg works as follows. On input (I, pk), Dg chooses | randomly such
that 1 =< | < ge. It runs B by giving (I,pk) to B. Let the i-th query of B be
(S. Mg, Mg).
1. If i <I, then Dg returns C§ = Ep(S,M3).

2. If i > 1, then Dg returns C2 < Ep(S,M2).

3. If i = 1, then Dg queries (N, M%, ML) to his encryption oracles, where M2
and M1 are naturally embedded in M$, and M7, respectively. The oracle
returns C% & Eg(N,MY) to Dg. Dg finally gives C2 = TAKEs(CP) to
B.

Suppose that B outputs b finally. Then Dg outputs b.
Now we can see that

R
—
R
—

Prb=0|b=10)=(po + - Pge—1)/Ge
Pr(o0=0]b=1)= (p1+ " Pg.)/Qe

because | is randomly chosen. Therefore,
Advph? (D) = (Po — Pg.)/Ge = Advpchy) (B)/de.

Hence
AdviER’ (B) = Qe - Advpgh’ (Dg).

By taking the maximum, we obtain that
AdvpER? (L, Ge) < Qe - AdvTORER? (1.

Finally, the overhead of Dg is to pick the random number | and execute some
conditional statements. It is O(Qe - Tn).
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B Proof of Lemma 4.0

By extending the result of Stadler [15] in the proof of Proposition 1] and Naor
and Reingold [1Z] lemma 3.2], Bellare et al. proved the following proposition [2].

Proposition B.1. [2]uTheure is a probabilistic algorithm R such that on input
02,9° g%, R outputs g°,g¢, where b™is random and

. ab-modp if c=abmodp
~  random if ¢ 8 abmodp

R runs in O(T®*P) time.

Now we show a proof of lemmal[41l Let B be a type 0 adversary attacking the
proposed scheme with time-complexity at most t. We will design an adversary
Dg for the DDH problem, where Dg has time complexity at most t"

Let the input to Dg be g",g%,g%. Dg runs R of Proposition B.Il n times
independently on input (g",g%,g%). Then R outputs X; = ¢g*,.--, X, = g*
and Z; = g%, -+, Zn = an,&hlere X1, +,Xn are random and

rxi mod p if z=rxmod p

%= random  ifz 2 rxmod p

Dg gives Xy, -+, Xp to B as n public keys and runs B. Suppose that B queries
(Mo1,...,Mgn) and (My,1,...,M31) in the find stage. Then Dg chooses a
random bit b and gives C= @ " Mp1 21, ,Mpn - Zn) to B as a challenge
ciphertext. Suppose that B outputs b in the guess stage. Finally, Dg outputs
b [h]

First suppose that (g", g%, g?) [COH. Then C is a legal ciphertext. Therefore,
as shown in eq.()), we have

~ 1 1
Pr(Dg outputs 0) = Pr(b =b) = 5+ EAdvE'Gcfip’g)(B). (13)

Next suppose that (g",9*,9%) CRA. If z 8 rx, then Z,, - - -, Z, are random and
Pr(b =b) = 1/2. Hence, we have

Pr(Dg outputs 0) = Pr(b = b)
1
+ o (14)

N -

1 1. 1
=s-1->)+-

A
From eq.(13) and eq.(14), we have

1 1
ddh -
Advpg'(De) = QAdVEGCE?(p,g)(B) 2

1
n-cpa ddh
AdVEGn,(p,g)(B) < 2Adv, 4'(Dg) + B

By taking the maximum, we have

1
n-cpa ddh
AdVTORG R o) (D) = 2 Advig Y+ 3

It is easy to see that t™=t+ O(n - T®P).
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Abstract. Digital signatures whose security does not rely on any un-
proven computational assumption have recently received considerable
attention. While these unconditionally secure digital signatures provide
a foundation for long term integrity and non-repudiation of data, cur-
rently known schemes generally require a far greater amount of memory
space for the storage of users’ secret information than a traditional digi-
tal signature. The focus of this paper is on methods for reducing memory
requirements of unconditionally secure digital signatures. A major con-
tribution of this paper is to propose two novel unconditionally secure
digital signature schemes that have significantly shortened secret infor-
mation for users. As a specific example, with a typical parameter setting
the required memory size for a user is reduced to approximately % of
that in previously known schemes. Another contribution of the paper is to
demonstrate an attack on a multireceiver authentication code proposed
by Safavi-Naini and Wang, and present a method to fix the problem of
the code.

1 Introduction

Digital signatures represent one of the most widely used security technologies
for ensuring unforgeability and non-repudiation of digital data. While some data
only require the assurance of integrity for a relatively short period of time, say
up to two years, there are many cases where it is necessary for signed documents
to be regarded as legally valid for a much longer period of time. Some of the
examples of data that require long-term integrity include court records, long-
term leases and contracts.

In August 1999, a team of cryptography researchers from around the world
completed the factorization of an 512-bit RSA composite with the use of the
Number Field Sieve method [3]. With the rapid advancement in the speed of
computers, one can safely predict that factoring even larger composites may
become feasible at some point of time in future. We also note that innovative

D. Naccache and P. Paillier (Eds.): PKC 2002, LNCS 2274, pp. 64-{79] 2002.
€_Springer-Verlag Berlin Heidelberg 2002
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factoring algorithms may emerge, dramatically changing the landscape of public
key cryptosystems whose security hinges on the presumed hardness of certain
number theoretic problems. In yet another significant development, the past few
years have witnessed significant progress in quantum computers. These comput-
ers, if built, will have the capacity to improve profoundly known algorithms for
factoring and solving discrete logarithms [16/1], whereby challenging the long
term security of all digital signature schemes based on number-theoretic prob-
lems.

The above discussions show clearly that there is a need to devise digital
signature schemes that provide assurance of long term integrity. A possible solu-
tion to this problem is digital signature schemes whose security does not rely on
any unproven assumption. The present authors have recently proposed the first
unconditionally secure digital signature schemes (with transferability) [9]. An
interesting and very useful property of these signature schemes is that they ad-
mit transferability, allowing the recipient of a signature to transfer it to another
recipient without fearing that the security of the signature might be compro-
mised. However, these signature schemes do have a disadvantage, namely the
size of a user’s secret information is very large. This disadvantage may pose a
serious problem in practice, especially when a user’s secret information need to
be stored in such devices as smart cards.

A major contribution of this work is to propose two novel unconditionally
secure digital signature schemes that require significantly less amount of memory
for each user’s secret information. As an example, consider an organization that
has 100,000 users. With the new signature schemes, the required memory size
for each user is reduced to approximately 1—10 of that required by previously
known schemes. Another contribution of this paper is to present an attack on a
multireceiver authentication code proposed by Safavi-Naini and Wang, which is
followed by a method to fix that problem. Safavi-Naini and Wang’s multireceiver
authentication code is related to one of our new unconditionally secure digital
signature schemes. More specifically, one of our approaches succeeds in reducing
the required memory size for a user’s secret information by unifying secret data
for both signing and verification.

1.1 Related Work

Unconditionally secure authentication codes. There have been attempts to mod-
ify unconditionally secure authentication codes [7|17] with the aim of enhancing
the codes with added security properties. An obvious approach is to transform an
unconditionally secure authentication code into an unconditionally secure digi-
tal signature. To achieve this, however, one faces two insurmountable technical
hurdles. The first hurdle lies in authentication codes, especially the conventional
Cartesian ones, which do not provide the function of non-repudiation, simply be-
cause a receiver can easily forge a sender’s message and vice versa. The second
hurdle is that the receiver is always designated, which means that a signature
cannot be verified by another party without having the shared key.
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An extension to authentication codes is called, authentication codes with arbi-
tration or A%-codes [18/[19,20I8]. These codes involve a trusted third party called
an arbiter. The arbiter help resolve disputes at times when a receiver forges a
sender’s message or the sender claims that the message has been forged by the
receiver. A%-codes have been further improved to have a less trustworthy arbiter
as one of the requirements. These improved codes are called, A3-codes [2/5,8]. A
property common to both codes is that the receiver of an authenticated message
has to be designated. Therefore, in a sighature system where the receiver is not
designated, both A2-codes and A3-codes cannot be used as digital signatures.

Another extension made to authentication codes, multireceiver authentication
codes (MRA) [6]13/8], have been extensively studied in the literature. In a MRA
scheme, a broadcast message can be verified by any one of the receivers. Earlier
MRA schemes required the sender himself to be designated. In order to ease the
requirement of the designated sender, several variations of MRA with dynamic
sender or DMRA have been proposed [13[14]15]. Among these schemes, we espe-
cially looked into Safavi-Naini and Wang’s DMRA [13/15] which we thought has
an interesting construction. In their scheme, a user’s secret information for gen-
erating authenticated messages and that for verifying them is the same. Which
means that, their scheme requires significantly less amount of memory size com-
pared to other DMRAs. Further, in one of our new schemes, with this application,
the required memory size for a user’s secret information of our schemes can be
reduced as well.

It is important to note that these schemes make sense only in the case of
broadcasting. If MRA or DMRA is used for point-to-point authentication, then
the sender can easily generate a fraudulent message, which is accepted by the
receiver and not by other participants. The situation is made complex due to a
reason that the same fraudulent message may had been generated by the receiver
himself. A further problem associated to this situation is that, MRA nor DMRA
provide transferability. In particular, if an authenticated message is transferred
from one verifier to another, the second verifier can forge a message that appears
to be perfectly valid and may naturally transfer it to the next verifier. For these
reasons, neither MRA nor DMRA satisfies the non-repudiation requirement of
digital signature.

Unconditionally secure digital signatures. Chaum and Roijakkers [4] originally
made the attempt to construct an unconditionally secure signature scheme using
cryptographic protocols. However, their basic scheme was impractical, as it only
signed a single bit message. Furthermore, their level of security of a signature
decreased as the signature moved from one verifier to another. In practice, it
is important for a signature scheme to have transferability, i.e., its security is
not compromised when a signature is transferred among users. By applying A3-
codes, Johansson [8] proposed an improved version of Chaum-Roijakkers scheme,
but Johansson did not address transferability of signature scheme.

Pfitzmann and Waidner proposed another version of unconditionally secure
signature schemes [LIJ12]. However, their unconditional security was limited for
signers. Recently, the present authors proposed an unconditionally secure digital
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signature which addresses all known required properties including transferability
[9]. However, that signature scheme (the HSZI-ACO0O0 scheme, for short) requires
a large amount of memory, which could be a problem in certain applications,
e.g. smart card based systems.

1.2 Main Results

In this paper, we first present an attack on Safavi-Naini and Wang’s DMRA
[15]. More specifically, in their scheme, by observing a valid signature of an
honest signer, a coalition of adversaries can make an impersonation attack with
non-negligible probability. We also show a simple method to fix that problem.

Next, we show two novel unconditionally secure digital signature schemes
that admit transferability. Both these schemes significantly reduce the required
memory size for a user’s secret information. In the first one, symmetric construc-
tion, the required memory size for a user’s secret information is significantly re-
duced by unifying secret information for signing and that for verification. How-
ever, the required memory size for a signature is slightly increased compared
to the HSZI-ACO00 scheme. The basic idea behind unifying secret information
for signing and verification in the symmetric construction is partially based on
the idea from the fixed version of Safavi-Naini and Wang’s DMRA. In the sec-
ond construction, asymmetric construction, the required memory size is reduced
without increasing the required memory size for a signature. More precisely, this
scheme is optimal in terms of the required memory size for a signature as well
as in the HSZI-ACO00 scheme. As an example for 100,000 users with appropriate
security parameter settings, the required memory size for a user is reduced to
1—10 of that required in the previous method.

The organization of the remaining part of this paper is as follows: In Section
2, we give a brief review of Safavi-Naini and Wang’s multireceiver authentication
code, and demonstrate an attack on it. We also show a method to fix the problem.
In Section 3, new unconditionally secure digital signature schemes are presented.
Lastly, Section 4 presents a comparison between the proposed schemes with the
previous method.

2 An Analysis of Safavi-Naini and Wang’s DMRA

In general, DMRA is an authentication code where any entity in a system can
generate and verify an authenticated message. In this section, we give a brief
review of Safavi-Naini and Wang’s multireceiver authentication codes with dy-
namic senders (the SW-DMRA, for short) [13/15]. As already mentioned, in this
scheme, secret information for generating an authenticated message and that
for verifying is the same. Primarily due to this property, the required memory
size for a user’s secret information in the SW-DMRA could be decreased to be
significantly smaller to that of other DMRAs. However, the SW-DMRA is inse-
cure when used as in [L5]. In this section, we also demonstrate an attack on the
SW-DMRA, and present a method to fix that problem. This attack is easy to
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perform and indeed, very e [edtive. In this attack, by observing a valid authenti-
cated message, colluders can forge any user’s valid authenticated message with
probability 1.

U; accepts the broadcasted message if fi(U;) = f;(U;).

2.1 Implementation of Safavi-Naini and Wang’s DMRA

In this subsection, the construction of the SW-DMRA is shown in more detail.
This scheme was originally presented in [13] and was then improved and simpli-
fied in [15]. Here, we show the improved version. The model of DMRA follows
[15].

Let Fy be the finite field with g elements and S the set of source states.
We assume S = F4 and that each user’s identity U; is represented as distinct
number on Fg, and w is the maximum number of colluders in the system. The
construction of the SW-DMRA is as follows.

Safavi-Naini and Wang’s DMRA [15]

1. Key distribution: The TA chooses uniformly at random two symmetric
polynomials Fo(x,y) and Fi(x,y) over Fy with two variables x and y of
degree less than w + 1[ For each Ui (i =1, --,n), the TA privately sends
a pair of polynomial {Fo(X, Ui), F1(X, U;j)} to U;j. This constitutes the secret
information of U;.

2. Broadcast: If U; wants to authenticate a source state s [CF}, U; calculates
the polynomial a;(x) := Fo(X, U;) +sF1(X, U;j) and broadcasts (s, aj(x)) with
his identity to other users.

3. Verification: U; can verify the authenticity of (s, a;j(x)) by first calculating
the polynomial bj (X) := Fo(X, Uj) +sF1(x, U;) and then accepting (s, a;(x))
as authentic and being sent from U; if b; (U;) = ai(U;).

2.2 Performance

As shown in above, in this scheme, U;j’s secret information {Fo(X, U;), F1(X, Uj)}
is utilized for both generating and verifying authenticated message. Namely, for
each user, the whole distributed secret information is used whether he is a sender
or a recipient. Hence, the required memory size for a user’s secret information
can be reduced to significantly small value. More precisely, this scheme is optimal
in terms of the required memory size for a user’s secret information due to lower

1 It is important to note that the meaning of the parameter  in this paper is di [erent
from that of w used in [15]. The authors of [15] describe “no w—1 subset of users can
perform impersonation and/or substitution attack on any other pair of users” ([15],
page 161, Def. 5.1) and “Then TA randomly chooses two symmetric polynomials of
degree less than w with coe [ciehts in GF(q)” ([15], page 163). Thus, we can see
that w in this paper is equivalent to w — 1 in [15]. We also note that our definition
of w is in line with relevant papers by other researchers, including [618].
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bound on it [15]. In addition, this scheme is also optimal in terms of the required
memory size for an authenticated message [15]. For the details, see Theorem 5.2
in [15].

Although the authors of [15] claimed that the probability of succeeding for a
collusion of up to w users in performing all known attacks is at most £, however,
the above scheme is insecure. The details regarding the security of t%is scheme
is shown in [15]. In the next section, we demonstrate an attack on the above
DMRA.

Here, we further point out the transferability of DMRASs. Generally in DM-
RAs as already mentioned, messages are transmitted over a broadcast channel,
and in this particular situation, transferability is not required. However, for a
digital signature (for point-to-point communication), transferability is a property
that cannot be neglected. That is, a signature system must allow users to pass
signatures among users without compromising the integrity of them. Generally
speaking, DMRAs (and MRASs) do not fulfill this requirement. As an example
to this, we show the vulnerability of the above DMRA where it allows users to
pass authenticated messages among users without a broadcast channel.

Suppose that, U;, generates (s, aj,(x)) and sends it to U;,. Then, an adver-
sary can modify the authenticated message as (s,aiDO(x)), such that aE(Uil) =
ai, (Ui,) and aj)(Ui,) B aj,(U;,) for a certain user Uj,. On receiving (s, aj (X)),
Ui, accepts it as valid since aFO(Uil) = bj, (Ui, ). However, when U;, further trans-
fers (s, aj)(x)) to Uj,, U;, does not accept it since ai)(Ui,) & bi,(Uj,), and Uj,
will be suspected to have forged it. We call this type of attack transfer with a
trap following to [9]. For this reason, DMRA (and MRA) cannot be used as a
digital signature.

In the remaining part of this section, we show an attack on the SW-DMRA,
and also present a method to fix that problem. This attack is easy to perform and
indeed, very e [edtive. In this attack, by observing a valid authenticated message,
w colluders can forge any user’s valid authenticated message with probability 1.

2.3 Attack on Safavi-Naini and Wang’s DMRA

Let W = {Uy, -+, Uy} be the set of the colluders. These colluders can forge any
user’s authenticated message as described. When Up(£W) transmits a valid
authenticated message (s, ap(x)), the colluders interrupt it and use it for forgery
of another user’s authenticated message. On observing (s, ag(X)), the colluders
generate authenticated messages (s, a1(X)), (s, az(x)), - -+, (s, a,(X)). Letting

L1 1
1
‘\yl
\l2

Fi(x,y) := (1, x, X2, , X®)A

Yo
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where A; (I =0, 1) are (w+1) % (w+1) symmetric matrices over Fq, the colluders
now have a matrix D, where

L1 L1
1 1 .- 1

g} Ui - U,
2 2
D := (A +sA;) o U™ Uy

Up® U® -+ Uy®
Then, by using D, Ag + sA; can be easily obtained as follows:

1.1 =

Uy~ U,
ZU]_Z"'U(A)Z

. {]

o

Ag+SA; =D

UO(JL) Ulm . wa
If the colluders W want to forge an authenticated message of a user U;, where
Uj W {Wo}, W calculate

ajE(X) =@V, sz, -, UP)(Ao + sAy),

and broadcast (s, ajE(x)) as an authenticated message of U; for the source state
s. Since (s, ajE(x)) is exactly equal to U;’s valid authentication message for source
state s, the colluders succeed in impersonation (or entity substitution) for U;
(with probability 1).

2.4 Method to Fix the Problem

An essential problem in the SW-DMRA is that Ag + sA; can be calculated
by using both w colluders’ secret information and an authenticated message
generated by an honest user. In order to avoid calculating Ap + sA;z, the rank
of Ag + sA; must be larger than w. This implies that the degree of x and y
in Fo(X,y) and F1(X,y) must be at least w + 1. Letting the degree of x and
y in Fo(X,y) and Fi1(X,y) be at least w + 1, the colluders cannot succeed in
the above attack with non-negligible probability. (See also the footnote that
appeared earlier in this paper regarding the small but subtle di [erknce between
the definition of w in this paper and that of w in [15].) It should be noted that
both the required memory size for a user’s secret information and that for an
authenticated message are increased by this modification. The authors of [I5]
claimed that their original scheme is optimal in terms of memory sizes for a user’s
secret information and an authenticated message, however, the fixed version is
not. Optimal construction of DMRA in terms of memory sizes for both a user’s
secret information and an authenticated message is an interesting open problem.
We further point out that schemes in [I4] and [9] are optimal only for memory
sizes for an authenticated message.
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3 Two Novel Methods for Constructing E [cieht
and Unconditionally Secure Digital Signatures

In this section, we show two constructions of unconditionally secure digital signa-
ture schemes, which are called symmetric construction and asymmetric construc-
tion, respectively. In these schemes, though the flexibility of parameter settings
is partially lost, the required memory sizes are reduced considerably compared
to the previous method. More precisely, in our proposed schemes, the number of
signatures users can generate is determined to be only one, while in HSZI-AC00
scheme [9], it can be pre-determined flexibly.

3.1 Model

In this subsection, a model of unconditionally secure signature schemes is shown.
This model basically follows as in [9] with a restriction of the number of signa-
tures that users can generate.

We assume that there is a trusted authority, denoted by TA, and n users
U = {U;,Uy, - -, Ux}. For each user U; [ (1 < i < n), for convenience we
use the same symbol U; to denote the identity of the user. The TA produces
secret information on behalf of a user. Once being given the secret information,
a user can generate and/or verify signatures by using his own secret information,
respectively. A more formal definition is given below:

Definition 1. A scheme Il is an One-Time ldentity-based Signature Scheme for
Unconditional Security in a Group (One-Time ISSUSG) if it is constructed as
follows:

1. Notation: I consists of (TA, U, M, E, A, Sig, Ver), where
— TA is a trusted authority,

U is a finite set of users (to be precise, users’ unique names),

M is a finite set of possible messages,

E is a finite set of possible users’ secret information,

A is a finite set of possible signatures,

Sig : E x M —- A is a signing-algorithm,

Ver: M x AxE xU — {accept, reject} is a verification-algorithm.

2. Key Pair Generation and Distribution by TA: For each user U; [,
the TA chooses a secret information e; [CEl, and transmits e; to U; via a
secure channel. After delivering these secret information, the TA may erases
ej from his memory. And each user keeps his secret information secret.

3. Signature Generation: For a message m [I\, a user U; generates a signa-
ture a = Sig(ej, m) A by using the secret information in conjunction with
the signing-algorithm. The pair (m, o) is regarded as a signed message of Uj.
After (m, a) is sent by Uj, no user is allowed to generate another signature.
Namely, in this scheme only one signature is allowed to be generated, but
any user can potentially become a signer.
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4. Signature Verification: On receiving (m,a) from U;, a user U; checks
whether a is valid by using his secret information e;. More precisely, U; ac-
cepts (m, ) as a valid, signed message from U; if Ver(m, a, ej, U;) = accept.

The main di Lerknce between the above definition and the previous one in [9]
is that the above model does not allow flexible pre-determination of the number
of signatures per user. Hence, this model is called One-Time ISSUSG.

For a more formalized discussion for the security of a signature scheme in
our model, we define the probability of success of various types of attacks. We
consider three broad types of attacks: impersonation, substitution and transfer
with a trap. In impersonation, adversaries try to forge a user’s signature without
seeing the user’s valid signature. Note that the adversaries are allowed to observe
another user’s signature. In substitution, adversaries try to forge a user’s signa-
ture for a message after seeing the user’s valid signature for another message. In
transfer with a trap, adversaries try to modify a valid signature to be accepted
only by specific verifiers. Description of these attacks are given in [9].

To formally define the probabilities of success in the above three attacks,
some notations must be introduced in ahead. Let W := {W [l |W| < w},
where ® is maximum number of colluders among users. Each element of W
represents a group of possibly colluding users. Let e = {ex,, - -,€x;}, where
W = {Uy,, -, U} J = w), be the set of secret information fora W [W.

Definition 2. The success probabilities of impersonation, substitution and trans-
fer with a trap attacks, denoted by P,, Ps and Pt respectively, are formally
defined as follows:

1) Success probability of impersonation: for W [CW and U;,U; U with
Ui, Uj [\, we define Py (Uj, Uj, W) as

Pi(Ui,U;,W) :=max max  max max
ew l=sk=nkEi (m,a) (m5aY

Pr(U; accepts (m5aY as valid from Uilew, (M, a)),

where (m, o) is a valid signed message generated by a user Uy (1 = k <
n, k 8 i) for a message m, and (m, a) runs over M x A. Then, P, is given
as Py := maxgy;,u; w3 Pr(Ui, Uj, W), where W W and U;,U; U with
Ui, U; W,
2) Success probability of substitution: for W W and U;, U; COlwith U;, U 1
W, we define Ps(U;, Uj, W) as
Ps(Ui,U;, W) =
s(Un, Us, W) := rpax fmax maxy
Pr(U; accepts (m5'a" as valid from Ujlew, (m, a)),

where (m, a) is a valid signed message generated by U; for a message m,
and (mYaY runs over M x A such that m”& m. Then, Ps is given as
Ps = maxg,u; w} Pr(U;,U;, W), where W [CW and U;,U; O with
Ui, U; I'W.
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3) Success probability of transfer with a trap: for W W and U;, U; CUlwith
U; LW we define Pt (U;, Uj, W) as

Pt (Ui, Uj, W) := max max max
ew (m,a) (m,ay

Pr(U; accepts (m, a as valid from Ujlew, (M, a)),

where (m, a) is a valid signed message generated by U;, and ais taken such
that o 8 a® Then, Pt is given as Pt := maxgu;,u; W3 Pr(U;, Uj, W), where
W [OW and U;, U; Clwith U; .

The concept of (n, w, p1, p2)-secure One-Time ISSUSG signature scheme can
now be defined, where both p; and p, are security parameters whose meanings
will be made precise in the following definition.

Definition 3. Let N be a One-Time ISSUSG with n users. Then, I is
(n, w, p1, p2)-secure if the following conditions are satisfied: as long as there exist
at most w colluders, the following inequalities hold:

max{Py, Ps}=<p:, Pt =p2.

3.2 Symmetric Construction

In this subsection, we show an implementation in One-Time ISSUSG, called the
symmetric construction. In this construction, the required memory size for a
user’s secret information is reduced partially based on the fixed version of the
SW-DMRA. Namely, we introduce symmetric functions for unifying the secret
information for signing and for verifying. However, it should be noted that it is
not trivial to implement, since the SW-DMRA does not fulfill the transferability
property. The essential reason behind why the SW-DMRA does not provide
transferability is that, for U;’s authenticated message (si, aj(x)), any entity can
calculate a;(U;) and find another function aj{x) such that a{{x) & a;(x) and
al{Uj) = ai(Uj). This is hard to solve since U; must be public. We show a
solution to this problem in the following.

Symmetric Construction

1. Key Generation and Distribution by TA: Let Fq, be the finite field with
o elements such that qo = n(w + 1)q, where q is a security parameter of the
system. We assume that the size of qg is almost the same as n(w +1)q. Then,
the TA divides Fg, into n disjoint subsets Uy, - - -, Un, such that |U;| = (0+1)q
for any i, and Ui nU; = @ if i 8 j. Here, U; (1 <i = n) are made public for
all users. For each user Uj (1 < i < n), the TA picks uniformly at random,
a number u; from Uj, respectively, and chooses uniformly at random two
symmetric polynomials Fo(x,y), F1(X,y) over Fy, with two variables x and
y of degree at most w + 1. Moreover, we assume a message m is an element
in Fy, as well. For each user U; (1 < i < n), the TA computes his secret
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information e; := {Fo(X, uj), F1(X, uj), ui}. Then, the TA sends e; to U; over
a secure channel. Once the secret information has been delivered, there is
now no need for the TA to keep the user’s secret information.

2. Signature Generation: For a message m [Fl,, U; generates a signature by
o := {ai m(X), Ui} using his secret information, where a; m(x) := Fo(X, u;) +
mF1(X, uj). Then, (m, a) is sent by U; with his identity U;.

3. Signature Verification: On receiving U;’s signature (m, o), user U; checks
whether a is valid or not, by the use of his secret information e;. Specifi-
cally, U; accepts (m, o) as being a valid message-signature pair from U; if
(FO(X: uj) + mFl(Xr Uj))|x=ui = ai,m(X)IX:Uj and u; U}

L 1y_secure One-Time IS-

Theorem 1. The above scheme results in an (n, w, Rk

SUSG scheme.
Proof: See Appendix.

Theorem 2. The required memory size in the above construction is given as
follows:

|A| = (@ + 1)qqo®™? (size of signature)
IE] = (@ + 1)qqo®®**  (size of secret information).

Although in this scheme the required memory size of a signature is slightly
increased compared to the HSZI-AC00 scheme [9], that of each user’s secret
information is significantly reduced. Comparison with the previous method is
shown in the following section.

3.3  Asymmetric Construction

In the symmetric construction, though the required memory size of a user’s
secret information has significantly been reduced, the required memory size of
a signature increased compared to the previous method. In this subsection, we
show other methods for reducing the required memory size of a user’s secret
information without increasing the required memory size for a signature. One
of the proposed schemes in this subsection is optimal, especially in terms of
memory size for a signature. Such schemes are called asymmetric constructions
since the secret information for signing and that for verification is di [erknt.

Asymmetric Construction

1. Key Pair Generation and Distribution by TA: Let Fy; be the finite
field with q elements such that ¢ = n. The TA picks n elements v, vz, ..., Vn
uniformly at random in F;’ for users Uy, Uy, ..., Uy respectively, and chooses
two polynomials uniformly at random, Go(X,y1, - . .,Y») and G1(X,y1, .- . ,Yu),
over Fq with w+1 variables X, y1, - - -, Y, in which the degree of x is at most
w + 1 and that of every y; is at most 1. Moreover, we assume that each
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user’s identity U; and a message m are elements of F. For each user U; (1 <
i < n), the TA computes U;’s secret information e; := {Go(Ui, Y1, - -, Yo),
G1(Ui, Y1, -1 Yw): Go(X, Vi), G1(X, Vi), Vi}. The TA then sends e; to U; over
a secure channel. Once all the keys are delivered, there is no need for the TA
to keep the user’s secret information.

2. Signature Generation: For a message m [E}, U; generates a signature by
o = Go(Ui,y1,---,Ye) ¥+ MG1(Ui,y1,...,Ye) using Go(Ui,y1,...,Ys) and
G1(Ui,V1,...,Yw). Then, (M, a) is sent by U; with his identity U;.

3. Signature Verification: On receiving (m,a) from U;, user Uj checks
whether a is valid by the use of his secret information. More specifically, U;
accepts (m, a) as being a valid message-signature pair from U; if (Go(X, vj)+
MG1(X, Vi))Ix=u; = Qlys,...., Yo )=(V1,j Voo i)

Theorem 3. The above scheme results in an (n, o, (%—q%), 1)-secure One-Time
ISSUSG scheme.

Similarly to Theorem [I, the proof of Theorem [3] can be given. The above
scheme can be slightly modified, resulting in another (n, , % %)-secure One-
Time ISSUSG scheme.

Theorem 4. In the above construction, the following modification also produces
an (n, w, % %)-secure One-Time ISSUSG scheme: Instead of choosing randomly,
the TA may choose n elements vq,...,Vn IZEIqw, for users’ secret information,
such that for any w + 1 vectors

Vip = (Viigs s Va,in)s s Viger = (VLigaas -+ 1 Veo,igaa )
the 0 + 1 new vectors (1, Viiy, - Va,ig)s -« (L, Vaigaqs - - - s Vo) are linearly
independent.

Though the proposed (n, , §, ¢)-secure One-Time ISSUSG scheme is more
secure than the proposed (n, w, % - qiz %)-secure One-Time ISSUSG scheme in
terms of impersonation or substitution, it requires more complicated transactions
for generating each user’s secret information.

Theorem 5. The required memory size in the above constructions is given as
follows:

|A| = g@*? (size of signature)
[E| = q®@*5 (size of a user’s secret information).

Corollary 1. The construction proposed in Theorem [ is optimal in terms of
the memory size of a signature.

The proof follows as from [15]. Since the model of One-Time ISSUSG is regarded
as a restricted version of that of MRA, lower bounds on required memory sizes
for MRA can also be applied to One-Time ISSUSG. The required memory size
for the above construction matches the lower bound on a signature presented in
Theorem 5.2 in [15].
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Table 1. The required memory sizes of each user’s secret information, in the proposed
symmetric construction ((n, w, % %)-secure One-Time ISSUSG), asymmetric construc-
tion ((n, , g, $)-secure One-Time ISSUSG) and the HSZI-AC00 scheme ((n, ®, 1, £, 7)-
secure ISSUSG [9]), assuming that |q] = 160 bits and w is determined appropriately
for each n.

] [ n=1,000]n=10,000]n = 100,000 | n = 1,000,000 |
] | ©®=500 | w=2,000 | w=10,000 | w=50,000 |
Symmetric construction 22Kbyte 91Kbyte 464Kbyte 2,393Kbyte

Asymmetric construction 49Kbyte | 196Kbyte 977Kbyte 4,883Kbyte
HSZI-ACO00 scheme [9] 69Kbyte | 508Kbyte | 4,493Kbyte | 41,993Kbyte

4 Comparison

In this section, we compare the proposed schemes with the previous method
[9]. In the HSZI-ACO00 scheme [9], the number of signatures that each user can
generate can be pre-determined in a flexible manner. In order to compare the
proposed One-Time ISSUSG schemes with the HSZI-AC00 scheme, we set the
number of signatures that a user can generate to be one in the previous method.
The following proposition shows the required memory sizes for the HSZI-AC00
scheme for this parameter setting.

Proposition 1 ([9]). Letting the number of users be n and the maximum num-
ber of colluders w, then the required memory sizes for the HSZI-AC00 scheme
((n,w, 1, 3, })-secure 1SSUSG [9Jf) are:

|A] = g@*t (size of signature)

|E| = ¢g2"*3*2  (size of a user’s secret information),

assuming that each user is allowed to generate at most 1 signature, the proba-
bility of succeeding the impersonation and substitution is at most % and that the

probability of succeeding transfer with a trap is at most %

As shown in the Table [I], the required memory size of each user’s secret in-
formation is significantly reduced in the proposed schemes. In the symmetric
construction, though the required memory size of a signature increases, that
of each user’s secret information is considerably reduced. As an example, for
100,000 users with appropriate security parameter settings, the required mem-
ory size for a user’s secret information is reduced to 10.3% of that required
in the HSZI-AC00 scheme. In the asymmetric construction, the reduction of

2 It has now been found that (n,w,w,%,qil)-secure ISSUSG in [9] is in fact,

(n,w, W, % %)-secure ISSUSG (see the security definition in [9]). Therefore, we have
n,w,1, % ql )-secure 1SSUSG in [9] to be described as (n,w,l,%,%)-secure IS-

—1
SUSG. Details on security of these schemes can be obtained from the present authors.
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Table 2. The required memory sizes of a signature, in the proposed symmet-
ric construction ((n,w,%,%)-secure One-Time ISSUSG), asymmetric construction
((n,w, 3, $)-secure One-Time ISSUSG) and the HSZI-AC00 scheme ((n,®,1, 3, 3)-
secure ISSUSG [9]), assuming that |q] = 160 bits and w is determined appropriately
for each n.

] [ [n=1,000]n=10,000]n = 100,000 | n = 1,000,000 |
] | ©®=500 | w=2,000] w=10,000 | w=50000 |
Symmetric construction 12Kbyte 46Kbyte 233Khbyte 1,197Kbyte

Asymmetric construction 10Kbyte 40Kbyte 196Kbyte 977Kbyte
HSZI-ACO00 scheme [9] 10Kbyte 40Kbyte 196Kbyte 977Kbyte

the required memory size of each user’s secret information is less than that in
the symmetric construction. However, the required memory of a signature is less
than that of the symmetric construction. More precisely, the proposed asymmet-
ric construction is optimal in terms of the required memory size of a signature,
reminiscent to the HSZI-ACO00 scheme. Table[2]shows the required memory sizes
for a signature in the proposed schemes and that in the HSZI-ACO00 scheme.
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Appendix: Proof of Theorem (1]

Assume that after seeing a signed message (mj,, o) published by U;,, the col-
luders Uy, --,U, want to generate (m;,,a", such that m;, = m;, and the
user Uj, will accept it as a valid signed message of the user U;,, i.e. a consists

of {uj,ay) m,, (O} such that ai) , (ui,) = Fo(uf, ui,) + migF1(ug, ui,) and
up, [U1,. Letting
|:|1 1
F'(X’ y) = (1l X, le e 1Xw+l)A| i | | = 0, 11
yu).+1

where A; (I =0, 1) are (w+2) < (w+2) symmetric matrices over Fq,, the colluders
have a (0 + 2) < (w + 1) matrix D, where

1 1
1 T |
"i02 Ulz Umz
D = (Ao + m;,A) " U™ - Vo

w+1 w+1 w+1
Ui, U; o Uy

From Lemma 2.1 in [13], there exist qo di[erent matrices X such that
—1

1
1 1 -1
io Ul Uw
D=X |02 Ul2 Uw2
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This implies that there are go diLerknt values for Ag + m;j, Ag.
In order for the colluders to succeed the attack, they need to find a pair of
up, and aE'mil(x) such that

I:Il 1
Li22
aE,mil(uiz) = @ u, U (A + mi AL o
Uj w+1
2
:Il 1
i2
and uf] [, . Letting d be (L, uf), -+, ;™) (Ao + mj,Aq) 2 04 dif-
Ui w+1

2
ferent matrices for Ag + m;i, Az result in go diLerknt values for d. This indicates
that the probablllty of succeedmg to find al1 m; (x) such that aIl m; (uiz) =d,

does not exceed q—o, ie. Py = q—o. Similarly, we can prove Ps < q—o and Pr = T

Here, we briefly show the proof for P+ = % Assume that after seeing a
signed message (mj,, a) published by Uj,, the colluders Uy, - - -, U, want to gen-
erate (m;,, 0, such that a8 a and the user U;, will accept it as a valid
signed message of the user Uj,. Let o be {Ui,, @i,,m,, (X)} as described in Section
3. 2 Since ai,,m,, (X) is a polynomial with a variable x of degree at most w + 1,

,0 Mig (x) (aIO e 0(x) 8 aigm;, (X)) has at most w + 1 pairs of {c, aIO Mig ©3},
such that [H,, and a,oymio(c) aio,m;, (), Where a,om xX) is a poly—
nomial with a variable x of degree at most w + 1. Hence, the best strategy
for succeeding transfer with a trap is as follows: The colluders choose uni-
formly at random w + 1 distinct numbers u(l) ufi““) from U;, and gen-
erate aE Mg ) (aI0 Mig x) 2 aj,, m-o (X)) such that aIO m; (u(l)) = 8ig,m;, (u(l))

al ;. (u(z)) = aj,, m,O(u(z)) al) m, (UETD) = &y, m,O(u(‘*’““l)) Then, the
colluders send ™= {Uio, a7 m, (x)} to U.1 The attack is successful if and only

if uj, IZ{]u(l), (2), iy (“’H)} Hence, Pt = &5 = &.
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Abstract. Signcryption is a public key or asymmetric cryptographic
method that provides simultaneously both message confidentiality and
unforgeability at a lower computational and communication overhead.
In this paper, we propose a sound security model for signcryption that
admits rigorous formal proofs for the confidentiality and unforgeablity
of signcryption. A conclusion that comes out naturally from this work is
that, as an asymmetric encryption scheme, signcryption is secure against
adaptive chosen ciphertext attack in the random oracle model relative
to, quite interestingly, the Gap Di [e-Hellman problem, and as a digital
signature scheme, signcryption is existentially unforgeable against adap-
tive chosen message attack in the random oracle model relative to the
discrete logarithm problem.

1 Introduction

1.1 Motivation for Research

To achieve message confidentiality and authenticity, there have been a great
number of proposals of cryptographic building blocks both in the symmetric
and asymmetric settings. Furthermore, ever since provable security with respect
to strong attack models was regarded as important for proposals of new schemes,
intensive e [ants have been made in this line of research. In the early stage, Zheng
and Seberry [26] proposed several practical asymmetric encryption schemes se-
cure against adaptive chosen ciphertext attack, where the adversary is allowed
to make queries to a decryption oracle to learn any information about a tar-
get ciphertext with the only restriction that the target ciphertext itself cannot
be queried to the decryption oracle. Afterwards, schemes with security proofs
against such an attack in the reductionist style (in other words, proofs of re-
duction from attacking the asymmetric encryption schemes to solving a com-
putationally hard problems) under the heuristic assumption called random or-
acle model [6], were followed [5] [10] [L7]. Moreover, the asymmetric encryption
scheme with security proof without such an assumption was also proposed [7]
and received great attention. For provable security of digital signature schemes,

D. Naccache and P. Paillier (Eds.): PKC 2002, LNCS 2274, pp. 80-88] 2002.
€_Springer-Verlag Berlin Heidelberg 2002
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slight modifications of the schemes in [8] and [19] were proved [18] [15] to be exis-
tentially unforgeable against adaptive chosen message attack [12] in the random
oracle model.

There has been growing interest in the integration of message confidentiality
with authenticity. In the symmetric setting, some heuristic methods to support
confidentiality and authenticity at the same time for transmitted data were con-
sidered in the internet standards such as IPSec [13] and SSL [9], and recently,
these methods have been analyzed in [4] and [14]. In the asymmetric setting,
Zheng |23] proposed a scheme called ‘signcryption’ which simultaneously and
e Lciehtly provides message confidentiality and unforgeability. Due to the po-
tential of signcryption, especially in applications that demand high speed and
low communication overhead, it is important to research into rigorous security
proofs in the reductionist style for signcryption schemes.

The aim of this paper is to propose a precise security model for signcryption
and provide rigorous proofs based on the proposed model. As a result of this
work, we conclude that signcryption does meet strong security requirements with
respect to message confidentiality and unforgeability under known cryptographic
assumptions.

1.2 Related Work

At PKC ’98, Tsiounis and Yung [22] studied a variant of a strengthened ElGa-
mal encryption scheme originally proposed in [26], where Schnorr signature is
used to provide non-malleability for the EIGamal encryption. However, the se-
curity goal of their scheme is to provide confidentiality and consequently, strong
authentication for message origin is not supported in their scheme. The same
scheme was also analyzed by Schnorr and Jakobsson [20] under both the generic
and the random oracle models.

At ISW 2000, Steinfeld and Zheng [21] proposed the first signcryption scheme
whose security is based on integer factorization. They provided a formal security
model and security proof for the unforgeability of the proposed scheme. However,
they left open a formal proof of the confidentiality of their scheme.

In a separate development, various researchers have made some interesting
observations in the symmetric setting. At Asiacrypt 2000, Bellare and Nam-
prepre [4] proposed formal security models for the compositions of symmetric
encryption and message authentication. They concluded that only ‘Encrypt-
then-MAC (EtM)’ composition is generically secure against chosen ciphertext
attack and existentially unforgeable against chosen message attack. Krawczyk
[14] considered the same problem while examining how to build secure channels
over insecure networks. He showed that ‘MAC-then-Encrypt (MtE)’ composi-
tion was secure too under the assumption that the encryption method employed
was either a secure CBC mode or a stream cipher that XORs the data with a
random pad.

Very recently [I] (and independently of our work), in [I] it has been shown
that earlier results in [4] and [14] can be extended to the asymmetric setting.
Although security notions of [I] bear some similarities to ours, the generic anal-
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ysis given in that paper does not appear to be applicable in deriving our security
results for signcryption, primarily due to the special structure of signcryption.

1.3 Dilerkences between Our Model and Previous Models

To address the significant dilerence between security implication of the com-
positions of encryption and authentication in the symmetric setting and that
in the asymmetric setting, we consider the confidentiality of the ‘Encrypt-then-
MAC (EtM)’ and ‘Encrypt-and-MAC (EaM)’ compositions in the symmetric set-
ting, and the security of the corresponding simple asymmetric versions, namely,
‘Encrypt-then-Sign (SimpleEtS)’ and ‘Encrypt-and-Sign (SimpleEaS)’, defined
in the natural way, with the signer’s public key being appended. As was indepen-
dently observed in [1], it is not hard to see that while the symmetric composition
EtM is secure against chosen ciphertext attack (indeed, EtM is generically secure
as shown in [4]), the simple asymmetric version SimpleEtS is completely inse-
cure against adaptive chosen ciphertext attack, even if the underlying encryption
scheme is secure against adaptive chosen ciphertext attack. The reason is that in
the asymmetric versions, a ciphertext in the composed scheme contains an addi-
tional component (not present in the symmetric versions), namely the sender’s
signature public key. The fact that this component is easily malleable implies the
insecurity of the asymmetric version SimpleEtS under adaptive chosen ciphertext
attack.

As an example, let us assume that Alice encrypts and signs her message
m following the SimpleEtS composition. That is, she encrypts the message m
using an asymmetric encryption algorithm Epy, (-) and computes ¢ = Epy, (m).
Then she signs on ¢ using her digital signature algorithm Sg, () to produce
0 = Sgk(C). Now the ciphertext C is (c,0). However, an adversary Eve now
generates her own public and private key pair (pkg, skg) and signs on ¢ obtained
by eavesdropping the ciphertext C en route from Alice to Bob. Namely, she can
produce CY= (c, Sske ()) where Se (-) is Eve’s digital signature algorithm.
Then she hands in her public key pkg (which may be contained in Eve’s digital
certificate) to Bob. Now notice that C™which is di [efent from C is always verified
as being valid using Eve’s public key pke. Thus Bob decrypts C™into m. Hence
Eve succeeds in her chosen ciphertext attack on the SimpleEtS scheme even
if the underlying asymmetric encryption scheme is strong, say, secure against
adaptive chosen ciphertext attack.

1.4 Signcryption: A Variant of Encrypt-and-Sign (EaS)

The most attractive feature of signcryption is its e [ciehcy. To achieve this goal,
signcryption can be viewed as an instantiation of the Encrypt-and-Sign (EaS)
paradigm. Besides e Lciehcy gains, however, signcryption has some important
security-related improvements on the (insecure) SimpleEtS and SimpleEaS com-
positions. That is, signcryption seems to ‘fix’, intuitively, the following two prob-
lems with the confidentiality of those simple compositions. The first problem is
with the malleability of SimpleEtS discussed above in the asymmetric setting.
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The second problem (which has pointed out in [4] and [14] for the scheme EaM
in the symmetric setting), is that the EaS composition cannot be generically se-
cure because the signature part can reveal some information about the plaintext
message, and this may be true even though the underlying signature scheme is
unforgeable. However, the result in [4] and [14] does not mean that every EaS
composition is insecure. Rather one should read it as that security of crypto-
graphic schemes employing EaS ought to be analyzed on a case by case basis.

1.5 Our Contributions

As mentioned earlier, signcryption has features which intuitively fix the above
mentioned confidentiality problems of the SimpleEtS and SimpleEaS composi-
tions. A main contribution of this paper is to provide a rigorous proof that this
intuition is indeed correct, under known cryptographic assumptions in the ran-
dom oracle model for the underlying hash functions. More specifically, we define
a strong security notion that is similar to the well known ‘IND-CCA2’ [3] no-
tion for standard public-key encryption schemes, and prove the confidentiality
of Zheng’s original signcryption schemes in the security notion. Our notion for
confidentiality is even stronger than the direct adaptation of ‘IND-CCAZ2’ to the
setting of signcryption, since we allow the attacker to query the signcryption
oracle, as well as the unsigncryption oracle. We also prove the unforgeability of
signcryption in a strong sense, namely existential unforgeability against adaptive
chosen message attack.

2 Preliminaries

2.1 The Gap Di e-Hellman Problem

At PKC 2001, Okamoto and Pointcheval proposed a new class of computational
problems, called gap problems [16]. A gap problem is dual of inverting and de-
cisional problems . More precisely, this problem is to solve an inverting problem
with the help of an oracle for a decisional problem. In this paper, we only re-
call the Gap Di [e-Hellman (GDH) problem, among the various gap problems
discussed in [16], on which the confidentiality of signcryption is based.

Definition 1 (The Gap Di Ce-Hlellman Problem). Let Aggn be an adver-
sary for the GDH Problem. Consider a following experimental algorithm that
takes a security parameter k [Nl Aggn’s job is to compute the Di Ce-Hellman key
9> mod p of g* mod p and g¥ mod p with the help of Decisional Di [e-Hellman
(DDH) oracle DDHg(:, -, ). Note that this DDH oracle tests whether a given
tuple is a Di [e-Hellman tuple (DH-tuple) or not. For example, if (X,Y,Z) is a
DH-tuple, DDHg(X, Y, Z) = 1. Otherwise, it returns 0.

Experiment GDHExpiGnSﬁrfa\gdh (k)
Choose primes (p, q) such that |p| = k and g|(p — 1)
Choose g [{Z/pZ)=3uch that Ord(g) = q
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X «R Z/9Z; X ~ g* mod p
Y «RZ/9Z; Y < ¢¥ mod p
g modp « A ¢ (k,g, X, Y)

return g*¥ mod p

. def .
Now let SUCCENH A yan () = PI{GDHEXPSSH A (K) = ¢ mod p]. Then de-
fine an advantage function of A; as follows.

AV (K, t, Gaan) € TaX{SUCCiGnE)'eHTtAgdh (K3,
gdh

where the maximum is taken by all Aggn with execution time t and mak-
ing Quan Qqueries to the DDH oracle. We say the GDH problem is secure if
Advenit(k, t,qqan) is a negligible function in K4 for any adversary Agan With

polynomial time bound in k and whose queries are polynomial in k.

2.2 Description of the Original Signcryption Scheme (SDSS1-Type)

Note that the signcryption scheme described in this section is the one derived
from the shorthand digital signature scheme (SDSS1) (nhamed by the author of
[23]) which is a variant of EIGamal based signature schemes. Another signcryp-
tion scheme derived from SDSS2 can be described and analyzed in a very similar
manner presented in this paper. So we only consider the SDSS1-type signcryp-
tion scheme. Note also that the hash functions used in the signcryption scheme
are assumed to be random oracles [6] in this paper. And the bind information,
which is hashed in the signcryption process, contains such information as Alice
and Bob’s public keys. We remark that k, which is a Di [e-Hellman key, is di-
rectly provided as input to random oracle H without being hashed by the random
oracle G in our description. Since hashing Di Ce=Hellman key in signcryption is
allowed to be done quite flexibly as noted in [23] and [24], we do not regard this
as a major modification of the scheme.

Definition 2. Let SC = (COM, Ka,Kg, SC,USC) be a signcryption scheme.
Let k be a security parameter. Suppose that H : {0,1}~-~ Z/qZ and
G : {0,1}~ {0,1} are random oracles. Note that | is a security parameter,
i.e. key length, for a symmetric encryption scheme described below. Let Eq(-)
denote a symmetric encryption function under some key a and Dq(:) denote a
decryption function of the symmetric encryption. (We assume that there is a
one-to-one correspondence between | and k. We also assume that Dq(+) is one-
to-one over some ciphertext space C for all a. (This implies that the symmetric
encryption is deterministic.)) Also, note that | - | indicates the number of bits in
the binary representation of an integer.

1 We say a probability function f : N _ Rio,17 is negligible in k if, for all ¢ > 0, there
exists ko [CNIsuch that f(k) < % whenever k = ko. Here, Ryo,1; = {x [R] 0=x=<1}.
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Signcryption SC

Common parameter generation COM (k)
Choose prime p such that |p| = k
Choose prime g|(p — 1) such that q > 2'a(<)
where I;(k) NI for some function I
Choose g [(Z/pZ)=3uch that Ord(g) = q
CPsc « (P9, 9)
return CPsc

Alice’s key generation Ka (K, cpsc)
XA <R ZIGZ; YA ~ g~ mod p
return (Ya, Xa)

Bob’s key generation Kg (K, cpsc)
Xg <R Z/GZ; yg ~ g*® mod p
return (Yg, XB)

Signcryption SC)G(:fyB (m) by Alice the Sender
X «r Z/GZ; K « y§ mod p; T « G(K)
Get ya(= g*~ mod p); bind ~ yallys
€ « Ec(m); r « H(m||bind||K); s — X/(r +Xa) mod g

C <« (c,r1,9)
return C
Unsigncryption USCS:, _ (C) by Bob the Recipient

Parse C as (c, r,s); Check whether r,s [Z¥qZ and ¢ [Cl
if (c,r,s) is not in correct spaces

return “reject”
else

W <« (Yag")*modp; K « w*® mod p; T « G(K)

m « De(c)

Get yg (= g*® mod p); bind — yallys

if H(m|[bind||K) =r return m

else return “reject”

3 Security Notions for Signcryption Scheme

3.1 Security Notions for Confidentiality of Signcryption

Taking into account all the aspects of confidentiality issues discussed in the first
section, we now explain in detail a confidentiality attack model for signcryption,
which we call the Flexible Unsigncryption Oracle (FUO)-model. In this model,
the adversary Eve’s goal is to break the confidentiality of messages between
Alice and Bob. Eve is given Alice’s public key pka and Bob’s public key pkg,
and has access to Alice’s signcryption oracle (with Bob as recipient), as well as
a flexible unsigncryption oracle, which on input a signcrypted text C, returns
output after performing unsigncryption under sender’s public key pkaochosen
by Eve at her will (Eve may choose sender’s public key as Alice’s public key
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pka, say, pkao= pka.) and Bob’s private key skg. In other words, the flexible
unsigncryption oracle is not constrained to be executed only under pka and
skg — Alice’s public key can be replaced by the public key generated by Eve.
Accordingly, the FUO-model gives Eve the full chosen-ciphertext power with the
ability to choose the sender’s public key as well as the signcrypted text.

Note, however, that in the FUO-model for signcryption Eve also has access
to Alice’s signcryption oracle. This can be useful to Eve because Alice’s private
key, which is involved in the signcryption process, can be exploited to achieve
Eve’s goal, namely to decrypt signcrypted texts from Alice to Bob. This is an
important dilerence between the FUO attack model for signcryption and the
standard chosen-ciphertext attack model for traditional asymmetric encryption
schemes (where the attacker can simulate the encryption oracle by himself).

Using the notion of indistinguishability of encryption (also known as semantic
security) [11], we now formalize the concept of security against adaptive chosen
ciphertext attack for signcryption with respect to the FUO-model. We say a
signcryption scheme is secure in the sense of indistinguishability (abbreviated by
‘ind”), if there is no polynomial-time adversary that can learn any information
about the plaintext from the signcrypted text except for its length. Following
a commonly accepted practice, we denote by FUO-IND-CCAZ2 the security of
signcryption against adaptive chosen ciphertext attack with respect to the FUO-
model under the indistinguishability notion.

Definition 3 (FUO-IND-CCA?2). Let SC = (COM,Ka,Kg,SC,USC) be a
signcryption scheme. Let A. be an adversary that conducts adaptive chosen ci-
phertext attack. A. is composed of a find-stage algorithm A; and a guess-stage
algorithm A, and has access to random oracles, the signcryption oracle which
performs signcryption under the fixed keys xa and yg and the flexible unsign-
cryption oracle. A.’s job is to correctly guess the bit b after making a number
of queries to its oracles with restriction that A, is not allowed to query the tar-
get signcrypted text C to the unsigncryption oracle USCEH (.) in which the

YA XB
flexible unsigncryption oracle USC)G(;BH(-) executes unsigncryption under Alice’s
public key ya and Bob’s private key xXg. Note that in describing our attack
model, the unsigncryption oracle is denoted by USCE;BH(-), namely, there is no
specified sender’s public key in the subscript. This is chosen intentionally to high-
light that the sender’s public key is given more flexibly to the unsigncryption
oracle (or the recipient). (However, it is important to note that A is allowed to

make the query C to the unsigncryption oracle USCS’AHQXB (:) where the flexible

unsigncryption oracle USC)G(;BH(-) performs unsigncryption under the public key
yacwhich is arbitrarily chosen by A; and is di [erent from ya.) Let k be a se-
curity parameter and s be state information. A specification for the experimental
algorithm is as follows.

Experiment Cca2EXpie A"~ (k)
Cpsc « COM(k)
Pick G : {0,1}~% {0, 1} at random
Pick H : {0,1}~. Z/qZ at random
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(yA1 XA) “~R KA(k1 CpSC)

(YB,XB) <R KB(k,Cpch) -
(Mo, M1, S) « AS'H’SCX'AryB(.)’USCX‘B(.)
b -r{0,1}; C - SCS)\H’%BH(mb)

b AS'H'SCX’A”B(')' U850 (k guess, C,ya, Ve, S)
if b™=b and C was never queried to USCS:", ()
return 1

else return 0

(k,find, ya,yg)

Now let Succle 2" 5% (k) def 2Pr{[Cca2ExXpie A" (k) = 1] — 1. Then an
advantage function of FUO-IND-CCAZ2 is defined as follows.

Advfstéo—ind—ccaz(k’ t, dg» Gh» Osc qusc) déf rrl\ax{succglg;icnd—ccaZ(k)}'

where the maximum is taken over all A; with execution time t. Note that gsc
is the number of queries to the signcryption oracle and qyusc is the number of
queries to the unsigncryption oracle, respectively. Also, note that gy and gy, are
the number of queries to the random oracles G and H, respectively. We say SC
is FUO-IND-CCAZ2 secure if Advie™ 972 t g0, Gh, Osc, Qusc) is @ negligible
function in k for any adversary A. with polynomial time bound in k and whose
queries are polynomial in k.

Now we recall the definition of security against chosen plaintext attack for

the symmetric encryption [2] used in the signcryption under the notion of indis-
tinguishability.
Definition 4 (IND-CPA for Symmetric Encryption). Let SC>™ = (K, E,
D) be a symmetric encryption scheme. Let AE be an adversary for IND-CPA.
ApDis composed of a find-stage algorithm A’and a guess-stage algorithm A5! Let
| be a security parameter and s be state information. A specification for the
experimental algorithm is as follows.

Experiment CpaExpg‘CdSCﬁ,.p;g(l)
K < r K(I)
(Mo, My, s) — AP<O (| find)
b «r {0,1}; ¢ « Ex(my)
b9 AE<O)(1, guess, mo, my, ¢, s)
if bY¥=b return 1 else return 0

Now let Succisrgsﬁﬂp;g(l) def 2Pr[CpaExpiSrgjs$ﬁ,|p;E(l) = 1] — 1. Then an advan-

tage function of IND-CPA for symmetric encryption is defined as follows.
ind— def ind—
AdVISnCsYﬁ,,pa(Lt, 0e) e n}l%x{succlsrésvﬁnp‘;g(n},

where the maximum is taken over all ApD with execution time t and ge denotes
the number of queries to the encryption oracle, made by AE during the attack.
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We say SC5™™ is IND-CPA secure if Advie P2(1, 1, qe) is a negligible function
in | for any adversary ApDWhose time complexity is polynomial in I.

3.2 Security Notion for Unforgeability of Signcryption

Following the security notion for unforgeability of signcryption formalized in
[21], we define unforgeability of the signcryption scheme SC. Since signcryption
o Lers non-repudiation for the sender Alice, it is essential that even the receiver
Bob cannot impersonate Alice and forge valid signcrypted texts from Alice to
himself. To ensure that our proof of unforgeability covers this aspect, we allow
the forger in our attack model to have access to Bob’s private key as well as the
corresponding public key. A formal definition is as follows.

Definition 5. An experiment of forgery for SC is realized by the following pro-
cedure that takes as input a security parameter k = [p| [N

cma

Experiment ForgeExpsc & (K)
tpsc « COM(K)
Pick G : {0,1}~L {0, 1} at random
Pick H : {0,1}"L. Z/qZ at random
(YA, Xa) <r Ka(k, cpsc)
(Y8, XB) <R Ka(K,Cpsc)
if FOMSClveO(ya, v, xa) outputs (m, C) such that
(1) uscsi (C)=mand
(2) m was never queried to SCST ()
return 1 else return 0
Now let SuccgdE (k) dlef Pr[ForgeExpgc & (k) = 1]. Then an advantage function
of F can be defined as follows.

AdVEZ (K, t,dg, Gn, 8s) € max{SuccgZ ()},

where the maximum is taken over all F with execution time t and at most qg,
gn and gsc queries to the random oracles G, H and the signcryption oracle SC,
respectively, made by F. We say SC is existentially unforgeable against adaptive
chosen message attack if Advera(k, t,dg, dn, dsc) is a negligible function in k for
any forger F whose time complexity is polynomial in k (Also, its queries are

polynomial in k).

4 Security Reductions

4.1 Confidentiality of Signcryption

In this section, we provide a proof of a security reduction that signcryption
is FUO-IND-CCAZ2 secure in the random oracle model, relative to the GDH
problem. We show that an adversary Aggn using an adaptive chosen ciphertext
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attacker A. as a subroutine can solve the GDH problem. We assume that A.
is given the signcryption oracle and the flexible unsigncryption oracle described
in the previous section. Note that the confidentiality of signcryption against
adaptive chosen ciphertext is relative to the GDH problem. This is because,
with the help of DDH oracle, the signcryption and unsigncryption oracles are
successfully simulated. Now we state the results as a following theorem.

Theorem 1. If the GDH problem is hard and the symmetric encryption scheme
SCYM in signcryption SC is IND-CPA secure, then SC is FUO-IND-CCA?2 se-
cure in the random oracle model. Concretely,

AdeSuCO_ind_ccaz(ki t! qga th q801 qUSC)

QSC(QQ +0n + 1) + Qusc
2lq(k)—1

where k and | denote the security parameters, t denotes execution time for FUO-
IND-CCAZ2 adversaries, gsc and qusc denote the number of queries to the sign-
cryption and the unsigncryption oracles, respectively. Here, t; = O(t + timeg +
timep, + timese + timeysc) and tp = O(ty), where timeg (= O(qg + 1)), timen (=
O(g2 + 1)), timesc(= O(k®)) and timeysc(= O(K® + Gusc)(dg + Gn + timeg))
denote the simulation time for the random oracles G and H, the signcryption
and the unsigncryption oracles, respectively. Here, timeq is simulation time
for the symmetric decryption function D. Also, gggn denotes the number of
queries to DDH oracle made by the adversary for the GDH problem and sat-
isfies gaanh = O(dg + dh + Qusc)-

< 4AdVENT (K, 1, Gaan) + Advieri (1, t2,0) +

Proof 1. Suppose that k(= |p|) is a security parameter. Let p and q be primes
such that g|(p — 1) and g be element of order q. Let X = g*modp and Y =
g*® mod p. Now we construct an adversary Aggn that given (k,p,q,9,X,Y),

computes the Di [e-Hellman key K% x*e mod p with the help of a Decisional
Di [e-Hellman (DDH) oracle DDHg(:, -, -), using FUO-IND-CCAZ2 adversary Ac.
By definition, A consists of a find-stage algorithm A; and a guess-stage algo-
rithm A,.

Beginning of the Simulation. At the beginning of the simulation, Agdn
chooses a random string o ~or G(kY)! (Note that Agqn does not know the Di [e=1
Hellman key k™at this stage.) Then, Aggn chooses random strings r~and s™!
from Z/qZ and sets (Xg_rLstileod p as Alice’s public key ya. Also Aggn sets
ye =Y.

Simulation of Guess Stage and End of the Simulation. When A; outputs
two plaintexts mg and m; after asking queries to the random oracles and sign-
cryption/unsigncryption oracles during the find-stage, Aggn chooses b [{D, 1} at
random, computes ¢=% Eqc(my). Then it answers A; with (c5 555! When A,
outputs a bit b™as its guess after asking queries to the random oracles and sign-
cryption/unsigncryption oracles during the guess-stage, Agan returns Kk =Which
is a guess for the Di [e=Hellman key X*® mod p and is a preimage of o™’
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Simulation of the Random Oracles. If A; or A, makes a query K to its ran-
dom oracle G, Aggn runs a random simulator G-sim specified below and forwards
the answers to A; or A,. Note that two types of “query-answer” lists LS and LS
are maintained for the simulation of the random oracle G, i.e., L® = LS [L§.
The list LS consists of simple input/output entries for G of the form (kj, Ti),
where i [NL But the list LS consists of special input/output entries for G which
are of the form w;i||(?,Ti) and implicitly represents the input/output relation
G(w}® mod p) = Tj, although the input w;® is not explicitly stored and hence
is denoted by ‘?’. New entries are added to LS by either signcryption or unsign-
cryption oracle simulators, which will be specified.

Meanwhile, if Ay or A, makes a query p to the random oracle H, Aggn runs
another random oracle simulator H-sim and answers A; or A, with the output
of H-sim taking H as input.

Similarly to G-sim, the simulator H-sim also makes use of two input/output
lists LY and LY. The list LY consists of simple input/output entries for H of the
form (ui, ri). The list LY consists of special input/output entries for H which
are of the form w;||(m;||bind;||?, Ti) and implicitly represents the input/output
relation H(m;|[bind;||ki) = Ti, where K; = ®;® mod p is not explicitly stored and
hence is denoted by ‘?’. New entries are also added to LY by either signcryption
or unsigncryption oracle simulators. Now we provide complete specifications for
G-sim and H-sim.

G-sim(L®, k) H-sim(LH, p)
if DDHg(X,yg,K)=1 Parse p as m|[bind||K,
then return NULL where K is the rightmost k
else if DDHg(wi,ys,K)=1 bits of p
for some w;||(?, ;) CLk if DDHg(X,yg,K) =1
then return Tj then return NULL
else if K = K; for some else if DDHy(wi,ye,K) =1
(ki, Ti) CLF then return T;| and m||bind = m;||bind; for some
else Tj —g {0,1} i||[(m;l[bind;||?), ri) CLY
then return Tj; then return r;
Ki < K; Put (K;, T;) into L else if U = ; for some
(Ui, ri) LK then return r;
else rj « Z/qZ then return rj;
Mi « W Put (i, ri) into LY

Simulation of the Signcryption Oracle. When A; or A, makes a query m
to its signcryption oracle SC, Aggn runs a signcryption oracle simulator SC-sim,
gets a result from SC-sim and forwards a answer to A; or A,. A specification
for SC-sim is given as follows.

SC-sim(LS, LY, ya,ys, m)
T «r {0,1}; ¢ « E¢(m)
r «r ZI9Z; s —r ZI4Z
® — (Yag")® mod p
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bind—% yallys

Wi « W Tj <« T;Mj « M, Fj <
Put w;||(?, T;) into LS

Put (m;||bind5f?, r;) into LY

C < (c,r1,9)

return C

Simulation of the Unsigncryption Oracle. When A; or A, makes a query
C,ya (the flexible public key chosen by the A.) to its unsigncryption oracle
USC, Agan runs a unsigncryption oracle simulator USC-sim, gets a result from
the USC-sim and forwards a answer to A; or A,. The following is a complete
specification of USC-sim.

Usc-sim(L®, L", X,ya,ys,C)

Parse C as (¢, r,5S)
® < (Yag")® mod p
if w = X return NULL
bind — yallye
if there exists (Kj, Ti) [CLF such that DDHg(w,ygs, Ki) = 1 or
there exists w;||(?,T;) CLE such that w = w;

then TH< T
else

g {0,1}; 0 « @; T « T Put w;]|(?,T;) into LS
m « Dr{c)
if there exists (Ui, ri) [} such that DDHg(w,ye, Ki) =1,
where 4j = mj||bindj||K; and K; denotes k rightmost bits of ;
or there exists w;||(m;|[bind;||?, r;) CL} such that w = w;,
m = m; and bind = bind; for some r;

then rYc r;
else

Wj « W; Mj « m; bind; < bind

rY—r Z/9Z; ri < r5 Put wi]|(m;||bind;||?, r;) into LY
if r = rthen return m
else return NULL

Putting It All Together. A complete specification of the adversary Aggn is
described as follows. Let s be state information.

Adversary Agan(k,p,q,9,X,Y)

r~L s 2/9Z; s\ g Z/9Z
ya « (Xg7"'s)smmod p; yg « Y; athg {0,1}'; bind™L yallys
Run A;(k, find,ya,yg), using G-sim, H-sim, SC-sim and USC-sim
to simulate answers to queries made by A; to its oracles

if A; queries K to G such that G-sim(k) = NULL

abort and return K
if A; queries U to H such that H-sim(u) = NULL
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abort and return K, where K is the k rightmost bits of p
A;s(k, find, ya, ys) outputs (mg, my,s)
b «r {0,1}; ¢+ Eqrfmy); C—=- (c5HESY
Run A;(k, guess, mg, m¢, C5Ya, ye, s), using G-sim, H-sim,
SC-sim and USC-sim to simulate answers to
queries made by A; to its oracles
if A, queries K to G such that G-sim(k) = NULL
abort and return K
if A, queries p to H such that H-sim(p) = NULL
abort and return K, where K is the k rightmost bits of p
A, (K, guess, mg, m1, C5da, B, S) outputs b™
return K-

Analysis. Now we analyze our simulation. We consider A;’s execution in both
the real attack experiment (real) and the GDH attack experiment (sim). Below,
we define an event called Bad, which causes the joint distribution of A;’s view to
di[edin experiment sim from the distribution of A.’s view in experiment real.

For all outcomes of experiment real except those in the event Bad, A.’s view
is distributed identically in experiments real and sim. Hence, outcomes in the
complementary event —Bad of real have the same probability in experiment sim,
and in particular:

Pr[A. wins [(=Bad]sim = Pr[Ac; wins [=Bad],ea)
2 Pr[Ac Wlns]rea| - Pr[Bad]rea|

11 ind—
=5+ EleccfS“Cf{A'jd ©@2(k) — Pr[Bad]year (1)

Now we define an event GDHBrk in the experiment sim as follows:

— GDHBrk: A; asks the Di [e-Hellman key k=% X*& mod p to G-sim or A,
asks p~to H-sim such that k5 ‘where ks the k rightmost bits of pu"-

Observe that if GDHBrk occurs then Aggn will return the correct solution ko
the GDH instance that it is trying to compute. Hence, splitting Pr[A; wins [
—Bad]sim = Pr[Ac wins [=Bad LGDHBrK]sjm + Pr[A; wins [(=Bad [=EDHBrK]sim

< Succg‘g’ﬁr’kgdh (k) + Pr[A; wins [(=Bad [=GDHBrk]sim, and substituting in ()
we get:

SUCCENH A (K) + Pr{Ac wins [=Bad [=BDHBrk]sim =

1 1 ind—
5+ ESuccfS"ccfA'C”d a2 (k) — Pr[Bad]eal- )

Since Pr[Bad]real = Pr[Bad [(4GDHBrk LGIDHBrK)]yca < Pr[Bad [=GDHBrK] ea)
+ Pr[GDHBIK]ea1 < Pr[Bad [=GDHBrK] ear + Succg‘gﬁr’kgdh (k), we have

2SUCCESH Ayn (K) + PI[A; wins [=Bad [=GDHBrK]sim =

1 1 ind—
5+ ESuccg’C‘{A'C”" cca2 (k) — Pr[Bad [=BDHBrK]real.  (3)
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In the remaining part of the proof we upper bound two terms in (@) as follows:

+qn + 1)+
Pr{Bad [=BDHBIK]ea < 2% . ) + Gusc @

and
- - 1 1 ind—cpa
Pr[A. wins [=Bad [=GDHBrK]sim < 3 + EAdvsCSYM (I,t2,0) 5)

The advantage bound claim of the theorem follows upon substitution of (@)
and @) in @), and taking maximums over all GDH adversaries with the appro-
priate resource parameters. The running time counts can be readily checked.
Hence it remains to establish the bounds (@) and (&), which will be done below.

First, to establish (4)), we upper bound the probability Pr[Bad L=EDHBrK] ea
of outcomes when the view of A, during the real attack dilerk from its view
during the simulation. It is easy to see that the inputs to A. are identically
distributed in both real and sim. But errors can occur in simulating answers
to A.’s queries to its oracles G, H, SC and USC. Accordingly, we split Bad [
—~GDHBrk = GBad [CHBad [USCBad [CSTBad into a union of bad outcomes in
simulating each of the oracles. We bound each as follows and then add up the
bounds using the union bound.

Signcryption Oracle Simulation Error. Notice that the signcryption oracle sim-
ulator chooses r and s independently and uniformly in Z/qZ and t indepen-
dently and uniformly in {0,1}! and, then (defining w = (yag")® mod p and
K = w*® mod p) forces the following input-output pairs for the random oracles
G and H: G(k) =t and H(m||bind(= yallys)||K) = r. Due to randomness of the
random oracles, this results in the same signcryptext distribution in sim as in
real, if the images of H and G at the above points have not already been fixed
due to earlier queries. But outcomes in real when the input to H or G has already
been fixed cause a simulation error in sim.

Let (€, TF,5) denote an output of the real signcryption oracle for each single
query M. Namely, (¢, 7,3) = (Ex(M), H(r’ﬁ||bind||y§ mod p), X/ (F + xa) mod q),
where T = G(yX mod p). Now we define the following events.

— E:y§ mod p C0®)in CT0M]ino XK= yg mod p)}.
Here, [L®]in is a set of all the inputs to the random oracle G, which exists in the
list L®. Also, [LM]in0is a set of all rightmost k bits of the inputs which exists in
the list LH. Thanks to uniform distribution of yX mod p in the group, we have
Pr[E]real < ququ(rgl for each signcryption oracle query.
Since there are up to gsc signcryption queries, the total probability of out-
comes in real leading to signcryption oracle simulation error is bounded as:

1
+0q,+1
Pr[SCBad]sqscm . (6)

H-Simulation Error. The only event which can cause an error in simulating the
random oracle H is the GDHBrk. Since HBad [ =GDHBrk, we have Pr[HBad] = 0.
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G-Simulation Error. Thanks to the fixed-input DDH oracle available to Aggn,
the random oracle G is perfectly simulated for any query, hence we have we have
Pr[GBad] = 0.

Unsigncryption Oracle Simulation Error. Let USCBad be an event that unsign-
cryption simulation error occurs during the execution of A;. Then we will bound
USCBad [=BCBad. Note that (USCBad [=BCBad) [=BCBad and (USCBad [1
—SCBad) [C3GDHBrk since USCBad [3GDHBrk. Note also that the event
USCBad [=BCBad is specified as follows.

— USCBad [=BCBad: A queries signcryptext (Ypad, Cbad, MNvad: Sbad) t0 the un-
signcryption oracle USC such that

(U.1) wpag = X, where wpag = (Ypadg2d)3rad mod p and
(U.2) k= X>*e mod p) ¥ L§, [L} -and

(U.3) Tbag = H(Mpad|lybaallye|lk")'and

(U.4) Mpadllybaallys k=& mpllyallys|lk™

We remark that if (U.1) does not occur then there is no di [erknce between USC
and USC-sim. Also (U.2) must hold, otherwise SCBad or GDHBrk happens. (U.3)
must occur or else both USC and USC-sim reject (namely, there is no di Lerknce
between USC and USC-sim). Finally, we establish (U.4) in the following claim.

Claim 1: Mpagllybaallysllk =& my|lyallys|lk='i.e. the query to H by the
unsigncryption oracle during unsigncryption of (Ypad, Chad: Fbad, Sbad) iS hot the
one used to create rin the challenge signcryptext (ya,c5 555!

proof: Suppose the contrary, i.e. that Mpag||Yoadl|Ys||K = Mpllyallys||k. Then
we have: (C.1) Yhaa = Ya and (C.2) Mpag = DgrChag) = Darch)' = my,
and (C.3) rpag = r~lsing (U.3) above. From (C.2) and the assumption that
Dq(+) is one-to-one for any key a, we have (C.4) chaq = c-Finally, since
Whad = (Ypagg™ad)Svad modp = X = (yAgrh)gﬁmod p, then using (C.1) and
(C.4) and the fact that yAgr':g > has order q (since Ord(g) = q is prime),
we conclude that spag = s™Pod g and since (Ypad, Cbad, Mbad, Sbad) Was accepted,
Spad [A/9Z so (C.5) Spag = S. Combining (C.1), (C.3), (C.4), and (C.5), we
arrive at the conclusion that (Ypad, Cbad: Fbad, Sbad) IS equal to the challenge sign-
cryptext, which is impossible since A. is not allowed to query the challenge. [—1

For each signcryptext (Ypad, Cbad, Mvad: Sbad) queried to USC, Pr[(U.3)|(U.1) [
(U.2) [(U.4)]real = 505 because H(kpag) is uniformly distributed in Z/qZ and

independent of ryaq, where ppag def Mpad||Ybaallye ||k hence Pr[(U.1) [{W.2) 1

(U-3) IZI]J-A')]I’eaI = 2@%-
Since A makes up to qusc queries to USC we obtain

Pr[USCBad TSBCBad]req) < US| @
2la(k)
Adding up () and () we obtain the desired bound ().
To complete the proof it remains to deduce the second bound (&) on the
probability Pr[A. wins [=Bad [=GDHBrk]sim. We do this by constructing an
adversary AE against the IND-CPA of the symmetric encryption scheme SCSYM
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used in the signcryption scheme, and show that its probability of winning the
‘IND-CPA’ experiment simis at least Pr[A; wins [=Bad [=IGDHBIK]sim.

Now we construct the adversary Aj'= (AL A5) using Agan (which in turn
makes use of the adversary A. to achieve its goal). Let s"be state information.
Now a specification follows.

Adversary AL{l, find)
Find k corresponding to |
rL g Z/9Z; s“L g Z/9Z; X < r Z/9Z; X < g* mod p
ya < (Xg~"")srmod p; xg «r Z/9Z; yg — g*® mod p
Run A;(k, find,ya,Ys), using G-sim, H-sim, SC-sim and USC-sim
to simulate answers to queries made by A; to its oracles
if A; queries K to G such that G-sim(k) = NULL
abort and return K
if A; queries u to H such that H-sim(u) = NULL
abort and return K where K is the k rightmost bits of p
Ax(k, find, ya, ys) outputs (mg, my,s)
sP s|IklIr s yallys ILeIL"

return (Mg, My, Sq

Outside the view of AE, a random bit b D, 1} and a random key a [{D, 1}'
are chosen and ¢~ Eq(my) is computed. Then (mo, my,c538Y is provided as
an input to A5

Adversary A5{l, guess, mg, my, c,sb
Retrieve s||K||r "HsHyallys|ILC||L" from s
C™L cHfrffs™
Run A, (k, guess, mg, m1, C 5, ¥, C55), using G-sim, H-sim,
SC-sim and USC-sim to simulate answers to
queries made by A; to its oracles
if A, queries K to G such that G-sim(k) = NULL
abort and return K
if A, queries U to H such that H-sim(u) = NULL
abort and return K where K is the k rightmost bits of p
A, (K, guess, (Mg, m1), C5Ya, yg,s) outputs b™

return b

Now observe the following properties of A5: (P.1) Aj'makes no queries to its
symmetric encryption oracle. (P.2) If event A; wins [(=Bad [ =GDHBrk occurs,
then A.’s view is identical in both sim and simY(P.3) If A, wins [=Bad [
—~GDHBrk occurs in sim~then Ag'wins.

Combining (P.1), (P.2) and (P.3) we get the desired bound Pr[A. wins [

~Bad [=8DHBrKsim = 3 +3SUCCavmt L) = 3 +3AdVGerit (1, 2, 0), which

establishes (&) and completes the proof. 1
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4.2 Unforgeability of Signcryption

In this section, we state our results on unforgeability of signcryption. Due to lack
of space, all the proofs for showing signcryption SC is existentially unforgeable
against adaptive chosen message attack [12] are omitted in this version of the
paper. The basic idea of proofs is to use the ID reduction technique [15].

Theorem 2. If the signcryption scheme SC is forged with gs, gg and gn queries
to the signcryption oracle SC and the random oracles G and H, respectively,
within execution time t, then the discrete logarithm of the sender’s public key
Ya = g%~ mod p can be found with the following bound.

.
AAVETA(K, 1, g, Gn, Gsc) < 20 AdVERN (K, t1 2 +

1
2la (k)

where execution time t=%= O(t + timeg. + time, + time.). Note that timeg. is
the simulation time of gsc signcryptexts time, and time. and denote the time
for verification in IDSC which is an identification scheme derived from SC and
the calculation time of x mod q, respectively.

5 Conclusions

We have proved the confidentiality of Zheng’s original signcryption scheme with
respect to a strong well-defined security notion similar to the well known ‘IND-
CCA2’ notion defined for standard public-key encryption schemes. Our confi-
dentiality notion is even stronger than the direct adaptation of ‘IND-CCA2’ to
the setting of signcryption, since we allow the attacker to query the signcryption
oracle, as well as the unsigncryption oracle. We have also proved the unforgeabil-
ity of signcryption in a strong sense, nhamely existential unforgeability against
adaptive chosen message attack. Currently we are working on strengthening our
confidentiality result even further by allowing the attacker to have ‘flexible ac-
cess’ to the signcryption oracle, i.e., the ability to specify an arbitrary recipient’s
public key in signcryption queries. We will call this new model Flexible Signcryp-
tion Oracle (FSO)-model. We are also working on extending results presented in
this paper to prove the security of various other signcryption schemes proposed
in [21] and [25]. We leave technical details for the on-going work to future papers.
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Abstract. The concept of partially blind signatures was first introduced
by Abe and Fujisaki. Subsequently, in work by Abe and Okamoto, a prov-
ably secure construction was proposed along with a formalised definition
for partially blind schemes. The construction was based on a witness in-
distinguishable protocol described by Cramer et al. and utilises a blind
Schnorr signature scheme.

This paper investigates incorporating the restrictive property proposed
by Brands into a partially blind signature scheme. The proposed scheme
follows the construction proposed by Abe and Okamoto and makes use
of Brands’ restrictive blind signature scheme.

1 Introduction

Blind signature schemes were first introduced by Chaum [9] and allow a recipient
to acquire a signature on a message m without revealing anything about the
message to the signer. One of the first applications for blind signatures was
in the area of electronic cash. However, the complete lack of control over the
message being signed makes tasks such as including expiry information in the
blind signature di Ccult. The signer cannot rely on the recipient to include any
specific information in the blindly signed message. The typical solution to this
di Cculty has been to associate dilerent signing keys with dilerkent classes of
messages. This is undesirable as it leads to a proliferation of signing keys and a
potential verifier must have access to all possible active certified keys.

In the context of electronic cash schemes based around the use of blind sig-
natures, the specific problems arise because of the need to expire coins as well
as the need to clearly nominate the denominational value of each coin. Practical
schemes must allow exact payments and therefore usually accommodate coins
of varying denominations. In addition, blindly issued coins require the bank to
maintain a database of previously spent coins in order to detect double-spending.
Without any extra measures, the size of the database would increase indefinitely
over time and this would reduce the cost-e [edtive and e [cieht operation of the
database. In order to contain the size of the database, ‘old’ spent coins need
to be removed after an appropriate amount of time. Thus, a coin must have an
expiry date after which it is no longer acceptable in a payment transaction.

D. Naccache and P. Paillier (Eds.): PKC 2002, LNCS 2274, pp. 99-{114] 2002.
€_Springer-Verlag Berlin Heidelberg 2002
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A partially blind signature scheme allows a signer to produce a blind signa-
ture on a message for a recipient and the signature explicitly includes common
agreed information which remains clearly visible despite the blinding process.
Abe and Fujisaki [2] first introduced the concept in response to the need for the
signer to regain some control over the signatures produced by a blind signature
scheme. When used in electronic cash scheme design, the common agreed in-
formation allows expiry date and denominational information to be included in
the blind signature while requiring that the verifier has access to only a single
certified public key.

Early papers on the construction of partially blind signatures [1/13] based
around Schnorr, DSS and Nyberg-Rueppel schemes concentrated on withstand-
ing parallel algebraic attacks [?]. More recently, Abe and Okamoto [3] described
a provably secure partially blind signature based on a witness indistinguishable
protocol using blinded Schnorr signatures [15] as a building block.

However, the previously published partially blind signatures lack the restric-
tive property. Restrictive blind signature schemes were proposed by Brands [5]
and allow a recipient to receive a blind signature on a message not known to the
signer but the choice of message is restricted and must conform to certain rules.
In practical applications such as Brands’ cash [56], the signer is assured that the
recipient’s identity is embedded in some sense in the resulting blind signature.

While Brands’ cash has received wide attention for its ability to detect and re-
veal the identity of double-spenders, it also possesses another property — transfer-
resistance. That is, the spender of a coin must have access to the private key of
the customer who withdrew the coin in order to spend it. This discourages the
transfer of coins from one user to another as the withdrawing user must reveal
private key information if another user is to spend the coin. Transfer-resistance
is a useful tool in discouraging illegal activities such as money laundering and
blackmail.

Main Contribution: Since Brands’ cash remains an important building block
in several cash schemes [714/14], it is relevant to consider ways of incorporating
the property of partial blindness into Brands’ restrictive blind signature scheme.
Pointcheval [16] and Abe-Okamoto [3] have constructed security arguments for
blind signatures based on witness indistinguishable protocols. Using the tech-
niques proposed by Abe and Okamoto [3], we utilise a witness indistinguishable
protocol to create a restrictive partially blind signature scheme with provable se-
curity. In the process, we introduce a multiplicative variant of the blind Schnorr
signature, which to the authors’ knowledge has not previously been published.
We also utilise multiplicative (rather than additive) secret sharing in the con-
struction of the witness indistinguishable protocol.

Organisation of the Paper: Section [Z] describes the basic definitions associ-
ated with partially blind signatures while section 3 reviews both Schnorr [L7] and
Chaum-Pedersen [8] protocols in connection with the Cramer et al. construction
for witness indistinguishable protocols. Section @] discusses blinding operations
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for both the Schnorr and Chaum-Pedersen protocols. A restrictive partially blind
signature is presented in section Bland its security is discussed in section

2 Definitions

We follow the definitions provided by Abe and Okamoto [3] which have been
adapted for partially blind signatures from the security definitions of Juels, Luby,
and Ostrovsky [12].

In the context of partially blind signatures, the signer and the user are as-
sumed to agree on a piece of common information, denoted by info. It may
happen that info is decided by the signer; in other situations, info may just
be sent from the user to the signer. This negotiation is considered to be done
outside of the signature scheme. Abe and Okamoto [3] formalize this notion by
introducing a function Ag which is defined outside of the scheme. Function Ag is
a polynomial-time deterministic algorithm that takes two arbitrary strings infos,
and info,, that belong to the signer and the user, respectively, and outputs info.
To compute Ag, the signer and the user will exchange infog and info, with each
other. If the signer is allowed to control the selection of info, then Ag is defined
such that it depends only on infos. In this case, the user does not need to send
infoy.

Definition 1 (Partially Blind Signature Scheme). A partially blind signa-
ture scheme is a four-tuple (G, S, U, V).

— G is a probabilistic polynomial-time algorithm, that takes security parameter
k and outputs a public and secret key pair (pk, sk).

— S and U are a pair of probabilistic interactive Turing machines each of which
has a public input tape, a private input tape, a private random tape, a private
work tape, a private output tape, a public output tape, and input and output
communication tapes. The random tape and the input tapes are read-only,
and the output tapes are write-only. The private work tape is read-write. The
public input tape of U contains pk generated by G(1X), the description of Ag,
and info,. The public input tape of S contains the description of Ag and
infos. The private input tape of S contains sk, and that for U contains a
message msg. The lengths of infog, info,, and msg are polynomial in k. S
and U engage in the signature issuing protocol and stop in polynomial-time.
When they stop, the public output tape of S contains either completed or not-
completed. If it is completed, then its private output tape contains common

information info. Similarly, the private output tape of U contains either [

or (info, msg, sig).
— V is a (probabilistic) polynomial-time algorithm. V takes (pk, info, msg, sig)
and outputs either accept or reject.

Definition 2 (Completeness). If S and U follow the signature issuing proto-
col, the signature scheme is complete if, for every constant ¢ > 0, there exists a
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bound kg such that S outputs completed and info = Ag(infos, infoy) on its proper
tapes, and U outputs (info, msg, sig) that satisfies

V (pk, info, msg, sig) = accept

with probability at least 1 — 1/k® for k > ko. The probability is taken over the
coin flips of G, S and U.

A message-signature tuple (info, msg, sig) is considered valid with regard to
pk if it leads V to accept. We define the partial blindness property as follows.

Definition 3 (Partial Blindness). Let Uy and U; be two honest users that fol-
low the signature issuing protocol. Let S “play the following game in the presence
of an independent umpire.

1. (pk,sk) < G(1%).

2. (msgo, msgy, infoy,, infoy,, Ag) — STAK, pk, sk).

3. The umpire sets up the input tapes of Up, U; as follows:

— The umpire selects b [r1{0,1} and places msg, and msg;—, on the
private input tapes of Uy and Uy, respectively. b is not disclosed to S™

— Place info,, and info,, on the public input tapes of Uy and U; respectively.
Also place pk and Ag on their public input tapes.

— Randomly select the contents of the private random tapes.

4. S™kngages in the signature issuing protocol with Uy and U, in a parallel
and arbitrarily interleaved fashion. If either signature issuing protocol fails
to complete, the game is aborted.

5. Let Up and U; output (infog, msgy, sigy) and (info;, msgi—p, Sig1—p), respec-
tively, on their private tapes. If infog & info; holds, then the umpire pro-
vides S™ith the no additional information. That is, the umpire gives [
to SYIf infog = info; holds, then the umpire provides S™with the addi-
tional inputs {sigp, Sig1—p} ordered according to the corresponding messages
{msgo, msg1}.

6. STbutputs bW, 1}. The signer S vins the game if bP=h.

A signature scheme is partially blind if, for every constant ¢ > 0, there exists a
bound kg such that for all probabilistic polynomial-time algorithm S &S Sutputs
bY= b with probability at most 1/2 + 1/k¢ for k > ko. The probability is taken
over the coin flips of G, Ug, Uy, and S™

Definition 4 (Unforgeability). Let S be an honest signer that follow the sig-
nature issuing protocol. Let U ~play the following game in the presence of an
independent umpire.

1. (pk,sk) « G(1M).

2. Ag — ULk).

3. The umpire places sk, Ag and a randomly taken infog on the proper input
tapes of S.
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4. U™bngages in the signature issuing protocol with S in a concurrent and
interleaving way. For each info, let gk, be the number of executions of the
signature issuing protocol where S outputs completed and info is on its output
tapes. (For info that has never appeared on the private output tape of S,
define Gk = 0.)

5. U Mdutputs a single piece of common information, info, and gk, +1 signatures
(msgs, sig1), ..., (MSYry,+1, Si0G, +1)-

A partially blind signature scheme is unforgeable if, for any probabilistic
polynomial-time algorithm U ™that plays the above game, the probability that
the output of U =Satisfies

V (pk, info, msgj, sigj) = accept

forall j =1,..., Gk + 1 is at most 1/k® where k > ko for some bound kg and

some constant ¢ > 0. The probability is taken over the coin flips of G, S, and
ut?

The following definition of a restrictive blind signature is due to Brands [g].

Definition 5 (Restrictiveness). Let msg be message such that the receiver-
knows a representation (ai,...,ax) of msg with respect to a generator-tuple
(91, ---,0k) at the start of a blind signature protocol. Let (by, ..., bk) be the repre-
sentation the receiver knows of the blinded number msg™of msg after the protocol
has finished. If there exist two functions 1; and I, such that

|1(a’ ...,ak) = |2(b1,...,bk),

regardless of msg and the blinding transformations applied by the receiver, then
the protocol is called a restrictive blind signature protocol. The functions I; and I,
are called blinding-invariant functions of the protocol with respect to (g, ..., gk)-

3 Witness Indistinguishable Protocols

The Okamoto-Schnorr identification protocol is a well known example of a wit-
ness indistinguishable protocol. Informally, a proof of knowledge is witness in-
distinguishable if the verifier cannot tell which witness the prover is using even
if the verifier knows all possible witnesses [11]. Pointcheval [16] has presented se-
curity arguments for the blind Okamoto-Schnorr signature scheme. The witness
indistinguishable property is necessary in order to prove security. Abe-Okamoto
[3] have constructed security arguments for a partially blind signature scheme
based on a witness indistinguishable protocol. We also seek to use a witness
indistinguishable protocol as the basis for a provably secure scheme.

Cramer, Damgard, and Schoenmakers [10] presented a method for construct-
ing witness indistinguishable protocols by combining suitable three-move proofs
of knowledge with a compliant secret sharing scheme. In particular, the proofs of
knowledge must possess the special soundness and special honest verifier zero-
knowledge properties. A proof of knowledge has special soundness if, given two
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transcripts of the protocol which share a common commitment, a witness can
be computed in polynomial time. A protocol is honest verifier zero-knowledge
if there is a simulator which produces conversations that are indistinguishable
from real conversations between the honest prover and the honest verifier. Spe-
cial honest verifier zero-knowledge requires that there is a procedure that can
take any challenge as input and produce a conversation indistinguishable from
the space of all conversations between the honest prover and honest verifier that
involve this challenge.

As an example of the construction, Cramer, Damgard, and Schoenmakers
[10] presented a proof of knowledge of d out of n secrets using Schnorr’s protocol
as the basic proof of knowledge and a ‘matrix’ method for the secret sharing
scheme. It is this scheme (with d =1 and n = 2) that Abe and Okamoto [3] use
to construct a provably secure partially blind signature scheme. Note that the
secret sharing scheme is reduced to a simple additive scheme where both shares
sum to give the secret.

While Cramer, Damgard, and Schoenmakers [10] concentrate on a construc-
tion which utilises several instances of the same proof of knowledge, they note
that it is also possible to combine instances of di [erent proofs of knowledge. In
this paper, we will combine a Schnorr proof of knowledge of a discrete log [17]
with a Chaum-Pedersen proof of equivalence of discrete logs [8]. With this in
mind, we now review both the Schnorr and Chaum-Pedersen schemes with par-
ticular focus on the special soundness and special honest verifier zero-knowledge
properties.

3.1 Schnorr’s Proof of Knowledge of a Discrete Log

Let two primes p and q be given such that q divides p — 1 and let g pEbe
an element of order . The group generated by g is denoted by Gq. The private
key is X q‘:énd the public key is (p,q,9,y) where y = ¢g*. The underlying
identification protocol is as follows:

— The prover chooses r [r T, at random and computes a = g". The commit-
ment value, a, is sent to the verifier.

— The verifier chooses a random challenge ¢ [r %, and sends it to the prover.

— The prover sends back the response s =r +c¢x mod g.

— The verifier accepts the proof if and only if a = gSy~°.

Special Soundness: Let (c,s) and (c5'sY be two signatures that are derived from
the same commitment a. Then, the witness x can be found by observing that

a = gSy ¢ = ¢5'y~ 'which implies that

S—SD
y =ge—<"=g* and so
_

X = S mod
c—clt a-
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Special Honest Verifier Zero-knowledge: A simulator can generate transcripts of
the Schnorr protocol as follows:

— Select ¢F's” g g
— Calculate a“= gS'y—¢

[
The transcript (a5 c5sT satisfies a”= gs'y—¢ by construction and is statistically
indistinguishable from actual protocol transcripts.

3.2 Chaum-Pedersen Signature

We review the Chaum-Pedersen [8] protocol and properties. Let two primes p
and g be given such that g divides p—1 and let g EZLq)e an element of order
. The group generated by g is denoted by Gq. The private key is x I:Zq‘:‘and
the public key is (p, q, 9, y) where y = g*. The underlying identification protocol
(utilising a message m) is as follows:

— The prover chooses r [r ¥, at random and computes (z, a,b) = (m*,g", m").
The tuple (z,a,b) is sent to the verifier.

— The verifier chooses a random challenge ¢ [r ¥, and sends it to the prover.
— The prover sends back the response s =r +cx mod g.
— The verifier accepts the proof if and only if a =gy~ and b = msz™°.

Special Soundness: Let (z,c,s) and (z,c5'sY be two signatures that are derived
from the same commitment a. Then, the witness x can be found by observing
that

a = g5y ¢ = g5’y which implies that

S—SD X
y = ge—e='= g™ and so
—cU

X = STS mod
c—ct a

Special Honest Verifier Zero-knowledge: A simulator can generate transcripts of
the Chaum-Pedersen protocol involving a message m as follows:

— Select z5cHs" R
[}

— Calculate a"= gS'y—¢
_ Calculate bP= (m)* (z3~¢"

The transcript (zZa5b5cTs satisfies a”= gs'y—¢"and b™= (m)* (z3° by con-
struction and is statistically indistinguishable from actual protocol transcripts.
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4 Blinding Techniques

In this section, we review the blinding techniques which may be applied to the
Schnorr [I7] and Chaum-Pedersen [8] protocols. As detailed below, the standard
blinding of the challenge for the Chaum-Pedersen protocol is multiplicative in
nature. The usual blind Schnorr protocol [I5] uses an additive blinding of the
challenge. Since our aim is to combine these two types of proof of knowledge
to form a witness indistinguishable protocol which we can subsequently blind,
we need blinding operations which are consistently either additive or multiplica-
tive. To this end, the blinding of the Schnorr protocol outlined below uses a
multiplicative (rather than the more usual additive) blinding of the challenge.

4.1 Brands’ Restrictive Blind Signature

The restrictive blind signature scheme described in this section is derived from
the Chaum-Pedersen scheme [8] described in section and is Brands’ original
restrictive blind signature scheme [56].

Let g be a generator of a cyclic group G of order q. Let y = g* be the public
key of the signer, and m a message from the receiver. The signer is supposed to
sign m by forming z = m* and providing a signed proof that logy y = log,, z. The
Chaum-Pedersen protocol can be diverted to form a restrictive blind signature
in the following fashion.

— The signer generates a random number r [r,, and sends z =m*, a =g"
and b = m" to the receiver.
— The receiver generates at random numbers o, B [r ¥, and computes

mt= m%P and
zM= 79k,
The receiver also chooses u, v R, and computes a~and b as follows:
a”=a'"g" and
bD: auBbua(mgv

The receiver then computes ¢®= H (mP[@”@E@"[H7 and sends ¢ = cZu
mod q to the signer.

— The signer responds with s =r +c¢x mod g.

— The receiver accepts if and only if a =g%y~® and b = mSz™°.

— If the receiver accepts, compute s¥= us +v mod g.

(z5csY is a valid signature on mUsatisfying
- e
= H mUE gy Tmy (25

Thus, the receiver has a signature on a message m-where m~= m%gP and (a, B)
are values chosen by the receiver.
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Correctness
gsL)'/—cu: gus+vy—cu — (gsy—C)Ugv — augv — aD
MY @Y = M= EY ™ = m meEy
= (MY (MY
= (MY (mgP)°@%yP) )"
= (mY" ((m®9g=k)(m ey ~F))"
= (mY" ((moz°%)(g*Py~F))"
= (MY (Mm°z2=%)%(g%y ©))"
= (mY" (p%aP)"
= a"Ppua(mby
=pU

Blindness: Let (m,r,z,a,b,c,s) be any of the views of the protocol as seen by
the signer. Therefore, a = g5y, b = mSz~¢ and s = r + cx. Let (z5cHsY be
a valid signature on a message mobtained by the receiver. Choose the unique
blinding factors

u=c7c modq
v=s"“us modq
and determine a representation mY= m%gP. (While finding a representation
is di Cculit, we only need to exploit the existence of such representations. In
fact, there are q representations of mY) Note that the fact that z = m* and
z9= m™ has been established by the interactive proof provided by the signer
during blind signature formatior)l( and the fact that the blind signature is valid.
Therefore, zM= (MY = (m%gP)”™ = zoyP,
By setting a“= a!g¥ and b= a“fpu*(mYV, we find that
gs'jy—c'j: gv+suy—cu — gV(gSy—C)u — gvau =aJ
(] 0 —_ —
(MY @Y =My EY = mY ey
=(mY" (mgP) (z°yP)
1
=Y’ (m*z)(g*y™)"
= mYy" FLCR
= (mYy'puauk
= bE|
Hence, there exist blinding factors that could have been used to transform

any view into the particular signature (z5'c5'sy on mt Therefore, the signer’s
view is statistically independent of the receiver’s signature (z5'c5'sy on mt
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Restrictiveness: The restrictive nature of the protocol is captured by the follow-
ing assumption.

Assumption 1 (Restrictiveness). The recipient obtains a signature on a
message that can only be of the form mP= m%gP with a and B randomly cho-
sen by the recipient. In addition, in the particular case where B = 0, if there
exists a representation (pg, M2) of m with respect to bases g; and g, such that
m = g{*g,? and if there exists a representation (uf)p5) of mBwith respect to

bases g, and g, such that mP= gflmggzm, then the relation 11 (1, P2) = H1/H2 =
ME/U5'= 12(uE W) holds.

4.2 Schnorr Blind Signature Scheme — Multiplicative Variant

As discussed previously, we seek a blind variant of the Schnorr [I7] protocol
which uses multiplicative (rather than the standard additive operation) to blind
the challenge. This can be accomplished with the following protocol.

— The signer generates a random number r [r1Z,, and sends a = g" to the
receiver.
— The receiver chooses blinding factors u,v [r ¥, and computes aas follows:

aD= aUgV

The receiver then computes ¢c”= H (m @Y and sends ¢ = ¢7u mod q to
the signer.

— The signer responds with s =r +cx mod g.

— The receiver accepts if and only if a = gSy~°¢.

— If the receiver accepts, compute s™= us +v mod g.
1 1

(cYsY is a valid signature on m satisfying c’=H m [gsy "

Correctness

o _

s y cH_ gus+vy—cu — (gsy—C)Ugv — augv =ad

g

Blindness: Let (r,a,c,s) be any of the views of the protocol as seen by the
signer. Therefore, a = g%y° and s = r + cx. Let (c5'sY be a valid signature on a
message m obtained by the receiver. By choosing blinding factors

u=cc
Cclg
cst-c
v =st—su(=s"—sc7c = T)
aD: aUgV

we find that Lo

gS yC — gV+SuyCU — gV(gSyC)U - augv - al:'|
Hence, there exist blinding factors that could have been used to transform any
view into the particular signature (c5's on m. Therefore, the signer’s view is
statistically independent of the receiver’s signature (c5's% on m.
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5 A Restrictive Partially Blind Signature Scheme

The construction of Cramer et al. [10] for proving knowledge of d out of n secrets
uses a homogeneous collection of proofs of knowledge. However, Cramer et al.
[10] note that it is possible to combine diLlerent proofs of knowledge. We mix
Schnorr [17] and Chaum-Pedersen [8] proofs of knowledge in the particular case
when d =1 and n = 2. That is, the prover demonstrates knowledge of either the
private key related to a Schnorr public key or knowledge of the private key related
to a Chaum-Pedersen public key. As discussed in section B the Schnorr and
Chaum-Pedersen proofs of knowledge met the requirements (special soundness
and special honest verifier zero-knowledge) for the construction of a witness
indistinguishable protocol as described by Cramer et al. [10].

The protocol is converted into a blind signature issuing protocol by applying
the blinding operations previously described for both the Schnorr and Chaum-
Pedersen protocols. In order to achieve partial blindness, we apply the same
adaptation used by Abe and Okamoto [3] and use a specialised hash function
to map the agreed common information, info, into the public key of the Schnorr
proof of knowledge. As a result, no one can know the private key associated with
the Schnorr public key. A signer who knows the private key associated with the
Chaum-Pedersen protocol can complete the blind issuing protocol as it is only
necessary to demonstrate knowledge of one of the two private keys. Since the
blinding operations do not alter the public keys, the association between info
and Schnorr public key remains visible in spite of any blinding operations.

The restrictive property of the resulting scheme follows from the applica-
tion of the same blinding operations used in Brands’ original restrictive blind
signature [56].

The setup for the scheme is as follows. Let two primes p and q be given
such that q divides p—1 and let g pEbe an element of order q. The group
generated by g is denoted by G,. Choose a key pair (X1,y1) for the Chaum-
Pedersen proof of knowledge. That is, let X; [r¥, be a private key associated
with the corresponding public key y; = ¢g**. Let H : {0,1}~.. Zq be a public
hash function.

The common information, info, is placed in the Schnorr public key y, by
setting y, = F(info), where F : {0,1}~. G, is a public hash function which
maps arbitrary strings into elements in G,. Abe and Okamoto [3] show two
deterministic constructions for F. The signer then signs with private key Xx;
which is associated with y;. Since the resulting signature is bound to both public
keys, y; and y,, the common information info is also bound to the signature. This
adaptation preserves witness indistinguishability which is needed for the proof
of security. It is assumed that the signer S and the recipient R have previously
agreed on the common information info. The full signature issuing protocol is
shown in fig. [l Note that additional group membership tests have been omitted
for the sake of clarity.



110

Greg Maitland and Colin Boyd
Signer S Recipient R
(knows X3 s.t. y; = g*1) (knows y1)
info is agreed common information.
y2 = F (info) y2 = F (info)
message m
Commitment Phase -
for Chaum-Pedersen (C-P)
ry EZF
Z; =m*
ap =g"
by =m"
Simulate Schnorr transcript
2,52 [REG
az = g2y,
z1,a1,b1, @
~ Brands’ blinding for C-P
ay, B1 [,
ml\j: mﬂlgﬁl
z1'= 2%y
ui, Vi [r¥q
ap'=a;*g"
b;le: angl b;llal (m5V1
Multiplicative Schnorr blinding
Uz, V2 ﬂq
aZEI: a;ngZ
Generate the challenge
K=gDh Dk
= H (K mT z &7 rof [a5)
Blind the challenge
¢ =cZuiuz mod q
c

Share ¢ between ¢, and c;
¢y =c/cz; mod q
Calculate response

S1 =r1+Cc1X1 mod g

=

C1,S1,C2,S2

- ?
Check Sharing: ¢ = c1C2
Check C-P and unblind
? —_
a =gy,
? —_
by = msiz;
00—
Ci = Ciuy
sP=u3s; +vi mod g
Check Schnorr and unblind
? —_
a2 = g%y,
c5=couz
s5= uzs2 +v2 mod g

Fig. 1. Restrictive Partially Blind Signature on a message mT [Gy
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The resulting signature on a message m{ derived from the base message m
and with common information info is a tuple

0.0 0
(z1, ¢, 81, ¢35, Szlz)-

The signature is valid if it satisfies
] ct’ sty @—cr’ S, —ch:I
cHcfl'=H K I X gy, @ D™ 3™ 0g%F (info)™  mod q

where K = g )y [F (info).

Correctness
¢™=ugusc = uguacsicr = (Ulcl)(czuz) = cty
gorY; = Ui e = (gPry ) g = aytig™ = ol
(MD=EH ™ = (mE)”151+V1(ZE3 ath = (mE)Sl(ZE)_Cl (mp)™

= (malgﬁl) @5y} (mp)™”
L] ':T'

— (mslzl_C1)al(gslyl_Cl)B (m:BVl

— allllﬁl billal (m5v1 — b]l-j

sH —C5' _ UnSp+Vay,—Colz — (nS2 ,—C2\Y2 Vo o Usave — O]
g2y, ? =gy, P2 = (g77Y, ?) g =ax ity =

Restrictiveness: As previously noted, since the blinding operations for the Chaum-
Pedersen protocol are the same as those used for Brands’ restrictive blind sig-
nature [56], the restrictive nature of our protocol follows from the properties
attributed to Brands’ restrictive blind signature [516].

6 Security

This section discusses the security of the scheme under the assumption of the
intractability of the discrete logarithm problem and ideal randomness of hash
functions H and F.

Lemma 1. The proposed scheme is partially blind.

Proof. When S™is given [id step B of the game defined in definition [3, S*
determines b with a probability 3 (the same probability as randomly guessing

b).

Suppose that in in step B} info; = infog. Let (I} sT ¢5)s5 mi) be one of the
signatures subsequently given to S~ et (ry, z1, a1, bs, €1, S1, a2, C2, Sz, info, m) be
data appearing in the view of S* during one of the executions of the signature
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issuing protocol at step @ of definition[3. It is su Lcieht to show that there exists
a tuple of random blinding factors (aq, B1, U1, V1, U2, V2) that maps

O 0 A0 0
(r1,z1,a1,b1,¢1,81,82,C2,S2,m) B (cfl ST, C5) S5y MY).
Choose the unique blinding factors

u; =ci/c; mod q
vi =sP—u;s; mod g
up, =c5/c, mod q
Vo =s5—uys; mod g

and determine a representation mf’= m%gP: (which is known to exist).

The fact that z; = m** and z[’= m** has been established by the interactive
proof provided by the signer during blind signature formation and the fact that
the blind signature is valid. Therefore, zZP'= (mD** = (mgPr)™* = z;cybr,
Since a; = gSty; “* and ap = gS2y, 2, we find that

I:l [} N I:l:l
citp=H K ooy W OmDT (2D g,
=H K Ij.]]\-:‘ I__Z|1D I_—g|vl+u181yl—ulcl mnBV1+Ulsl(25_Ulcl I_—g|V2+uZSzy2—uzC2
(| N (|
=H K [y 2703, " g" Cay Py 1 (my¥ (3,292
=H (K [} [z @&y (o a5)
where af’= a;Y1g¥s, b= a;Y1Piph; "% (mv2, and a5'= a,Y2gV2.
Thus blinding factors always exist which lead to the same relation defined in

the signature issuing protocol. Therefore, even an infinitely powerful S “succeeds
in determining b with probability % 1

1

Lemma 2. The proposed scheme is unforgeable if Gk, < poly(log n) for all info.

Due to space considerations, a proof of this lemma is omitted. The security
argument given by Abe and Okamoto [3] is acknowledged as being more generic
than the particular application detailed by Abe and Okamoto [3]. The proof of
our lemma follows the same general construction.

7 Conclusions

The blinding of the Schnorr protocol utilised by our scheme uses multiplica-
tive blinding for the challenge rather than the more usual additive method. As
a result, the consequent witness indistinguishable protocol uses a novel multi-
plicative sharing scheme in its construction.

We have shown a particular construction of a restrictive partially blind signa-
ture scheme based on a witness indistinguishable protocol which combines both
the Schnorr and Chaum-Pedersen signature schemes. The provable security of
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the construction has been considered in terms of the formal definitions proposed
by Abe and Okamoto [3]. The scheme uses Brands’ restrictive blind signature
[5l6] as a building block and is suitable for inclusion in cash schemes which cur-
rently utilise Brands’ restrictive blind signature. The partially blind property
aids in the practical deployment of these cash schemes as it allows for the easy
implementation of coin expiration dates and multiple coin denominations.
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Abstract. This paper provides a M + 1-st price auction scheme using
homomorphic encryption and the mix and match technique; it o [erk se-
crecy of bidding price and public verifiability. Our scheme has low round
communication complexity: 1 round from each bidder to auctioneer in
bidding and log p rounds from auctioneer to trusted authority in opening
when prices are selected from p prefixed choices.

1 Introduction

The M + 1-st price auction is a type of sealed-bid auction for selling M units
of a single kind of goods, and is famous as the Vickrey auction in the case of
M = 1. In this auction, the M + 1-st (highest) price is the winning price, M
bidders who bid higher prices than the winning price are winning bidders, and
each winning bidder buys one unit of the goods at the M + 1-st winning price.
The M + 1-st price auction is celebrated in economics or game theory for having
incentive compatibility, that is, the dominant strategy (optimal strategy) for each
bidder is to bid honestly his own true value [Vic61]. Because the true value is
assumed to be issued, keeping the bidding prices secret is more significant than
is true in the usual highest price auction, where most bidding prices are not the
bidder’s honest price.

This paper proposes an M +1-st price auction that enjoys auction secrecy and
public verifiability; it uses a homomorphic encryption and the mix and match
technique from [JJO0]. Our scheme has low round communication complexity: 1
round from each bidder to one auctioneer in bidding and logp rounds from the
auctioneer to trusted authority in opening, where p is the number of prices. The
usual M-th highest price auction scheme can be created with slight modification.

In contrast to the many papers on first price sealed-bid auctions, as shown in
Section 1.1, there are few papers on M + 1-st price auctions. Harkavy, Tygar and
Kikuchi proposed a Vickrey auction, where the bidding price is represented by
polynomials that are shared by auctioneers [HTKZ98]. In their scheme, each bid-
der must communicate with plural auctioneers to bid. Naor, Pinkas and Sumner
realized sealed-bid auctions by combining Yao’s secure computation with obliv-
ious transfer [NPS99]. Their scheme can compute any circuit, and so can realize
various types of auctions, e.g., M + 1-st price auction. Though their scheme is
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versatile and e Lcieht, the cut-and-choose technique is needed to achieve verifia-
bility, so the atomic protocol must be executed k times, where k is the security
parameter of cut-and-choose, and each bidder must communicate with not only
the auctioneer but also the auction issuer to bid. Kikuchi proposed an M + 1-st
price auction, where the bidding price is represented by the degree of a polyno-
mial shared by auctioneers [Kik01]. In his scheme, a large number of auctioneers
is required (the number of auctioneers must be more than the number p of
prices), and each bidder must communicate with these auctioneers not only to
bid but also to determine the winning price and bidders.

In comparison to these schemes, our scheme has only one auctioneer and
much simpler communication: each bidder sends his bid to just the auctioneer
to bid and the auctioneer communicates with the trusted authority using logp
rounds to open the bids. Thus our scheme is easy to implement.

Section 2 explains the M + 1-st price auction and requirements. In section 3,
we introduce our M + 1-st price auction and discuss its security and e Lciehcy.
Section 4 concludes the paper.

1.1 Related Work

There are many papers on first price sealed-bid auctions, but few on M + 1-st
price auctions. Kikuchi, Harkavy and Tygar presented an anonymous sealed-bid
auction that uses an encrypted vector to represent bidding price [KHT98]. Kudo
used a time server to realize sealed-bid auctions [Kud98]. Cachin proposed a
sealed-bid auction using homomorphic encryption and an oblivious third party
[Cac99); its complexity is a polynomial of the logarithm of the number of pos-
sible prices. Sakurai and Miyazaki proposed a sealed-bid auction in which a bid
is represented by the bidder’s undeniable signature of his bidding price [SM99].
Sako proposed a sealed-bid auction in which a bid is represented by an en-
crypted message with a public key that corresponds to his bidding price [Sak00].
Stubblebine and Sywverson proposed an open-bid auction scheme that uses a
hash chain technique[SS99]. Kobayashi, Morita and Suzuki proposed a sealed-
bid auction that uses only hash chains [SKMOO/KMSHOT]. Omote and Miyaji
proposed a sealed-bid auction with logp e [Cciehcy, however, it leaks some in-
formation [OMO0Q]. Baudron and Stern proposed a sealed-bid auction based on
circuit evaluation using homomorphic encryption [BSOI]. Chida, Kobayashi and
Morita proposed a sealed-bid auction with log p round complexity [CKMO1].

2 M + 1-st Price Auction

2.1 Auction Rules

The sealed-bid auction is a type of auction in which bids are kept secret during
the bidding phase. In the bidding phase, each bidder sends his sealed bidding
price. In the opening phase, the auctioneer opens the sealed bids and determines
the winning price and winning bidders according to a predetermined rule. In the
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case of an M + 1-st price auction, the M + 1-st (highest) price is the winning
price and bidders who bid higher than the winning price are winning bidders.
The M + 1-st price auction is used for selling M units of a single kind of goods.
If M =1, it is equivalent to the well-known Vickrey auction.

— Bidding : The auctioneer shows M units of a single kind of goods for auction,
e.g., M Swiss watches, and calls the bidders to bid their price for the item.
Each bidder then decides his price, seals his price, e.g., by envelope, and puts
his sealed price into the auctioneer’s ballot box.

— Opening : After all bidders have cast their sealed prices, the auctioneer opens
his ballot box. He reveals each sealed price, determines winning price, the
M + 1-st (highest) price, and finds the wining bidders who bid higher than
the winning price. Each winning bidder buys one unit of the goods at the
M + 1-st winning price. (If more than M bidders bid at the same highest
price, the auction fails.)

The M + 1-st price auction is celebrated in economics or game theory for
having incentive compatibility, that is, the dominant strategy (optimal strategy)
for each bidder is to bid honestly his own true value [Vic61]. The reason is that
for each bidder his bidding price does not aledt the winning price (in contrast
with the usual highest price auction where higher bidding price yields higher
winning price). Accordingly, the bidder finds that it is optimal to bid as high as
he is willing to go.

2.2 Requirements

To achieve a fair auction, the M + 1-st price auction must satisfy two require-
ments: secrecy and public verifiability.

First, only the winning price and bidders should be revealed. If the auctioneer
can know the M-th bidding price (that is the lowest price of bidding prices
of M winning bidders) before opening, he can tell a collusive bidder to bid
at slightly cheaper price than the M-th bidding price, and can maximize the
winning price to gain more money. Even if a bidder (or an auctioneer) can know
the bidding prices of other bidders after opening, he can collect information
about the bidding strategy or finances of the other bidders, and can utilize it to
cheat at the next auction. Because of incentive compatibility, the bidding price
is the bidder’s honest price for the goods. It follows that information on bidding
prices has more significance than is true in the usual highest price auction, where
bidding price is not the bidder’s honest price.

— Secrecy : The information revealed is the M + 1-st winning price and the
wining bidders. All other bidding prices must be kept secret, even from the
auctioneer.

Due to the secrecy requirement, only the results of the auction can be known.
Accordingly, it is necessary to convince all bidders that anyone can verify the
correctness of the results of the auction.
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— Public verifiability : Anyone must be able to verify the correctness of the
auction.

3 Proposed M + 1-st Price Auction

3.1 Underlying Idea

We can construct our M + 1-st price auction by using probabilistic public key
encryption E(m) that provides indistinguishability, homomorphic property, and
randomizability. The homomorphic property means that E(a)E(b) = E(ab),
and the randomizability means that one can compute a randomized ciphertext
EYm) only from the original ciphertext E(m), i.e. without knowing either the
decryption key or the plaintext. For instance, ElIGamal encryption or Paillier
encryption [Pai99] have the properties desired, so our auction scheme can be
built based on these encryption schemes.

One important technical issue is how to represent and encrypt the bidding
prices so that the succeeding tasks are done easily. In this work, we assume that
the possible bidding prices consist of p prices labelled 1,...,p. The correspon-
dence between the label and real price is determined beforehand. A sealed bid,
say b, which represents price j (1 < j < p) is a vector of ciphertexts

bG) = (@) @} ED. iy EAD,
] pP—i

where E(1) and E(z) denote encryption of 1 and common public element z
(B 1), respectively. Each encryption must be done independently so that they
are indistinguishable from each other. The encryption is done using a public key
generated and maintained by the authorities in the threshold manner.

Now, bidder B (1 < i =b) posts b;(pi) = (b1,i,...,0p,i) as his bidding price
pi. Consider the component-wise product of all bids;

I 1 [ 1 I 1
bi(pi) =(  bai,...,  bpi)
1

Observe that, due to the homomorphic property, the j-th component of this
vector has the form 1
Cj = bj’i = E(Zn(j))
1

where n(J) = #{i | j < pi} is the number of bidders whose bidding price is
equal to or higher than j. Notice that n(j) monotonically falls as j increases.
Let us assume that the auctioneers can test whether n(j) < M holds or not
without gaining any further information such as n(j) itself. By repeating this
test, they can find the winning M + 1-st bidding price, say pwin, that satisfies
N(Pwin) = M + 1 and n(pwin + 1) < M. The auctioneers then determine the
wining bidders by opening all bids at the price pwin + 1, i.e., decrypt bp,;.+1,i
(1 =i=b) and find winning bidders B; with D(bp,,;,,+1,i) = Z.
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To examine whether n(j) < M or not without revealing any further informa-
tion, we use the mix and match technique that allows us to determine whether
the decryption D(c) of ciphertext ¢ belongs to a specified set S of some plain-
texts. By homomorphicity and randomizability of encryption E, we can apply
mix and match to accumulated bid c;.

To provide public verifiability, each bidder must prove that his bid b(j) is
valid, i.e. it suits the form described above, in zero-knowledge manner. This
seems, however, di Ccullt to do e [ciehtly. To overcome this di [culty, we develop
a technique that involves taking the *“di[erential” and “integral” of a vector of
homomorphic ciphertexts. Each bidder B; posts the “di Lerential” Ab(j) of b(j)

800) = €. @ FO-EQ. 1, EA),
j—1 p—j

that contains p—1 E(1)’s and one E(z) as j-th component (note that the “di [er-
ential” of Heaviside’s step function is Dirac’s delta function). He then proves the
correctness of his bid (this can be done e Lciehtly by using the homomaorphicity).
To recover b(j), the auctioneers take the “integral” of Ab(j)

b()p = Ab®)p, b()p—1 = AbG)p-1b()p. - - -, b()1 = Ab()1b()2

where b(j)i and Ab(j); denote the i-th components of vectors b(j) and Ab(j)
respectively.

3.2 Building Blocks

We summarize the cryptographic tools used in our auction. We denote a cipher-
text of EIGamal encryption with public key g,y =g* by E(M) = (G =¢",M =
my").

We use the proof of equality of logarithms [CP92] and the proof of OR of
statements [CDS94]. By using the proofs, we have the following verifiable encryp-
tion, decryption, powering, mix [Abe99], and mix and match [JJOQ] processes.

— Verifiable encryption : We can prove that ciphertext E(m) = (G =¢",M =
my") is an encryption of m without revealing the secret random r by proving
logy, G = logy M/m.

— Verifiable decryption : We can prove that plaintext m = M/G* is the de-
cryption of E(m) = (G, M) without revealing the secret key x by proving
logs M/m = log, y.

— Verifiable powering : We can prove that ciphertext E¥{m") = (GP= G", M=
M?") is a power of E(m) = (G, M) without revealing the secret random r by
proving logg G™= logy, M ™

— Verifiable mix [Abe99] : The publicly verifiable mix randomizes and permutes
its input ciphertexts without revealing the randomization and the permuta-
tion to hide the correspondence between inputs and outputs; a proof of the
correctness of the mixing can be given.
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First, we construct a publicly verifiable 2-input mix that randomizes and per-
mutes two inputs in a publicly verifiable manner. e can prove that cipher-
text E{Xm) = (G™= Gg", M"= My") is a randomization of E(m) = (G, M)
without revealing the secret random r by proving log, GY7G = log, M M.
By combining this with the OR proof, we can prove that the 2-input mix ran-
domizes and swaps OR randomizes and does not swap two inputs. We then
can construct a publicly verifiable n-input mix by combining nlog, n—n+1
2-input mixes based on Waksman’s permutation network.

Mix and match [JJOQ] : By using the mix and match one can examine
whether the decryption D(c) of ciphertext ¢ belongs to a specific set S =
{p1,p2,...,pn} of plaintexts.

First, we construct n ciphertexts ¢c; = ¢/E(pi) (0 < i < n). We then take the
power c{* of them using a secret random factor ri, mix them, and decrypt
the mixed n ciphertexts in a publicly verifiable manner. If there exists one
plaintext 1, we are convinced that ¢ Sl If there exists no plaintext 1, we
are convinced that c ISl

3.3 Protocol

There are bidders By, - - -, By, auctioneer A, and trusted authority T. Auctioneer
A plays the role of a bulletin board. Trusted authority T generates a secret key
and a public key in the preparation phase. In the opening phase, it receives
ciphertexts from auctioneer and performs mix and match and decrypts them.
If desired, the trusted authority can be built in a distributed way to make it
trustful in a threshold sense.

Preparation : Trusted authority T generates a secret key and a public key
for EIGamal encryption E, and publishes the public key.

Auctioneer A publishes a price list P = {1,2,---,p} for the auction and a
generator z of the cyclic group used for encryption.

Bidding : In the bidding phase, each bidder B; (1 < i < b) decides his bidding
price pi [Pl and computes encrypted vector

E(z) if ]
o Z) 1) =D R

and constructs the proofs of
“Abq ;- Aby i = E(2)” and “Ab; i = E(1) OR Ab;; = E(2)”.

He then publishes the encrypted vector and the proofs.
Opening : In the opening phase, auctioneer A publicly takes “integral

bp,i = Abp,i, bp_lyi = Abp_l,ibp,i, obii=Ab by (I=si<bh)
and “superimposition”

Cj :bjyl---bj,b Ql=j=p.
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From the homomorphic property, we have the encrypted vector
¢ =EE"®) 1=<j=p

where n(J) = #{i | j < pi}. By applying the mix and match technique
[JJ00] to c;, we can examine whether n(j) =< M or not, i.e., we can examine
whether D(c;) [f1,z,22,...,zM} or not. To determine winning M + 1-st
bidding price, i.e., price pwin S.t. N(Pwin) =M + 1 and n(pwin +1) = M, we
perform a binary search using the examination by mix and match; auctioneer
A sends ¢; to trusted authority T for [dg p[dounds, and trusted authority
T performs mix and match.

To determine winning bidders, we decrypt bp,;.+1,i (1 = i < b) and find
winning bidders B;j with D(bp,,;,+1,i) = z. Thus auctioneer A sends bp,,;,,+1,i
(1 =i < b) to trusted authority T, and trusted authority T, who decrypts
them.

Finally, auctioneer A publishes the winning price and the winning bidders.

Notice that we can also create the usual M-th price auction with some slight
modification.

3.4 Security

We discuss the security of our auction. First, we consider the case where all bid-
ders are honest and all input bids are independently and privately made. Against
passively deviating auctioneers, our scheme leaks no information and achieves
auction secrecy, since the underlying encryption scheme is indistinguishable and
the building blocks, mix and mix and match, are secure. Against actively de-
viating auctioneers, all steps of our scheme except the bidding step are robust,
i.e., an adversary can not manipulate the messages without detection, since all
steps are publicly verifiable.

Now, we consider malicious bidders. In such a case, we are not sure whether
the bids are still independent or not. Indeed, in the bidding step, the malicious
bidder can bid at any price relative to the bidding price of other bidder. He can
construct a bidding vector of any price by shifting and randomizing the com-
ponents of another bidder’s bidding vector. Fortunately, we can avoid such an
attack by encrypting the whole bidding vector and its poof using non-malleable,
publicly verifiable, threshold encryption scheme, e.g., Shoup and Gennaro’s en-
cryption [SG98]. After all bidders publish their encrypted bids, the auctioneers
threshold decrypt them and check the proof, and continue the protocol. Since
each bid is encrypted in a non-malleable manner, the malicious bidder can not
create a dishonest bid by modifying the bid of another bidder.

Finally, notice that of course our protocol does not improve on the security
o [erkd by the original M + 1-st price auction. For instance, consider that M + 1
malicious bidders can fault the protocol by bidding at the highest price p and
making M + 1 winning bidders. Note, however, that the original M + 1-st price
auction also fails. Accordingly, this attack is against the original concept of the
M + 1-st price auction, not our protocol. Thus preventing this kind of attack
exceeds the scope of this paper.
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3.5 E L[ciehcy

We discuss communication and computational complexity of our auction and
compare it to the M + 1-st price auction described in [Kik01].

Table 1. The communication complexity of our scheme.

pattern | round volume
Bidding (per one bidder) Bi - A 1 o(p)
Determining M + 1-st price A - T | Odgp) O(M +1)
Determining winning bidders | A - T 1 O(b)

Table 2. The computational complexity of our scheme.

computational complexity
Bidder (per one bidder) p encryptions and p + 1 proofs

Auctioneer 2bp ciphertext multiplications
Mixing [Idg pCflimes M + 1 input mixings
Decrypting dg p{(M + 1) + b decryptions

Table [I shows the communication pattern and the number of rounds and
volume per communication round in our scheme when there are b bidders bid
and there are p potential bidding prices. Since only 1 communication round from
a bidder to the auctioneer is required in the bidding phase, our scheme achieves
the “bid and go” concept. Only [Odg p[dounds of communication are required in
the opening phase, since we can use binary searching by virtue of the mix and
match technique.

In [Kik01], the number of auctioneers must be more than the number p of
prices, and each bidder must communicate with these auctioneers not only to
bid but also to determine the winning price and bidders. In comparison with
these schemes, our scheme has only one auctioneer and the communications in
our scheme is quite simple.

Table 2 shows the computational complexity of our scheme. The complex-
ity of each bidder is proportional to p, so it might be heavy for a large price
range. The complexity of the auctioneer is proportional to bp, and this domi-
nates the cost of the whole protocol. The complexity of mixing is proportional to
[Idg pLand the complexity of one M + 1 input mix is proportional to M log M
[Abe99JAHO1]. The complexity of decryption is proportional to b, so it might be
heavy for a large number of bidders.

In [Kik01], the number of auctioneers must exceed the number p of prices, and
the complexity of each auctioneer is O(bp). In our scheme, the factor dominating
the complexity is the complexity of the auctioneer ( O(bp) ) so our scheme is
more e [cieht than [Kik01].
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4 Conclusion

We have introduced an M + 1-st price sealed-bid auction scheme that o [erk bid-
ding price secrecy and public verifiability; it uses homomorphic encryption. The
scheme has low round communication complexity: 1 round from each bidder to
auctioneer in bidding and log p rounds from auctioneer to decryptor in opening.

We can also construct an M + 1-st price auction by using Paillier encryp-
tion [Pai99] instead of EIGamal encryption. The complexity of our auction, and
almost all existing auction schemes, is proportional to the number p of prices.
Accordingly, one important goal is to make the complexity proportional to the
size log p of prices.
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Client/Server Tradeo [s for Online Elections

Ivan Damgard and Mads Jurik
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Abstract. We present various trade o [S1or voting schemes which, com-
pared to known solutions, allow voters to do less work at the expense of
more work done by the tallying servers running the election. One such
scheme produces ballots of essentially minimal size while keeping the
work load on the tally servers on a practical level. Another type of trade
o [Tdads to a voting scheme that remains secure, even if an adversary can
monitor all client machines used by voters to participate. This comes at
the price of introducing an additional party who is trusted to carry out
registration of voters correctly.

1 Introduction

Voting schemes is one of the most important examples of advanced cryptographic
protocols with immediate potential for practical applications. The most impor-
tant goals for such protocols are

— Privacy: only the final result is made public, no additional information about
votes will leak

— Robustness: the result correcly reflects all submitted and well-formed ballots,
even if some voters and/or possibly some of the entities running the election
cheat.

— Verifiability: after the election, the result can be verified by anyone.

Other properties may be considered as well, such as receipt-freeness, i.e, voters
are not able to prove after the fact that they voted for a particular candidate,
thereby discouraging vote-buying or coercing.

Various fundamentally dilerkent approaches to voting are known in the lit-
erature: one may use blind signatures and anonymous channels[6], where the
channels can be implemented using MIX nets (see [2[1] for instance) or based
some physical assumption. Another approach is to use several servers to count
the votes and have voters verifiably secret share votes among the servers [8]7].
Finally, one may use homomorphic encryption, where a voter simply publishes
an encryption of his vote. Encryptions can be combined into an encryption of
the result, and finally a number of decryption servers can cooperate to decrypt
the result [4], assuming the private key needed for this is secret-shared among
them.
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Since anonymous channels are quite di Cculit to implement in practice and
verifiable secret sharing requires communication between a voter and all servers,
the third method seems the most practical, and this paper deals only with vari-
ants of this approach.

In the following, we let L be the number of candidates, M the number of
voters, w the number of decryption servers, and k the security parameter for the
cryptosystem used. We assume for simplicity that each voter can vote for one
candidate. In [4], a solution was given that may be based on any homomorphic
threshold encryption scheme if the scheme comes with certain associated e [cieht
protocols. One example of this is EI Gamal encryption. The ballot size in this
scheme is O(logM + b) where b is the block size that the encryption scheme
is set up to handle. The scheme was designed for the case of L = 2, and the
generalization to general L given in [4] has complexity exponential in L for the
decryption of the final result. Even for L = 2, an exhaustive search over all
possible election results is required to compute the final result. Therefore, this
scheme does not scale well to large elections with many candidates.

In [513], solutions were given using a variant of the approach from [4], but
based on Paillier’s cryptosystem. These are the first solutions that scale reason-
ably well to large elections, still the most e [cieht of these protocols produce
ballots of size O((log L)max(k, L logM)). As long as k > L log M, this is loga-
rithmic in L, but for larger values of L and M it becomes linear in L, and each
voter has to do Q(log L) exponentiations using a modulus of length L log M bits.
In a real application, one must assume that voters typically have only rather
limited computing power available, so that the computation and communication
needed for each voter is a rather critical parameter. On the other hand, decryp-
tion servers can be expected to be high-end machines connected by high-speed
networks.

Thus for a large scale election, it is reasonable to consider the possibility of
moving work away from voters at the expense of increased load on the servers.
The central issue here is how much we can expect to reduce the size of bal-
lots, since both communication and computational complexity for the voter is
directly linked to this parameter. A moments reflection will show that there is
no fundamental reason why the size of a ballot should depend on M or be linear
in L. Of course, a ballot must be at least log L bits long, since otherwise we
cannot distinguish between the L candidates. Also, it would be unreasonable to
expect the encryption to be secure if the size of an encryption (a ballot) did
not increase with the security parameter k. Thus a ballot size of O(k + logL)
bits would be essentially optimal. In principle, this is easy to achieve: each voter
Vi publishes an encryption of v; (the id of the candidate he votes for), and the
decryption servers use generic multiparty computation [13] to produce securely
the result. This is always possible because the encryptions and the decryption
key which is shared among the servers together determine the result and could
be used to compute it e [ciehtly if they were public. Such a solution, however,
would be much too ine [cieht to have any practical value. It would increase the
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complexity for the servers by a factor corresponding to at least the size of a
Boolean circuit computing the decryption.

In this paper, we present a solution that achieves ballot size O(k + log L)
bits and where each server needs to broadcast O(ML(k + L logM)) bits. Most
of this work can be done in a preprocessing phase, and only O(M(k + L log M))
bits need to be sent while the election is running. We assume the random oracle
model and that a static adversary corrupts less than w/2 servers and any number
of voters. Then the protocol can be proved to be private, robust and verifiable,
based on semantic security of Paillier’s public key system and the strong RSA
assumption. We also present a variant with somewhat larger voter load, where
the ballot size is log L(k + L) bits. This is still less than previous Paillier-based
solutions, the communication per server is O(M log M (k + L log M)) bits. Also
here, preprocessing is possible, leading to the same on-line cost as before. This
variants can be proved secure in the random oracle model in the same sense as
the previous variant, but assuming only semantic security of Paillier’s public key
system. Both variants can be executed in constant-round. None of the variants
are receipt-free as they stand, but under an appropriate physical assumption,
they can be made receipt-free using the techniques of [14].

Previous solutions based on the same assumption require each server to read
each voters encrypted vote, process this, and broadcast a single piece of data.
This amounts to communication that is linear in M, like in the systems we
propose here. Thus the extra cost for servers in our solution is that more rounds
of interaction are required and that the amount of communication is increased
by a factor of L or logM .

The main new technique we use is to have voters work with a cryptosystem
with block size max(k, log L). The servers then securely transform this to encryp-
tions in a related cryptosystem with block size max(k, L log M), and compute
the result using this second system. On top of this, we borrow some techniques
from [9].

We note that optimal ballot size can also be achieved using the approach
mentioned above based on anonymous channels, where the channels can be im-
plemented using a MIX network. This is because the MIX net hides the origin of
a ballot, therefore all ballots can decrypted after mixing and vote counting be-
comes trivial. For some MIX implementations we get communication complexity
for the servers comparable to what we achieve here. However, all known e [cieht
implementations of MIX networks are based on El Gamal encryption, so that
the alternative of basing the protocol on Paillier encryption is not available un-
der the MIX approach. Moreover, and perhaps more importantly, it seems to be
inherent in the MIX approach that MIX servers do their work sequentially, i.e.,
each MIX server can only act after the previous one has completed (part of) its
work. By contrast, the threshold cryptography approach we use allows servers to
complete the protocol in a constant number of rounds. Finally, using a MIX net,
it is not clear that one can push most of the server work into a preprocessing
phase, as we do here.
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The final tradeo [We present is of a completely di[erknt type, that relates
more to practical security of elections: one of the worst potential weaknesses of
electronic voting in practice is that voters are likely to be non-expert computer
users, and most likely will use their own machines, home PCs, to cast votes, say
over the Internet. Whereas tools such as SSL plus signed applets can be used to
give reasonable assurance that the client software used for this is genuine, it is
very di Ccullt (some would say impossible) to make sure that the user’s machine
is not infected by a virus that would monitor key strokes etc., and later transmit
these to an adversary who could then easily find out who the voter voted for.
By contrast, it seems like a more reasonable assumption that for instance a
high-security server placed at some neutral site is not corrupted.

Motivated by this, we propose a solution with the following properties: pri-
vacy for the voter is ensured, even if his machine is completely monitored by an
adversary, who can follow key strokes, screen image, mouse events, etc. Correct-
ness of the result is ensured, assuming that a particular trusted party, who takes
part in registering voters, behaves correctly (cheating will not allow him to break
the privacy, however). Whereas this party can in principle be held accountable
and can be caught if he cheats, such verification is rather cumbersome. Hence,
in practice, this solution trades trust in client machines against some amount of
trust in a designated party. We note that a natural candidate for such a player
often exists anyway in traditional manual voting schemes, and so in fact no
“new” trust is needed - we discuss this in more detail later.

The basic idea of this solution is quite general. It can be combined with
our first tradeo [Without significant loss of e [ciehcy, but can also be applied
to a very simple multicandiate election protocol, that can be based on Paillier
encryption or on El-Gamal, and requires the servers to do only L decryptions.

2 The Minimal Vote System

In this section we introduce a scheme in which ballots are of essentially minimal
size. This requires that a transformation of the votes are performed by the tally
servers to a larger representation of the vote. From the transformed vote the
result of the election can be found using the homomorphic properties as usual

(131, [4D.

2.1 Needed Properties

In the reduction of the voter load we need a pair of public-key cryptosys-
tems CS; and CS, with their respective encryption and decryption functions
E1, Ez, D1, D, . An encryption of m in CS; under public key pk using random
input r will be denoted E;(pk, m, r), but we will suppress the public keys from
the notation as they are kept fixed at all times once generated. We will also often
suppress r from the notation for simplicity. N; and N, will denote the size of
the plaintext space for CS; and CS,. The 2 cryptosystems should satisfy:

— Semantically secure: Both CS; and CS, are semantically secure.
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— CS; is a threshold system: The private key in CS; can be shared among
w decryption servers, such that any minority of servers have no information
on the key, whereas any majority of servers can cooperate to decrypt a
ciphertext while revealing no information other than the plaintext.

— CS, is homomorphic: There exists an e Lciehtly computable operation
denoted [tHat when applied to two ciphertexts yield an encryption of the
sum of the two plaintexts, that is, we have: E;(m; mod Ny) CE}(m, mod
N2) = E2(m; + mz mod Ny). Furthermore, given a [Zk,, E>(m) it is easy
to compute an encryption E;(am mod Ny).

— CS; supports MPC multiplication: There exists an interactive proto-
col, denoted MPC multiplication, that the decryption servers can execute
on input two encryptions. The protocol produces securely a random en-
cryption containing the product of the corresponding plaintexts, in other
words, we can produce Ex;(mim; mod Ny, r3) from E;(m; mod Ny, r;) and
E>(m, mod Ny, ry) without revealing information about m; or m,.

— Interval proofs: There exists a zero-knowledge proof of knowledge (that
can be made non-interactive in the random oracle model) such that having
produced E;j(m), a player can prove in zero-knowledge that m is in some
given interval 1. For optimal e [ciehcy we will need that the length of the
proof corresponds to a constant number of encryptions. For the special case
of I = 0..N; (i = 1,2), this just amounts to proving that you know the
plaintext corresponding to a given ciphertext.

— Transformable: There exists a number B < Nj such given an encryption
E1(m, r) where it is guaranteed that m < B, there is an interactive protocol
for the decryption severs producing as output E>(m, r), without revealing
any extra information.

— Random value generation: The decryption servers can cooperate to gen-
erate an encryption E,(R) where R is a random value unknown to all servers.

— Vote size: L < B =< N; so that votes for di [erent candidates can be distin-
guished and encryptions be transformed.

— Election size: Let j = [Idg, M [CWe need that (2))- < N, to ensure that
we do not get a overflow when the final result is computed.

— Factorization of N: All prime factors of Ny are super-polynomially large
in the security parameter.

We do not want to give the impression this set-up is more general that it really
is. We know only one e [cieht example of systems with the above properties,
this example is described below. But we stick to above abstract description to
shield the reader from unnecessary details, and to emphasize what the essential
properties are that we use.

Example 1. We present a pair of cryptosystems that satisfy the above require-
ments. This is based on the Damgard-Jurik generalization of Paillier’s cryptosys-
tem presented in [5]. A short definition of the basic scheme without going into
details about threshold decryption (which can be found in [5]):
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DJ (n,s):

primes.

Public Key: (n,s), where n =pq, p,q
OmodA (A =lem(p—1,g—1)) and d =

Private Key: d, where d =
1 mod nS.

Plaintext space: Zps
Ciphertext space: Z'l,
Encryption: E(m) = (n+ 1)™r™ mod ns*1, where r [Z\s random.
Decryption: L(c® mod ns*1), where L(x) = ’%1

Given a n we can choose CS; = DJ(n,s) and CS, = DJ(n,sY where s <
st To satisfy the semantic security condition we need the decisional composite
residuosity assumption (DCRA), which was introduced by Paillier in [15]:

Conjecture 1. Let A be any probabilistic polynomial time algorithm, and assume
A gets n, X as input. Here n has k bits, and is chosen as described above, and x
is either random in ZZ'or it is a random n’th power in Z';! A outputs a bit b.
Let po(A, k) be the probability that b = 1 if x is random in Zz'and p1(A, k) the
probability that b = 1 if x is a random n’th power. Then | po(A, K) — p1(A,K) |
is negligible in k.

Given the conjecture and the transformation shown below, we have all the prop-
erties satisfied:

Semantically secure: Under the DCRA both CS; and CS, are semantically
secure.

CS, Homomorphic: The Damgard-Jurik cryptoszystem ishomomaorphic, where
the [Caperation is multiplication modulo n®". Also we have E(m)“ mod
ns*1 = E(am mod ns).

CS, supports MPC multiplication: An e [cieht protocol is shown in [9],
requiring each server to broadcast a constant number of encryptions.
Interval proofs: The proof construction in Appendix [Al constructs the re-
quired proof using communication equivalent to a constant number of en-
cryptions.

Random value generation: The decryption servers do the following: each
server 0 < i < w chooses at random R; [Ayn2. The values E,(R;) are
published followed by zero-knowledge proofs that R; is known by server i.
These proofs can be done using the Multiparty >-protocol technique from
section 6 of [9] allowing the zero-knowledge proofs to be done concurrently
in a non malleable way.

We then form E3(R) = E»(R;) [ CEb(Rw). Thus R is random and
unknown to all servers.

Transformable: An encryption in CS; can be transformed to encryption in
CS, by using the method described below. This method requires that the
bound B on the input message satisfies log(B) < log(N1) — k; — log(w) — 2,
where ki is a secondary security parameter (k; = 128 for instance).

Vote size: we need L < B which as mentioned above means log(L) <
log(N1) — ki —log(w) — 2. For most realistic values of k, kg, L, w this will be
satisfied even with s = 1, but otherwise s can always be increased.
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— Election size: M- < N, = ns~'can be satlsfled bé]/ choosing slarge enough.
— Factorization of N,: we have N, = ns” = (pq)® and p,q must of course be
large to have any security at all.

We now show how to transform the ciphertext E;(m) from CS; to CS,,
where it is known that 0 < m < B. Our transformation will work if log(B) <
log(N1) — k1 — log(w) — 2.

The crucial observation is that a ciphertext E;(m) in CS; can always be

gjrded as a ciphertext in CS,, simply by thinking of it as a number modulo
It is not hard to see that as a CS, encryption, it is an encryption of a
number mDEZL]Smwr[h m™= m mod nS. This is not good enough since we want
m = mEmod ns". All we know is that mE= m+tnS mod n® for some t we cannot
directly compute. To get around this, we mask m with some random bits so that
we can find t by decryption, as detailed below.
The masking can be done in 2 ways:

— Trusted Third Party: A trusted third party generates a random value R
of size log(B) + ki. The 3rd party reveals the value E;(R).

— MPC approach: The servers each generate a value R; of length log(B) +k;
bits, reveal E,(R;j) and prove they have done so using an interval proof. This
should be done using the Multiparty >-protocol technique of [9]. All encryp-
tions with correct proofs are combined using the homomorphic property to
get (1 is the set of servers which supplied a correct proof):

E2(R) = Mok (Ri) = E(Zi ofri)
This means that R is at most w2!09(B)+ks

Note that the condition on B and R ensures that m + R < Nj.

1. We consider the encryption e = E;(m) as a C|phertext e in CS;,. As noted
above, this will be the encryption E>(m +tn® mod ns', r) for unknown t and
r

2. Now let eM=e CE3(R).

3. The servers decrypt e“to get a message m + R + tn® mod ns". Since we have
m+R < Nz, we can find m+R and t just by integer division. And if at least
one server has chosen its R; at random, information on m will be statistically
hidden from the servers, since R is at least k; bits longer than m.

4. We now set e™= e [CE}(—tns,1). Due to the homomorphic properties this
is equal to Ex(m).

2.2 Preparation

The preparation phase requires the generation of the 2 cryptosystems with key
distribution for threshold decryption in CS,. We also need a publicly known
polynomial of degree L — 1 which satisfies the equation:

f(i)=M' mod N, io<i<L
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By assumption N, has only very large prime factors. Hence any dilerknce of
form i — j where 0 < i,j < L is invertible modulo N, and this is su Lcieht to
ensure that f can be constructed using standard Lagrange interpolation.

The next and last part of the preparation has to be done once for each
election. For each voter, the severs generate a random encryption E,(R) as
described earlier. Then we execute L —2 MPC multiplications to get encryptions
Ex(R) forj=1,..,L—1

2.3 Voting

The voter generates a vote for candidate i by making an encryption E,(i) and
an interval proof that it is the encryption of a value in the interval {0, ...,L—1}.

2.4 Transformation

When the servers receive the vote as a ciphertext in CS; they have to transform it
into a corresponding vote in CS,, that can be added together to give a meaningful
result. This is done by transforming E1(i) to Eo(M"). This has to be done for
each vote and can be done in the following way:

1. We transform E; (i) into Ex(i).

2. The servers decrypt E»(i) CE3(R) to get z = i +R. It follows that i = (z—
R), and this can be rewritten using the standard binomial expansion. The
result is that i/ = o +a;R+...+ajRJ for publicly known values o, ..., Qj.
Hence encryptions E,(i1) can be computed without interaction from the
encryptions E»(RJ) from the preparation phase, using the homomorphic
property. From these encryptions, we can, using the polynomial ¥ computed
in the preparation, construct an encryption E,(f(i)), still with no further
interaction. The result of this satisfies E(f(i) mod N, r) = E>(M' mod
Nz, )

2.5 Calculating Result

Now we can combine all the transformed votes using the homomorphic property
of CS, and decrypt the result. This will give a value of the form:

1
Vil\/|l O0<svi<M

Since M is the number of voters an overflow of v;i mod M cannot have occurred
and since M- < N, we get that the number of votes on the i’th candidate will
be v;.

2.6 Complexity

From the voters point of view the computational (modular multiplications) and
communicational complexity (bits) of this protocol will be O(log(L) + k). This
is within a constant of the smallest possible.
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The decryption servers’ work depends on the cryptosystems used, and can
only really be compared in the number of usages of the primitives: transforma-
tions (from CS; to CS;), decryptions, MPC multiplications, and random value
generations.

In the preparation, we generate M random values and do M(L — 2) MPC
Multiplications. During election we do M transformations from CS; to CS, and
M decryptions, plus 1 to get the result. To calculate the powers of R in the pre-
processing, O(L) rounds of communication are needed. Constant round solutions
can also be devised using techniques from [16], but the total communication will
be larger. The protocol for the election itself is constant round.

3 An Alternative System

Here we look at an alternative scheme that requires more work for the voter,
but the work required by the tallying servers can be reduced compared to the
previous scheme for some parameter values.

3.1 Needed Properties

In this trade o [CSstheme we also need a pair of cryptosystems CS; and CS;, with
properties as described earlier, except for two changes:

— Zero-knowledge proofs: Interval proofs are not needed for this scheme.
Instead we need that a player can generate an encryption E;(v) and prove
in zero-knowledge that v {29, ...,25~1}. For the example of Paillier based
encryption, a protocol for this purpose is given in [5].

— Vote Size: In this scheme, we need 2- < B < N; instead of log, L < B.

3.2 Preparation

The cryptosystems must be set up as for the previous scheme.
In preparation of each election a pair of values have to be generated for each
voter (recall that we defined j to be minimal, such that 2 > M):

— An encryption of some random R: E2(R mod Ny).
— The inverse of R raised to the j’th power: Eo(R™ mod N).

These values are generated before the election so that the result of the election
is more e [ciehtly computed when the votes start to arrive. The values can be
generated with one of these 2 methods:

— Trusted third party: The trusted third party generates the 2 encryptions.
— O(log(j)) MPC multiplications: The servers cooperate on generating a
random encryption E,(R). Using the inversion method from [16] the value



134 Ivan Damgard and Mads Jurik

Eo(R™Y) is generated [ Then the servers use the MPC multiplication
O(log(j)) times to get Ex(R™Y).

3.3 Voting

The voter generates a vote for candidate i by setting v = 2', making E;(v) and
a proof that it is the encryption of a message from the set {2°, ..., 2-71}.

3.4 Transformation

The goal of the transformation is to compute E,((v)) from E1(v) and can be
done as follows:

1. The encryption of the vote v is transformed to e = E»(v) in CS,

2. The servers perform a MPC multiplication of e = E,(v) and Ex(R) to get
e"= E,(VR mod Ny)

3. The servers decrypt e“to get vR mod N, which reveals no information of v
since R is chosen at random (note that by assumption on Ny, both v and R
are prime to N, except with negligible probability).

4. The servers raises VR to the j’th power in public and make an encryption of
this, e™= E,((vR)Y) mod N5, 1) (we use a default value of 1 for the random
input to encryption, no randomness is needed here).

5. The servers make a MPC multiplication of eé™and E»(R™ mod N,) to get
the transformed encryption of the vote

E>(v! mod Ny, r) = E»((2))" mod Na, r).

3.5 Calculating Result

To calculate the result the transformed votes are combined using the homomor-
phic property of CS,, and the resulting ciphertext is decrypted. The plaintext
from the decryption will have the form:

vi(2h)! 0d0=svi<?

Since 21 > M, where M is the number of voters an overflow cannot have occurred
for a single candidate and the whole election cannot have caused a overflow since
(2" < N,. The number of votes on the i’th candidate is v;.

1 This is done by generating another encryption of a random value R"in the same
way as the first. Then compute the MPC multiplication of the 2 and decrypt it to
get RRHmod N». This is inverted and encrypted again. Then this is MPC multiplied
with E2(RY again to get E2((RRY*RMmod N2) = E2(R™* mod Ny)
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3.6 Complexity

The communication needed from the voter is now O(L + k), plus the size of the
proof of correctness for the encryption (which in the Damgard-Jurik scheme will
have size O(log(L)) encryptions using the techniques from [9]).

If a trusted third party is used then there is no precomputation for the tally
servers, but otherwise they have to generate the pair of values: to generate the
inverses we need 1 random value generation, 2 MPC multiplications and 1 de-
cryption, and for calculating the j'th power we need at most 2 log,(M) multipli-
cations which means that we use a total of M (log,(M)+2) MPC multiplications
and M decryptions and random values.

For the election itself, the number of transformations we need from CS; to
CS, is M. In the protocol we use a decryption when raising each vote to the
J’'th power, so we need M + 1 decryptions. And finally we need a total of 2M
MPC multiplications.

The preparation can be done in O(log(M)) rounds, while the protocol after
preparation is constant round.

In comparison with the first scheme, we see that the voters do more work here,
and the complexity of the election after preparation is comparable, but slightly
lower in the first scheme. The main di Cerence is that the complexity of the prepa-
ration is O(ML) MPC multiplications in the first scheme and O(M log M) in
the second. Another diLerknce is that the first scheme requires M L encryptions
to be stored between preparation and election, while the second scheme requires
only 2M encryptions.

Thus the second scheme may have an advantage if log M is less than L. Even
for large scale elections, this may well happen, since even if 10° < M < 10°
logM is only between 20 and 30.

4 Protecting Clients against Hackers

How can a voter be protected against a curious person that has full access to
his computer during an election? In this section we look at a way to trade trust
in the security of the client computer against trust in a third party. We first
describe the basic idea on a high level and then give two ways to implement the
idea.

We assume that we have a trusted party T (we discuss later in which sense
he has to be trusted). T will for each voter choose a random permutation m
permuting the set 0, 1, ..., L—1. He then privately (and possibly by non-electronic
means) sends a list containing, for each candidate number i, the candidate’s name
and mt(i). When using his own (or any) client machine to cast his vote, the voter
decides on a candidate - say candidate number i, finds his name on the list,
and tells the client software that he votes for candidate m(i). The client software
could simply present a list of numbers from 0 to L; to choose from, without
any corresponding names. The client software sends an encryption of 1i(i) to the
tally servers.
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At the same time as m is generated, T also sends to the tally servers an
encryption of 1. Using this encryption, the servers can transform the encryption
of m(i) into an encryption of i, and the election result can then computed using
the homomorphic properties as usual.

As for security of this, consider first correctness: as we have described the
system, we clearly have to trust that T encrypts for the servers the correct per-
mutation for each voter. If not, the result will be incorrect. Note, however, that T
cannot decrypt the encryption of (i) sent from the client machine, so it cannot
manipulate the permutation and be certain to favor a particular candidate. If
T was suspected of foul play against a particular voter, the information held by
the voter could be verified against the encryption of i, and then cheating would
always be caught. But since this is a rather cumbersome procedure, it is unlikely
to happen very often, and so some amount of trust has to be invested in T.

As for privacy, clearly an attacker monitoring the client machine gets no
information on who the voter voted for, by the random choice of m. Furthermore,
even if T pools its information with a minority of the severs, they cannot break
the privacy of the voter unless they break the encryption. A breach of privacy
would require both that T is corrupt and that it participates in an attack where
client machines are infected.

In practice, who might play the role of T? As an example, in many countries,
there is an authority which, prior to elections and referendums, sends by private
paper mail a card to every eligible voter, and this card must be used when casting
a vote. Such an authority could naturally play the role of T, and simply print
the information about 1 on the card sent out. In other countries voters must
contact a government o [ceko get registered, in this case the permutation could
be generated on the fly and the information handed directly to the voter.

For the first implementation of this idea we use a cryptosystem CS with
encryption and decryption functions E, D and plaintext space of size N.

4.1 Needed Properties

Here we need less assumptions because we do not need to transform the votes
between di [erknt cryptosystems.

— CS is homomorphic: as defined earlier

— CS supports MPC multiplication: as defined earlier

— Zero-Knowledge proofs: we need that a player can generate an encryption
E(v) and prove in zero-knowledge that v [L{M?, ..., ML-"1}. For the example
of Paillier based encryption, a protocol for this purpose is given in [5].

— Election size: To ensure that the final result is correct we need M- < N.

— Factorization of N: We assume that N has only very large prime factors
so that factoring N is infeasible.

4.2 Preparation

T picks a random permutation 1 for each voter and gives the ni(i) values to the
voter as described above. Then T generates a polynomial of degree L — 1 for
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each of the voters with the property that
f(MH)=M" ®modN [H0<i<L

If doing this by Lagrange interpolation fails, this can only be because some
number less than N was found to be non-invertible modulo N, which implies N
can be factored. Since this was assumed infeasible, the construction fails with
negligible probability. The L coe [ciehts of the polynomial are then encrypted
to produce encryptions cg, ..., c_—1 and these are given to the tallying servers.

The tally servers for each voter generates a random encryption E(R) and
compute encryptions of the powers E(R?), ..., E(RM).

4.3 \oting

To make a vote for candidate i the voter gives (i) to the client machine
who makes an encryption E(M™®) and appends a zero-knowledge that one
of M?, ..., M-~ was encrypted.

4.4 Transformation

We need to transform the vote E(M™®). First we use the encryptions of powers
of R from the preparation to compute encryptions E(M?2™®) . E(M =Dy,
This is done the same way as in the minimal vote scheme and requires only one
decryption and local computation. From this and cg, ..., ¢ —1, the servers can
clearly use the homomorphic property and O(L) MPC multiplication to make
an encryption E(F(M™®)). If T participates, it can be done much more e =1
ciently: since T knows the coe [ciehts of f, he can produce E(f(M™®)) from
E(M?Z®), ..., E(M&=Dm®)Y by only local computation, and prove in zero-
knowledge to the servers that this was correctly done. The proof is straight-
forward to construct using techniques from [9]2.
We then have

E(F(M™®)) = E(M™ ") = E(M})

which is what we wanted.

4.5 Combination

The result can then be found using the homomorphic addition of the transformed
votes to get a number of the form:

1
viM! dosvi<M

since M is the number of voters and ML < N an overflow cannot have occurred
and the number of votes on the i’th candidate will be vj.

2 In [9], a zero-knowledge protocol was given by which a player can prove that a
committed constant was correctly “multiplied into” a given encryption, and this is
exactly what we need here
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4.6 Complexity

Since we don’t have any reduction in the size of the cryptosystem the voters the
communication and computational complexities are O(L log M + k) plus the size
of the proof that the vote has the right form.

For the tallying servers the complexity of both preparation and election is
comparable to the minimal scheme in case T participates also in the election.
Otherwise we will need O(ML) MPC multiplications during the election itself.

4.7 Combination with Minimal Votes

Since the scheme we just presented is similar to the minimal vote scheme it is
straightforward to combine the two. This only adds the cost of transforming the
vote from CS; to CS,. The polynomial must now have the form

fi)) =M™ ® mod N

and the voter send an encryption of form E;(1(i)) as his encrypted vote.

4.8 An Alternative Implementation

A very simple way to implement multicandidate elections from homomorphic
encryption is as follows: the voter produces encryptions e, ...,e., where ej =
E (1) if he votes for candidate i and all other encryptions contain 0. He proves in
zero-knowledge that each e; encrypts 0 or 1, and opens e; [__1[e/ to reveal 1,
in order to prove he voted for one candidate. The tally servers can then combine
all 0/1 votes for each candidate separately using the homomorphic property and
decrypt. This method places a quite large workload on voters, but on the other
hand it can be based on El-Gamal encryption as well as on Paillier, and it is
the only known way in which elections with large L can be e [ciehtly based on
El-Gamal encryption (the method from[4] is exponential in L).

It is straightforward to apply the client protection method to this voting
scheme: the trusted party T generates and communicates a permutation to each
voter as described above. Then to encrypt a permutation 1t for the tally servers, T
will generate an L x L permutation matrix My representing n~! in the standard
way and publish encryptions of each entry in M. We let E(My) denote this
(ordered) set of encryptions. The voter will now send a set of encryptions where
e1,...,eL, where eqy = E(1). Since T knows the entries of My, he can by
only local computations and using the homomorphic property produce random
encryptions ef} ..., e[ such that e; = E(1) and all the others contain 0. This is
done by applying My to the vector of encryptions and multiplying by random
encryptions of 0. Since E(Mjy) was made public, he can then prove in zero-
knowledge to the servers that this was correctly done using techniques from [9].
Finally the computation of the final result can be completed as above.
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Interval Proofs for Paillier Encryptions

Given a Paillier encryption E(m, r) (computed modulo N?), we sketch here an
e Ccieht method to prove in zero-knowledge that m is in some given interval 1.
In [5] a protocol for this purpose is given. However, there one needs to supply an
encryption of every bit in the binary expansion of m. We want a more e [cieht
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method, where only a constant number of encryptions need to be sent. In the
following, opening an encryption E(m, r) means revealing m,r. However, for
simplicity, we will suppress r in the notation in most cases.

In [10] Baudot gives an e Lcieht method for proving that a committed number
lies in a given interval. The protocol requires sending only a constant number of
commitments and is zero-knowledge in the random oracle model that we also use
here. It assumes that the number has been committed to using a commitment
scheme with some specific properties. The scheme proposed by Fujisaki and
Okamoto [12] will su [ce]Jassuming the strong RSA assumption. See [10] for a
short description of the commitment scheme and associated protocols. It should
be noted that there are some technical problems with the proof of soundness
for the associated protocols given in [12], but these problems have recently been
fixed in [LI]. The modulus N used for Paillier encryption can also serve as part of
the public key for the commitment scheme in Baudot’s protocol. In addition, we
need two elements g, h [CZ}-bf large order, such that g is in the group generated
by h. The prover must not know the discrete logarithm of g base h or vice versa.
We assume that g, h are generated as part of the procedure that sets up N and
shares the private key among the decryption servers. A commitment to m in this
scheme using random input r is Com(m, r) = g™h" mod N. We will often just
write Com(m) for simplicity.

Now, the basic idea is the following: given E(m), the prover provides a com-
mitment Com(m), proves that the commitment contains the same number as the
encryption, and then uses Baudot’s protocol to prove that m [I] The only miss-
ing link here is how to show that the same number m is contained in encryption
and commitment. This can be done as follows:

1. Let T be the maximal bit-length of m (based on the interval 1). The prover
chooses at random u, an integer of length m +2k; where k; is the secondary
security parameter. He sends a = E(u),b = Com(u) to the verifier.

2. The verifier chooses a k-bit challenge e.

3. The prover opens the encryption a - E(m)® mod n? and the commitment
b - Com(m)® mod N, to reveal in both cases the number z = u +em. The
verifier checks that the openings were correct.

This protocol can be made non-interactive in the standard way using a hash func-
tion and the Fiat-Shamir heuristic. It is then also statistically zero-knowledge in
the random oracle model.

What we have done is to combine two already known protocols for proving
knowledge of the contents of an encryption, respectively a commitment. Then,
when we prove soundness of this protocol using a standard rewinding argument,
the fact that we use the same challenge e and the same response z is both
cases will ensure the prover must know one single value that is inside both the
encryption and the commitment. Indeed, if the prover for given a, b could answer
two di [erknt challenges e, ePby numbers z, z5 then this common value would be
(z — z9/(e — €Y. The strong RSA assumption is used here, to show that e — e™
must divide z — z5 except with negligible probability. Details are deferred to the
final version of the paper.
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Abstract. Strong voter privacy, although an important property of an
election scheme, is usually compromised in election protocol design in
favor of other (desirable) properties. In this work we introduce a new
election paradigm with strong voter privacy as its primary objective. Our
paradigm is built around three useful properties of voting schemes we de-
fine: (1) Perfect Ballot Secrecy, ensures that knowledge about the partial
tally of the ballots of any set of voters is only computable by the coalition
of all the remaining voters (this property captures strong voter privacy
as understood in real world elections). (2) Self-tallying, suggests that the
post-ballot-casting phase is an open procedure that can be performed by
any interested (casual) third party. Finally, (3) Dispute-freeness, suggests
that disputes between active parties are prevented altogether, which is
an important e [cieht integrity component.

We investigate conditions for the properties to exist, and their implica-
tions. We present a novel voting scheme which is the first system that is
dispute-free, self-tallying and supports perfect ballot secrecy. Previously,
any scheme which supports (or can be modified to support) perfect ballot
secrecy sulers from at least one of the following two deficiencies: it in-
volves voter-to-voter interactions and/or lacks fault tolerance (one faulty
participant would fail the election). In contrast, our design paradigm ob-
viates the need for voter-to-voter interaction (due to its dispute-freeness
and publicly verifiable messages), and in addition our paradigm suggests
a novel “corrective fault tolerant” mechanism. This mechanism neutral-
izes faults occurring before and after ballot casting, while self-tallying
prevents further faults. Additionally, the mechanism is secrecy-preserving
and “adaptive” in the sense that its cost is proportional to the number of
faulty participants. As a result, our protocol is more e [cieht and robust
than previous schemes that operate (or can be modified to operate) in
the perfect ballot secrecy setting.

1 Introduction

One of the most challenging cryptographic protocol problems is electronic voting.
We can distinguish two major settings for this problem: The first one based on
homomorphic encryption was introduced in [CE85] (see also [BY86/Ben87]). The
second one, based on anonymous channels (usually implemented through mix-
nets, e.g. [OKST97/Jak99])), was introduced in [Cha81]; for a related approach
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based on blind signatures see [Cha88|FO092//Sak94]. Election protocols is a very
active area of research which has progressively produced various tools for privacy
and fault tolerance (e.g., [DLM82]Mer83|Yao82/Cha88/B89,PIK94)SK94/SK95],
[BT94ICFSY96)/CGS97/Abe99/Sch99]). There are, in fact, two notable sub-cases
for the basic problem: (1) small scale (boardroom) elections, where the protocol
is essentially run by the voters; (2) large scale (country wide) elections, where
tally (or mix) authorities are involved. Typically, the first case allows for better
privacy, while the second case implies the necessity of robustness where a voter
misbehavior cannot disrupt the election.

Previous small scale voting-schemes, satisfy voter privacy in a strong way
(e.g. small scale cases in [DLMB82Mer83[Yao82|Cha88,/PW92]). However these
schemes are very sensitive to failures, have high time/communication complex-
ity requirements and/or require voter-to-voter private interaction (therefore are
subject to costly disputes). On the other hand, large scale schemes rely on the
assumption that (a subset of) the authorities do not try to violate the privacy
of the voter by assuming some conditions. Examples of such conditions are: “at
least one of the authorities remains honest (in mix-net based voting schemes, e.g.
[Abe99]),” or “at most t authorities collude against the voters but not more (dis-
tributed government schemes e.g. [BY86ICFESY96,CGS97]).” The dependency of
voter privacy on the authorities not colluding in such (large scale) schemes, was
noted in [Bra99]. While the above achievements are remarkable, nevertheless,
there is much more to wish for with respect to voter privacy in conjunction with
e [ciehcy, smooth operation and availability of election results.

Our main goal in this work is to investigate a new paradigm where the strong
voter privacy of small-scale elections is possible, but to achieve it with increased
e Lciehcy and reliability (i.e., avoiding voter-to-voter interaction and tolerating
faulty participants). The new paradigm will be able to combine strong voter
privacy with the advantages of the bulletin board paradigm by separating a pre-
processing step and an actual ballot casting step, while still implementing all
communications via the bulletin board. Our contribution can be summarized as
follows:

(1) On a Conceptual/Definitional Level

We introduce the concepts of Self-Tallying, Perfect Ballot Secrecy and Dispute-
Freeness: A self-tallying voting-scheme, allows any casual third party to perform
the tally computation and in general the post-ballot-casting phase (which be-
comes independent of any active participant’s behavior and of any fault). Conse-
guently, there are no authorities or voters involved in the post-election phase that
becomes an open procedure. Furthermore, the ballots’ availability implies that the
counting can be split arbitrarily into chunks amongst a group of third-party tal-
liers (without revealing any partial information about the votes) something that
results in a speed-up of the tallying process. Perfect Ballot Secrecy (PBS) ensures
that knowledge of the partial tally of the ballots of any set of voters (beyond
what is known trivially) is only accessible to the coalition of the remaining voters
(as secrecy is perceived in real world elections). Self-tallying and Perfect Ballot
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Secrecy are both highly desired properties of election systems. As we will show,
these properties are not consistent with traditional robustness of the large scale
election schemes (started in [CE85] and followed by much of the homomorphic-
encryption based work since then [BY86/Ben87,SK94|/CFSY96/CGS97//Sch99],
[FPS00/DJO0KMOO01]). Thus, we need a novel notion of fault tolerance which
we suggest here: Corrective Fault Tolerance. It involves the honest users correct-
ing faults which are publicly detectable due to Dispute-Freeness: a voting-scheme
that is dispute-free has built-in prevention mechanisms that eliminate disputes
between the active participants; in essence, any third party should be able to
check whether an active participant follows the protocol. Such publicly verifiable
scheme has a “public” audit trail which contributes to the reliability of the vot-
ing protocol (whereas, a typical small scale election lacks such reliability). Note
that a dispute-free scheme cannot employ PKI or private channels between the
participants.

(2) On a Protocol Design Level
We present a boardroom voting scheme which has a number of advantages com-
pared to previous such voting schemes, both in e Cciehcy and voter privacy. It
is rooted in our new design paradigm which attempts to preserve as much relia-
bility as possible, while employing homomorphic-encryption in the PBS setting.
A key step in our design (that distinguishes it from past work) is that the voter
does not select the randomness to be used in its ballot but rather it is gener-
ated distributively in a preprocessing stage ahead of ballot-casting. Our scheme is
dispute-free, self-tallying and supports perfect ballot secrecy in the most e [cieht
way: if all voters participate, the complexity of the post-ballot-casting phase is
essentially optimal, requiring a total of at most 3n operations, where n is the
number of ballots. Note that perfect ballot secrecy is achieved without voter-to-
voter interaction. Our scheme can be viewed as optimizing the “all-honest” case
(this design is known as the optimistic approach in the distributed computing
literature). The protocol employs corrective fault tolerance, in the case of faulty
disruption by participants. In such a fault tolerant scheme, the usual robustness
properties of large scale schemes are replaced, since the latter are incompatible
with perfect ballot secrecy. After ballot casting, no further faults are possible
due to the employment of the notion of self-tallying. If PBS is not a prime ob-
jective our scheme can be readily transformed to a dispute-free, self-tallying,
multi-authority based scheme that is more suitable for large scale elections.
Our voting paradigm allows batching many elections run among the same set
of voters (boardroom setting) in such a way so that the online cost for the voter
is essentially optimal (merely that of ballot-casting: constant in the number of
participants). Additionally our paradigm allows the post-ballot-casting phase to
be parallelized arbitrarily, breaking the tallying task into smaller tasks which can
be assigned to casual third-party talliers that can work on problem instances
independently. The combination of partial counts by talliers can be done in
a straightforward manner without the voters and without loss of security. In
contrast, if we adopt a typical homomorphic-encryption based scheme to the
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case where “all voters are talliers” [BY86/Ben87/SK94/CFSY96/CGS97//Sch99],
then, these schemes imply a post-ballot-casting involvement of the voters who
must act as talliers, before the result can be announced. This is true also for the
recent Paillier-based [Pai99] election schemes in [FPS00,DJ00].

2 Requirements for Voting Schemes

A voting-scheme needs to fulfill a variety of requirements to become useful. A
brief presentation of requirements follows:

Privacy. Ensures the secrecy of the contents of ballots. Usually, in large scale
elections, privacy is achieved by trusting some servers/ authorities. In small scale
elections, privacy is achieved typically by intensive voter-to-voter communica-
tions.

Universal-Verifiability. Ensures that any party, including a casual observer, can
be convinced that all valid votes have been included in the final tally.

Robustness. Ensures that the system can tolerate a certain number of faulty
participants. Strong robustness implies that each voter is dealt with indepen-
dently (which is the most suitable notion for large scale voting). This is shown
to be impossible when all voters are also talliers (i.e., in a small scale election).
As a result, in this work we consider a more relaxed form of robustness, a notion
which we call corrective fault tolerance. Under this concept, fault tolerance
is achieved through actions of the honest participants.

We note that the combination of universal-verifiability and robustness (which
is seemingly contradicting) is a contribution of the fundamental work of Benaloh
et al. [CF85,Ben87], to which the notion of enhanced privacy (via distributed
talliers) was added in [BY86].

Receipt-Freeness. The voter cannot provide a receipt that reveals in which way
he/she voted [BT94]. This was further developed in [SK95//Oka97/HS00] and it
is a typical requirement in a country-wide elections to political o [ced.

Fairness. No partial-tally is revealed to anyone before the end of the election
procedure [FOQ92].
We introduce three additional desired properties for election schemes:

Dispute-Freeness. The fact that participants follow the protocol at any phase
can be publicly verified by any casual third party. This property extends univer-
sal verifiability from the tallying phase to any part of the election protocol. A
dispute-free voting scheme does not involve bilateral zero-knowledge proofs and
dispute resolution mechanisms. In a dispute-free protocol the active detection
of misbehaving is substituted with built-in prevention mechanisms which add

integrity.
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Self-Tallying. The post-ballot-casting phase can be performed by any interested
(casual) third party. This property can be viewed as another strengthening of
universal verifiability, in a di [erent direction though. We note that self-tallying
is a property inconsistent with the anonymous channel approach to elections,
since in the post-ballot-casting phase a mix-network or some other mechanism
between the active participants needs to be executed. Note also that a self-
tallying scheme needs to cope with fairness explicitly, since the last voter to cast
the last ballot may have access to the election results before choosing her vote.
Nevertheless this can be dealt with e [ontlessly, as we will show, by having the
authority that manages the deadline of the election cast a final “dummy vote”
(in a publicly verifiable manner). Until this final vote, any partial tally is just a
random value.

Perfect Ballot Secrecy. Ensures that knowledge of the partial tally of the ballots
of a set of voters (beyond what is known and computed trivially by merely having
the final tally) is only accessible to the coalition of all remaining voters. This
property strengthens the privacy property and makes it independent of servers’
behavior. Such high level of secrecy is a natural notion pertaining to elections
and has appeared before in the context of non-robust procedures involving voter-
to-voter communications in [Cha88].

2.1 Mutual Disjointness of Properties

We next point out that self-tallying and certain perfect ballot secrecy implemen-
tations are not consistent with strong robustness as the following propositions
reveal. (The propositions are stated without a formal model, but can be instanti-
ated formally as well; we avoid lengthy formalities since this subsection is merely
a motivation for our design paradigm).

Proposition 1. A self-tallying scheme cannot be robust and support privacy at
the same time.

To see this, assume that there is a scheme that is self-tallying and robust at
the same time. Suppose that n — 1 of n registered voters actually show up in
the election. By the definition of the properties if the scheme is self-tallying and
robust it should be possible for any third party (e.g., the timing authority) to
compute the partial tally of the n—1 votes. In the case that all voters vote, this
third party may perform the computation that can be performed when only n—1
voters show up therefore revealing the vote of the excluded voter, in violation of
privacy.

Candidates for Perfect Ballot Secrecy (PBS) are voting-schemes based on
distributing the power of talliers, where it is possible for the voters to simulate
the computation of the distributed government. Alternative schemes involve us-
ing an anonymous channel that is implemented in such a way that no assumed
trusted parties are employed, i.e. voter communication implements the anony-
mous channel (schemes where specific authorities are trusted not to collude, e.g.
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[NSS91], are automatically excluded). Here we concentrate on the first approach
as it appears to be more natural for obtaining e [cieht constructions in the PBS
setting. Robustness in such schemes is usually based on some threshold secret-
sharing mechanism (of messages or private keys), that produces shares among a
set of authorities (this set, in fact, coincides with the set of voters in the PBS
setting). In these schemes any set of t authorities may uncover the contents of
any cast ballot. If the voters play the role of the authorities to achieve PBS,
it is clear that the threshold t should be n, otherwise the PBS property is not
satisfied. Obviously, setting the threshold to n implies lack of fault-tolerance. As
a result we can conclude:

Proposition 2. A voting-scheme with robustness based on secret sharing (of
values or keys) cannot satisfy Perfect Ballot Secrecy.

3 The Voting Scheme: Basic Steps and Mechanisms

The participants in the protocol are n voters denoted by Vi,...,V, and the
bulletin board authority. Each voter has a unique identification string denoted
by 1(V;j). Identification strings are publicly known.

3.1 The Bulletin Board

A bulletin board is used for all necessary communication between the parties in-
teracting in the voting scheme [CE85]. The bulletin board is a public-broadcast
channel with memory. Any party (even third-parties) can read information from
the bulletin board. Writing on the bulletin board by the active parties is done
in the form of appending data in a specially designed area for each party. Eras-
ing from the bulletin board is not possible, and appending is verified so that
any third party can be sure of the communication transcript. In the sequel, the
phrase “party X publishes value Y” means that X appends Y to the portion of
the bulletin board that belongs to X. The bulletin board authority (server) par-
ticipates in the protocol to alleviate the computational cost of the participants
and administer the election. Server-based ciphertext processing helps in reducing
the computations of the parties, whenever trusted. All computation performed
by this authority will be publicly verifiable (e.g., by repeating the computa-
tion whenever not trusted). The bulletin board authority is also responsible
for administering the election, namely, it performs actions such as starting and
terminating the election, and maintaining a registry of the eligible voters that
should gain access to the bulletin board.

3.2 Initialization

Let Gk be a family of groups, such that finding discrete logarithms in groups
of Gk is hard (there is no probabilistic polynomial-time algorithm that finds
discrete logarithms with non-negligible probability in k). For example, if p, q are
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large primes with q | p — 1, then the unique subgroup G of ZpEbf size ¢, is an
element of Gk where k is the number of bits of p,q. Let Gen be a probabilistic
polynomial-time algorithm that given 1¥ generates the description of a group
G LGk, and three random elements from G, f, g, h (with relative discrete logs
unknown); this can be also be produced distributively, see [GIJKR99]. We will
denote the order of G by g. Arithmetic in the exponents is in Zj.

We assume that all parties, either observe Gen and its output, or are using a
suitable cryptographic protocol for it. Therefore, all parties obtain the elements
g, T, h. Every voter Vj selects a random value a; 2, and publishes h; := h%
(the voter’s personal generator for G).

3.3 Preprocessing: The Pre-voting Stage

voter V;, selects n random values s;; 44, J = 1,...,n, such that
j=1Sij = 0. As we will see, this method will randomize the actual ballots
while keeping global consistency; we note that such a technique is typical in var-
ious settings, e.g. in re-randomization of individual keys in proactive protocols
[OY91]. V; then, publishes the pairs IB.J,R s LBt R.J = gS-J and RD = hs'J
Vi should prove to any third party that Iogg Rij = logp; Rjj. Using a proof of
knowledge introduced in [CP93], this is possible as descrlbed in figure [ Note
that this protocol is proven to be zero-knowledge only in the case of a honest
verifier (see e.g. [CGS97]), but this is su [cieht in our setting.

Prover (Vi) Verifier
publishes [Ri j, Ri; ]
w [,
a:=g%b:=hy 2°
= clrEy
rr=w+sijc _~  g¢"Za(Rij)°
hi 2 b(RF})°

Fig. 1. Proving that logy Rij = logy, R}

The well-known Fiat-Shamir heuristics [ES87] can be used to make the proof
non-interactive and ensure that the challenge ¢ is chosen “honestly”: if H is a
cryptographically strong hash function (thought of as a random oracle), then c is
defined as H(I(V;),Rij, R IJ,a b). Consequently V; publishes IB.J,REJ-,a, b, r;J
the verifier computes ¢ using the hash function and checks the two equalities
as in the figure. This method ensures that the challenge ¢ is chosen at random
(under the assumption that H is a random oracle hash). When c is chosen using
a random oracle hash we will denote the sequence [al b, r Cdlefined as above for
the values R; j, R} and bases g, hj by PKEQDL[x : (Rij = ¢*) C(R;} = h{)].
Such proofs will be used in other parts of our voting scheme to ensure that the
participants are following the protocol.
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Theorem 1. At any time, after the completion of the pre-voting stage,

(i) Any third-party can verify that IOEQ_&'J Iogh ,J, for any i, j.

(ii) Any third-party can verify that j=1Sii =0, for any i.

(HD)-H at least one voter chose the s; j values at randont—ﬁtie‘n the values t; :=
i=1 Si,j are random elements of Zq with the property  ;_; tj =0.

Proof. (i) is achieved using the non-interactive version of the proof of knowledge
descrrEe}d_rin figure[Dl (ii) can be easily checked by multiplying R; j: it shﬁgﬁpold
ﬁﬁ = 1&"—_3“:?!1 r\:ﬁEiII item (iii), just note that,
j=1  i=1Sij = j=1Sii = iz 0=0. Since each t; contalns a value
from each voter Vj, |f at Ieast one voter chose the s; j values at random, this is
enough to randomize all t; values. 1

The IE;r:ﬁtm board authority for each j = ,h computes the product
Ry = 1 Rij and publishes it on the board The contents of the bulletin
board after the end of the preprocessing are shown in figure 2 (note that in the
left hand table, each row when its values are multiplied together the result is
the value 1).

Vi @St ... gstn = Vi ozl hi** ... hpt?
Vo i|gs2r ... gs2n =1 Vo il htL 2N
Rij P RPj R
Vo i|gSmt L. gSnn =1 Vo :| hi™ .. hn
g" g =1 Rr'=h ... RY/=hp

Fig. 2. The contents of the Bulletin Board after the preprocessing phase

3.4 Ballot-Casting

Voter V;j reads Ry from the bulletin board and raises it to orj_l in order to
obtain hsti*--*sni = ht For now, we will assume that votes are either 1 or —1
(yes/no). We note that this is done only for the sake of the exposition as it is
possible to modify our protocol in a direct and e Ccieht manner to support voting
between c candidates, or support “0-voting” i.e. abstaining from the formation
of the election result (see section B7). V;j selects a v; [, —1} at his choice,
and publishes the ballot Bj := htifVi.

It is imperative that Vj convinces any third party that he followed the proto-
col i.e. that the random portion of B; has been produced by the application of
Vj’s secret value o ! on RD(note that the value RDIS publicly accessible). This
can be done as described in figure[3 We note here that one significant di [erence
from previous similar proofs of ballot validity (as those in [CESY96|CGS97]) is
that the value t; is not known to the voter, and the proof has to rely on the
voter (prover) knowing the secret “Di Ce-Hellman-key-exchange”-like value a;.



Self-tallying Elections and Perfect Ballot Secrecy 149

Prover (Vj) Verifier
publishes Bj := h'i fVi obtains R}’
Vj = 1 Vj = -1
di, ri,w [g ¥4 do, r2,w [r ¥4
ai ;= h™%hp ai:=hy’
az :==hy’ az == h™%h;?
by = (BjF) " (RP™ | by = (R)™
b2 = (R b2 = (B;/F) "2 (R})"
az,az,by,bz
o ¢ [r¥q

d21=C—d1 d1:=C—d2
rz:=w-+0; da |11 :=w+a; ds

rorzdud ¢ dy+d;
hit Z a;h®
hjz Z a,h®

(Rp)™ = by(B; F)™
(R = ba(Bj /)™

Fig. 3. Proving that (loggoB;T = Ioghj h) C(bggoB;/f = Ioghj h)
J J

More formally, the protocol of figure B3, is a proof of knowledge in the sense of
[CDS94)DDPYY4] as it satisfies completeness and special soundness; additionally
it is special honest verifier zero knowledge. As before, using the Fiat-Shamir
heuristics [FS90] we can make the above protocol non-interactive using random
oracle hashing, by choosing ¢ = H(I(Vj), Bj,RE ai, ap, b, by).

Theorem 2. The protocol of figure 3] satisfies the following:
(i) It is a proof of knowledge for the relation

(IogRngjf = Ioghj h) I:(]bgijBj/f = Ioghj h)

(i) It is Special Honest Verifier Zero Knowledge.
(iii) It ensures that the ballot Bj is formed properly.

Proof. (i) The witness for the relation is the value aj_l (the secret value of V).
Completeness can be shown in a straightforward manner.

Regarding special soundness: Given some RjD, Bj, suppose we have two ac-
cepting conversations with the same first move: (as, az, b1, bo, ¢, ry, r2,d1, dz) and
(a1, az, by, by, cHrilr5 df d5), with ¢ & ¢t For special soundness the goal is to
show that a witnﬁess can b’g constructed in polynomial-time. It is easy to check
that either *—i+ or 2=z is a witness for the relation. At least one of these

1—dy >—d;
values is defined since if both d; = di’and d, = d5'it holds that ¢ = c"(assumed
false). Note that a cheating prover can convince the verifier without using a wit-

ness by guessing the challenge ¢ sent by the verifier and computing a;, az, by, by
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according to c (instead of prior to receiving c¢). Such a cheating prover will be
detected by the verifier with overwhelming probability 1 — 1/g.

(i) The protocol is special honest verifier zero knowledge, because given a
random ¢, if we choose at random rq,r,,d;,d> s.t. ¢ = d; + do the conversa-
tion (h}lh_dl,hjrzh_dZ, (RjE)rl(ij)_dl,(RjE)rZ(Bj/f)_dZ,c, ry, ry,dg,dz) is an
accepting conversation that it is indistinguishable from the accepting conversa-
tions generated by the honest prover and the honest verifier.

(iii) From the relation (IogRj:.ij = Ioghj h) IIIbgRj:.Bj/f = Ioghj h), if
we denote by x the value Ioghj h then it follows that either B; = (RjE)Xf or
Bj = (R)*/f is true which is exactly how V; is supposed to form the ballot
Bj. 1

3.5 Administrating and Terminating the Election

The bulletin board authority is responsible for the administration of the election.
When the pre-voting stage is completed the bulletin board authority signs the
bulletin board and announces the start of the election process. It is imperative
that the bulletin board authority prevents reading of the cast ballots as the
election progresses in order to ensure fairness. This is because the last voter
to cast a ballot is able to compute the election result before choosing his/her
vote and casting the final ballot. Fairness can be ensured as follows: the bulletin
board authority participates in the pre-voting stage acting as one of the voters,
say voter ig. The bulletin board authority does not cast a ballot; instead when

the deadline of the election process is reached it publishes B;, := (RE)O‘io1 = htio
together with the non-interactive proof of knowledge PKEQDL[x : (h = h{) [
Bi, = (RPO)X)] (see section B.3) that ensures that the correct value is published
— note that this amounts to a publicly verifiable 0-vote. The bulletin board
authority also signs the contents of the bulletin board, thus o Ccially terminating
the election process and prohibiting the deposition of any other ballots.

Given the way the voters’ ballots are formed and theorem [[iii), it is easy to
see that:

Proposition 3. The administration of the election by the Bulletin Board Au-
thority as described above ensures fairness.

3.6 The Final Stage: Self-tallying and Corrective Fault-Tolerance

All voters participate: Self-tallying

If all voters participate in the election, then computing the final tally can be done
by any (casual) third party in optimal time: n —E—ﬁﬁltiplications in G and an
exhaustive search of 2n steps, worst-case. EI:E j=1ti = 0 (see theorem [liii)

it holds that the tally T := ;_; Bj =f =2 “I' (note that v, the “vote” cast

by the bulletin board authority is equal to 0). Because T CLLF"*1, ..., "1} it
can be inverted by a brute-force algorithm that will check all the possible values.
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By a baby-step giant-step method the inversion can be made in O(\/m group
operations.

Corrective fault tolerance

In order to achieve corrective fault-tolerance, when some voters stop partici-
pating at some phase of the protocol, the remaining active voters must react
to reveal the shares that were intended for them. Here we deal with two cases:
(i) when some registered voters do not participate in the pre-voting stage, and
(i) when some voters do not cast a ballot before the deadline of the election.
We note here that corrective fault-tolerance is not intended to capture all fault
possibilities of the active participants, and there can be catastrophic cases for
which the protocol must restart (with the faulty participants deactivated) for
example when some of the voters that cast a ballot do not participate in the
corrective phase. Note though, that whenever the majority is honest there is a
way to prevent a restart of the protocol by Byzantine agreement procedures —
an issue which is beyond the scope of this paper. Nevertheless, our protocol is
intended for the small scale boardroom model, where malicious failures (where
members of the board misbehave publicly) are not typical, and also in this case,
a restart of the protocol is not prohibitive.

Nevertheless, as we will see in section &1, corrective fault tolerance does pro-
vide significant increased of robustness, when compared to all previous election
schemes in the Perfect Ballot Secrecy setting. Next we outline the two procedures
which constitute corrective fault tolerance.

(i) Some registered voters do not participate in preprocessing. The
method presented here is also useful when some voters that participated in the
preprocessing phase prefer not to vote. This is important in the batched version
of the self-tallying scheme (see section f.2). Denote the set of voters whose shares
should be cancelled by S, and the set of remaining voters by S.

r‘l’_—he, corrective phase is as follows: each voter Vi, k S, publishes RY:=

h, ! rs Pk together [W-_I-tbl the non-interactive proof of knowledge PKEQDL][X :
(hk = RS C(@* ESRKJ)] (see section [33)). The bulletin board authority
modifies the R} values (that were computed at the end of the preprocessing
phase) as follows 1
KICS R:=RIRY7  Rj
i1

Then, the protocol proceeds normally with ballot-casting (section[3.4). It is easy
to see that the values t =logp, Ri for k [ satisfy the properties of the
t-values in theorem [I(iii): , sfx = 0 and {tk}, ;5 are random elements of Z,

provided that at least one voter Vi, k CSlchose the shares sy j at random.

(ii) Some voters do not cast a ballot. Denote the set of voters that did not
cast a ballot by %ﬁld the set of remal%voters by St Each voter Vi, k [SFH

publishes ex :=  gySkj and Ok := (; rseRji)%
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L1
The value ek can be universally verified by checking that g = j rs7RK,j

for all k [CSY The correctness of the value ®, can be universally verified by
having the voter Vy %sh the non-interactive proof of knowledge PKEQDL][X :
(h =hy) @ = ( j sy, CX)] (see section [33). After the completion of the
corrective rour]dible taIIy computation can be performed by any third party as
follows: T := "~ 55Bxh®(®) ™" It is easy to see that T CLFISY, ... £18™y:
inverting T is done in a brute-force manner as before.

We note here that these two corrective phases, are not exclusive and both
can be implemented in a single execution of a protocol.

3.7 Multi-way Elections

There are many standard ways to extend our voting scheme from yes/no votin
to 1-out-of-c voting for ¢ candidates (for a constant c) in an e Lcieht mannev@g
We describe one such possibility following ideas from Cramer, Gennaro and
Schoenmakers [CGS97]. The resulting scheme has the same complexity in all
respects, with the exception that the proof of validity of the ballot is increased
by the factor c, and the exhaustive search at the tallying phase requires searching
in the augmented possible tally value space.

Instead of f, in the initialization stage the values fq, ..., f. G are given for
use by all participants (where the log,, f—s not known to any party). V;j casts a
vote vj [{1,...,c} by publishing the ballot h' f,,. The proof of ballot validity
is modified as shown in figure [4l

Theorem 3. The protocol of figure (] satisfies the following:
(i) It is a proof of knowledge for the relation =} (logroB;j/fr+ Ioghj h).
J

(ii) It is Special Honest Verifier Zero Knowledge.
(iii) It ensures that the ballot B; is formed properly.

The election protocol is otherwise exactly the same to the yes/no case. In
the final stage the product Ty ... T is revealed where T {F,.. .,f”D_l}. Re-
vealing the tallies, requires a total of n°~? search steps in the worst case. By
uswg a baby step giant-step method it is possible to reduce the time needed to
o( n° ) group operations (see also [CGS97]) . We would like to further note
that the searching task can be arbitrarily partitioned among many processors in
a distributed environment.

4 The Voting Scheme

Stage 1. All participants run the initialization as described in section 2. Voters
register with the bulletin board authority that checks their eligibility, and gain
access to the bulletin board.

1 To go beyond constant ¢ one needs either to use another method than homomorphic-
based encryption, or base the scheme on sharing Paillier’s cryptosystem [Pai99] as
in [BEPPS01] which we can employ as well, at the expense of losing some of our
scheme’s properties.
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Prover (Vj) Verifier
publishes Bj := h' fy, obtains R}’
for CT4A,...,c} — {vj}

dor (R Eq, Fv; , W [REq

acFE h™9th

av; = hy’
b+ (Bj /i “ (R
by = (R})”
€achedb b

1 -~ ¢ lr¥a
dy =c=( 1m0
rv; := W+ a; “dy,

P €rcheodd hes c2 I:di:

for (+1,...,c,
r 2 d
hj:‘:amL

(Rp) =2 b(B; /']

Fig. 4. Multi-way Elections: Proving that [{Z) (loggoBj/fr+= Ioghj h)
J

Stage 2. The voters together with the bulletin board authority execute the pre-
processing stage of section B.3. At the end of the preprocessing stage, if some
registered voters failed to participate the corrective step of section [B.6(i) is em-
ployed. Subsequently the bulletin board authority signs the bulletin board and
o [cially starts the election.

Stage 3. Voters publish their ballots as described in section 34 in the designated
space for them in the bulletin board. Note that this process is not anonymous
and as a result double-voting is eliminated. When the deadline for the election
is reached the bulletin board casts the “final vote” and thus opens the election
results (see section 3.5).

Stage 4. If all voters who received shares in the preprocessing phase cast a ballot,
the election tally is recoverable by any third party as described in section 3.6l
(self-tallying). If not all voters participated the corrective fault tolerance round
of section [3:6(ii) is employed.

Complexity. Stage 1 requires O(1) computation and communication by all par-
ticipants. In stage 2, each voter spends O(n) for computing and communicating
the preprocessing shares. In stage 3, the voter computes the ballot and the proof
of validity that needs O(1) computation and O(1) communication. Stage 4, if all
voters that received shares at stage 2 cast a ballot, requires n—1 multiplications
and a brute-force step that takes 2n steps worst-case, which can be reduced to
O( n). The corrective rounds of sections have the following complexity: if
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b voters stop participating, each active voter needs to perform b — 1 operations

and to publish the resulting corrective value that requires O(1) communication.
Assuming the existence of an homomorphic encryption with an associated

discrete log problem which is secure and a random oracle hash, it holds that:

Theorem 4. The described protocol is a voting-scheme that satisfies privacy,
fairness, universal-verifiability, corrective fault-tolerance, dispute-freeness, self-
tallying and perfect ballot secrecy.

4.1 Comments on PBS Voting and Dispute-Freeness

In a voting-scheme with perfect-ballot secrecy, the actual vote of a participant
can only be revealed if all the remaining voters collude against him. In our case
Perfect Ballot Secrecy is ensured computationally. Our voting scheme can be
modified so that Perfect Ballot Secrecy is information theoretic however the
resulting scheme will not be dispute-free anymore.

Other voting schemes based on homomorphic encryption can be modified so
that they achieve Perfect Ballot Secrecy. Usually the computational/ commu-
nication cost is substantial. The general idea is to make the set of authorities
coincides with the set of voters and to set the threshold to n (for schemes that
are based on secret sharing). This choice disables the robustness property as seen
in proposition [2l Note that mix-net based schemes are not necessarily excluded
from the PBS setting (since it may be possible for the voters to simulate the
mix-net), but the homomorphic encryption setting seems to be more natural as
a base for PBS. In any case, a mix-net PBS scheme would face similar robustness
problems since all voters would need to be active in the mixing phase in order
to ensure perfect ballot secrecy.

Let us discuss the notion of dispute-freeness and its importance in the PBS
homomaorphic-encryption setting. The schemes of [CESY96] and [CGS97] include
phases that are not publicly verifiable and therefore they are not dispute-free: the
first uses private channels between voters and authorities whereas the second in-
cludes a key-generation phase between authorities that is not publicly-verifiable
(note that we do not claim that lack of dispute-freeness is necessarily inherent
in these schemes). Since in PBS voting the voters play the role of the authorities
this can lead to voters accusing other voters of invalidity of actions, which is cer-
tainly not desirable. For this reason we will focus our discussion of PBS schemes
(and in general of voting without authorities) on schemes that are dispute-free
i.e. [Sch99] and our voting scheme.

The [Sch99]-scheme can be transformed to the PBS setting: choosing the
threshold t to be n and letting the voters play the role of the talliers. The
complexity of the voter then becomes O(n?) before ballot casting and all voters
have to be active in the post ballot casting stage spending O(n) computation.
Due to the fact that all voters need to be active in the tallying phase, the
scheme is not robust (as it is the case for all schemes that base fault-tolerance
on secret-sharing, in the PBS setting, see proposition [2). Note though that it is
possible to achieve some form of corrective fault-tolerance by adding additional
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rounds of communication and computation, but this amounts to implementing
our own corrective steps (which become more complex when put on top of the
[Sch99]-scheme rather than as used in our scheme).

The complexity of our voting scheme is substantially better than the PBS-
version of the [Sch99] scheme. In our case in the pre-voting stage, each voter
needs computation and communication O(n). Tallying is optimal as it takes 3n
steps, without the participation of the voters. Corrective fault tolerance costs
O(b) group operations for a participant, where b is the number of faults.

As we pointed out before, most homomorphic encryption based election
schemes can be readily modified into the PBS setting. With no exception this
will force all voters to be active in the post-ballot-casting phase and in fact
each voter will have to perform an O(n) computation at this stage. If one of
the voters fails to participate in the post-ballot-casting phase the entire election
fails. This is much too late in the process to allow such failures. In contrast, our
election scheme optimizes this setting: if all voters participate in the election
there is no need for them to participate in the post-ballot-casting phase at all.
Moreover if some voters do not participate in the voting phase the election does
not necessarily fail since we have shown a set of corrective measures that can be
executed. This delicate fault tolerance distinction is an important achievement
of our scheme. Performance-wise, what our active corrective fault tolerance re-
quires from active voters is not O(n) but O(b) work for b absent voters, namely
work proportional to the absentees and not to the whole voter population (what
the distributed computing literature calls “adaptive fault tolerance™).

4.2 Batched Boardroom PBS-Elections

Batching a series of elections is one of the ways to maximize the gain from our
voting scheme.

Phase 1. All board members execute the pre-voting stage for several elections
in the beginning of a time-period. The work of each participant for each of the
elections is linear in the total members of the board. The output of this stage
will be kept for later use.

Phase 2. If all members of the board are going to vote in a particular election,
the election is held directly as in sections[3.4] and If not all members of the
board are “present” in the election (something that is known in advance) the
values RjD are properly modified so that the self-tallying property is preserved
as described in section B8(i). If some voters fail to cast a ballot the corrective
phase of section [38(ii) is executed.

The complexity of the batched protocol is as follows: The pre-voting stage can
be executed o [-line ahead of time preparing for coming L elections. It requires
O(Ln) computation for each board member and O(Ln?) storage space in total.
Each election itself requires O(1) per participant and then any passive third
party can compute the final tally with n — 1 multiplications and a worst-case
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of 2n steps in the brute-force stage. The corrective phase requires linear (in the
number of absentees) computations from any active participant. Thus, we get:

Theorem 5. The described batched election protocol is a voting-scheme that sat-
isfies privacy, fairness, universal-verifiability, corrective fault-tolerance, dispute-
freeness, self-tallying, perfect ballot secrecy where the on-line cost is that of ballot-
casting: constant in the number of participants.

4.3 Adapting to Large Scale: The Non-PBS Version

If Perfect Ballot Secrecy is not an objective our scheme can be readily modified
to an authority-based self-tallying election scheme that is more suitable for the
large scale setting. In the modified scheme the voter needs to be active only in
the registration phase and the ballot-casting phase.

Stage 1. As in the PBS-scheme, where the set of participants includes a number
of authorities A4, ..., Am.

Stage 2. Only the authorities are active in the preprocessing phase, with each
A, issuing the values s; 1, ..., Sin as described in section 3.

Stage 3. ldentical to the ballot-casting stage as described in the PBS-version.

Stage 4. If all voters who received shares in the preprocessing phase cast a
ballot, the election tally is recoverable by any third party as described in section
38 (self-tallying). If not all voters participate, corrective fault tolerance has the
authorities publishing the shares of the voters that did not cast a ballot.

The computation/communication for each authority is linear in n, whereas
the ballot-casting stage remains of constant time for each voter. It is easy to see
that:

Theorem 6. The described protocol is a voting-scheme that satisfies privacy
(assuming not all authorities collude), fairness, universal-verifiability, corrective
fault-tolerance, dispute-freeness, and self-tallying.
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Abstract. In this paper we propose an e Lcieht (string) OT2 scheme for
any n = 2. We build our OT} scheme from fundamental cryptographic
techniques directly. It achieves optimal e [ciehcy in terms of the number
of rounds and the total number of exchanged messages for the case that
the receiver’s choice is unconditionally secure. The computation time
of our OT} scheme is very e [cieht, too. The receiver need compute 2
modular exponentiations only no matter how large n is, and the sender
need compute 2n modular exponentiations. The distinct feature of our
scheme is that the system-wide parameters are independent of n and
universally usable, that is, all possible receivers and senders use the same
parameters and need no trapdoors specific to each of them. For our OT}
scheme, the privacy of the receiver’s choice is unconditionally secure and
the secrecy of the un-chosen secrets is based on hardness of the decisional
Di Ce=Hellman problem.

We extend our OT;} scheme to distributed oblivious transfer schemes.
Our distributed OT?} scheme takes full advantage of the research results
of secret sharing and is conceptually simple. It achieves better security
than Naor and Pinkas’s scheme does in many aspects. For example, our
scheme is secure against collusion of the receiver R and t-1 servers and
it need not restrict R to contact at most t servers, which is di Cculit to
enforce.

For applications, we present a method of transforming any single-
database PIR protocol into a symmetric PIR protocol with only one
extra unit of communication cost.

1 Introduction

Rabin [33] proposes the concept of the two-party oblivious transfer (OT) scheme
in the cryptographic scenario. It has many flavors, such as, original oblivious
transfer (OT), 1-out-2 oblivious transfer (OT;) and 1-out-n oblivious transfer
(OTY). For OT, the sender S has only one secret m and would like to have the
receiver R to obtain m with probability 0.5. On the other hand, R does not want
S to know whether it gets m or not. For OTZ, S has two secrets m; and m, and
would like to give R one of them at R’s choice. Again, R does not want S to
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know which secret it chooses. OT}} is a natural extension of OT} to the case of n
secrets, in which S has n secrets my, my, ..., my and is willing to disclose exactly
one of them to R at R’s choice. OT} is also known as “all-or-nothing disclosure
of secrets (ANDOS)” in which R is not allowed to gain combined information of
the secrets, such as, their exclusive-or. Essentially, all these flavors are equivalent
in the information theoretic sense [L0|13116]. Oblivious transfer is a fundamental
primitive for cryptography and secure distributed computation [24]26] and has
many applications, such as, private information retrieval (PIR), fair electronic
contract signing, oblivious secure computation, etc [6/15/22].

A general approach for constructing an OT} scheme is that we first con-
struct a basis OT2} scheme and then build the OT} scheme by (explicitly or
implicitly) invoking the basis OT2} scheme for many runs, typically, n or log, n
runs [10/12/28]. Another approach is to build an OT} scheme from basic tech-
niques directly [31)32/3436]

In this paper we propose an e [cieht OT;} scheme for any n = 2. We build
our OT} scheme from fundamental cryptographic techniques directly. It achieves
optimal e [ciehcy in the number of rounds and the total number of exchanged
messages for the case that R’s choice is unconditionally secure. The compu-
tation time of our OT} scheme is very e [Cieht. R need compute 2 modular
exponentiations only no matter how large n is, and S need compute 2n modular
exponentiations. By the speedup techniques [25], S’s computation time can be
much reduced. The distinct feature of our scheme is that the system-wide param-
eters are independent of n and universally usable, that is, all possible receivers
and senders use the same parameters and need no trapdoors (eg. factorization
of N = pq) specific to each of them. For our OT} scheme, the privacy of R’s
choice a is unconditionally secure and the secrecy of the un-chosen secrets m;,
i 8 a, is based on hardness of the decisional Di [e=Hellman problem. Our OT}
scheme can be parallelized to construct an OTX scheme, in which R can get k
secrets among n secrets at its choice.

We can combine our OT} scheme with any secret sharing scheme to form an
e [cieht distributed OT} scheme [30]. In this setting, there are p servers. Each
server holds partial information about the secrets m;’s. If R contacts t (the
threshold) or more servers, it can compute mg, of its choice; otherwise, it cannot
get any information about the secrets. Our threshold OT} scheme takes full
advantage of the research results of secret sharing and is conceptually simple. In
particular, we can construct access-structure distributed OT} scheme (I -OTX).

For applications, we present a method of transforming any single-database
PIR protocol into a symmetric PIR (SPIR) protocol with only one extra unit
of communication cost. As SPIR is equivalent to OT2, this transformation pro-
vides a reduction from PIR to OT} with almost no extra communication cost. In
particular, any computational PIR [27], in which the receiver’s choice is computa-
tionally private, with e [cieht communication complexity can be transformed to
an OT} scheme (with R’s choice is computationally secure) with almost the same
e [ciehcy for communication complexity. Some communication-e [cieht single-
database PIR schemes have been proposed [14,27].
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1.1 Previous Work and Comparison

Oblivious transfer has been studied in various flavors and security models exten-
sively (cf. [2)5,8]10/12/18]22/28/3234I36]). In particular, bit OT; (where m; and
my are only one bit) attracts much attention from researchers since it is the basis
oblivious transfer scheme to which string OT} and OT} schemes are reduced.
Most previous oblivious transfer schemes are based on hardness of factoring or
guadratic residuosity problems.

The reduction approach is studied in [9)10112]/16/28]. For example, a k-bit
string OTZ scheme can be achieved by invoking Bk runs of a bit OTJ scheme
for some B, 2 < B < 18, [9/10/12]. In [28], a string OT} scheme is constructed by
invoking log, n runs of a string OT2 scheme.

The generic construction is studied in [12232/34/36)31T]. Stern [36] proposes
a general construction for OT} based on the public-key encryption scheme that
has some specific properties. The privacy of thg-reegiver’s choice of the scheme is
computationally secure. The scheme takes O( log, n) rounds if better e [ciehcy
for exchanged messages is desired.

Recently, Naor and Pinkas [3I] proposes a two-round OT} scheme that is
computationally e [Cieht in amortized analysis, that is, one modular exponenti-
ation per invocation. In comparison, their scheme is indeed more e [cieht than
ours in computation when the scheme is invoked many times. But, the system
parameter of their scheme is O(n), while ours is a constant. Furthermore, our
protocol can be extended to threshold oblivious transfer easily and used to trans-
fer any PIR protocol into a SPIR protocol without increasing communication
complexity. Aiello, etc. [1] proposes a general methodology for constructing a
two-round OT} scheme based on the homomorphic property of a public-key en-
cryption scheme. But, no specific construction is given. Furthermore, in their
construction, each receiver need a pair of public and private keys.

Distributed oblivious transfer has been studied in various contents under vari-
ant models, such as function evaluation [4] and private information retrieval [23)].
Naor and Pinkas [30] identify the important attributes of distributed oblivious
transfer. They propose a threshold OT} scheme such that R and the involved
servers need do polynomial evaluation only. For comparison, in our distributed
version the receiver and each server need one invocation of our OT} scheme.
Nevertheless, their scheme is only for threshold OTZ, not threshold OT}, and
comes with cost of privacy and simplicity. For example, a coalition of less than t
servers can compute R’s choice. One scheme (based on sparse polynomials) is not
secure against collusion of R and a single server. Some schemes cannot prevent
R from learning linear combination of secrets. Furthermore R cannot contact
more than t servers; otherwise, the scheme is not secure. On the contrary, in our
scheme R’s choice is unconditionally secure against any coalition of the servers.

In some sense, our schemes fall in the category of non-interactive oblivious
transfer [535], in which R selects a public key and S performs non-interactive
oblivious transfer using R’s public key. The schemes in [35] are based on the
guadratic residuosity assumption. Each R uses a specific Blum integer N that is
re-usable by the R. The privacy of R’s choice is computationally secure and the
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privacy of the un-chosen secret is unconditionally secure. The bit OT} scheme is
extended to the bit OT?} scheme. The k-bit string OT} scheme invokes k runs of
the bit OTJ scheme. The number (size) of exchanged messages is not as e [cieht
as ours. For example, if k is close to the security parameter, our k-bit string OT}
scheme exchanges O(k) bits and that of [35] exchanges O(k?) bits.

Transforming any PIR scheme to a symmetric PIR scheme has been studied
in [20/28]. Naor and Pinkas [28] show such a reduction using one call to the
base PIR scheme and log, n calls to an OTZ} scheme. Crescenzo, etc [20] show a
reduction using communication poly(k) times of that of the base PIR scheme,
where Kk is the security parameter. In comparison, our reduction uses only one
extra communication cost.

2 1-Out-n Oblivious Transfer

Let mq, mo, ..., my be the secrets of S. We assume that S is honest, that is, it
won’t send secrets that are not the same as claimed ones, either in content or in
order. An OT} scheme should meet the following requirements:

1. Correctness: if both R and S follow the protocol, R gets my after executing
the protocol with S, where a is its choice.

2. Receiver’s privacy: after executing the protocol with R, S shall not get in-
formation about R’s choice a.

3. Sender’s privacy: after executing the protocol with S, R gets no information
about other m;’s or their combinations, i & q,

We first present a basic scheme that is secure against the curious (passive)
receiver and then modify it to be secure against the active receiver.

2.1 OT} against the Passive Receiver

Let g and h be two generators in G4 of an order-q group, where q is prime. Let
X [rIX denote that x is chosen uniformly and independently from the set X.
We assume that the decisional Di Le-Hellman (DDH) problem over G is hard.
That is, it is not possible to distinguish the following two distribution ensembles
with a non-negligible advantage in polynomial time:

- D ={Dg,} = {(9.9%,9°,9°")},, Where g [r Gq\{1} and a,b [rZ;
- R={Rg,} = {(9,9% ¢°,9%}c,, Where g [rIGq\{1} and a,b,c [ Zq.

For simplicity, we omit the security parameter size(q) in the later arguments.
Note that the DDH assumption is stronger than the discrete logarithm assump-
tion. Typically, Gq is the set of quadratic residues of Zp‘,:where p=2q+1is
also prime. Any element in Gy\{1} is a generator of Gg.

The system-wide parameters are (g, h, Gq), which can be used by all possible
senders and receivers. Assume that the discrete logarithm logg h is unknown to
all. As long as logg h is not revealed, g and h can be used repeatedly. Our oT}
scheme is as follows. Wlog, we assume that the secrets m;’s are all in Gg.
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OTY scheme:

— S’sinput: my, My, ..., my CGy; R’s choice: a, 1 =a=<n;
1. Rsendsy =g"h%, r [R¥,.

2. S sends ¢i = (g%, mi(y/h)Ki), ki [REq, 1<i<n;

3. By cq = (a,b), R computes mgy = b/a".

Correctness. Since ¢ = (a,b) = (gk=, mg(y/h®)*=), we have
b/a” = mg(y/h%) e/ (gk=)" = mqu(g"h%/h%)ka/(gk=)" = mq.

E [ciehcy. The scheme takes only two rounds. This is optimal since at least
R has to choose a and let S know, and S has to respond to R’s request. R
sends one message y to S and S sends n messages ¢j, 1 < i < n, to R. This
is also optimal (within a constant factor of 2) by the argument for the lower
bound Q(n) of communication cost of the single-database PIR when R’s choice
is unconditionally secure [15].

For computation, R need do 2 modular exponentiations for y and mg.
Straightforwardly, S need do 2n modular exponentiations for ¢j, 1 < i < n.
We can reduce the computation by using the fast exponentiation methods. Let
| = Odg, q[JS can pre-compute g2 and h™2',1 < j < |. When y is received,
S computes y?',1 < j < |. Then, S chooses ki, 1 < i < n, and computes c¢; by
multiplying appropriate g2',h=2' and y?', 1<j <I.

Security. The above OT} scheme has the properties that the choice o of R
is unconditionally secure and R gets no information about any other m;, i & q,
if the DDH problem is hard.

Theorem 1. For the OT} scheme, the choice a of R is unconditionally secure.

Proof. For any af there is rPthat satisfies y = gr%"‘z.' Therefore, S cannot get
any information about R’s a even if it has unlimited computing power. 1

Theorem 2. For the OT} scheme, if R follows the protocol, it gets no infor-
mation about m;, 1 < i 8 a < n, assuming that the DDH problem is hard. That
is, all ¢i’s, 1 <i B a < n, are computationally indistinguishable from a random
z = (9,h,a,b), g,h [rIG4\{1}, a,b [r1Gq, even if R knows the r and a in
y=ghe.

Proof. Since the DDH assumption is stronger than the DL assumption, R cannot
compute two di[erkent pairs of (r,a) and (r5aly that both satisfy y = g'h® =
gr%o‘z.' Otherwise, R computes logg h = (r™=r)/(a — aY. Therefore, R cannot
get two secrets.

We show that ¢;, i & a, looks random assuming that the DDH problem is
hard. Formally, we define the random variable of ¢; as

Ci = (9,h,g", mi(g"ho k)

where ki [rZq, 9,h [RIG4\{1}. Note that we treat g and h as random variables
in Cj. Let Z = (ry, r2, I3, ra), where ry, r; [rIGo\{1} and r3, rs [r1G4. We show
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that if C; and Z are computationally distinguishable by distinguisher A, D and
R of the DDH problem are computationally distinguishable by the following AY
which uses A as a procedure:

— Input: (g, u,v,w); (which is either from R or D)
1. If u=1 then output 1,

2. Randomly select r [Z};

3. If A(g,u,v,mjv"w®") = 1 then output 1 else output 0.

We can see that if (g, u,v,w) = (9,9%,¢°,¢*") is from D and a £ 0,
(9, u,v, miv'we) = (g, h, g°, mi(g"h*)°)

has the right form for C;, where h = u. If (g,u,v,w) = (g,92,¢°, g°) is from R
and a E 0, _ .
(9, u, v, miv'we") = (g, h, g°, mig” D)

is uniformly distributed over Gq\{1} < Go\{1} x G4 % Gq, which is Z. Therefore,
if A distinguishes C; and Z with a non-negligible advantage [JA"distinguishes
R and D with an advantage [-{1—1/q) +1/q, where 1/q is the o [Sekt probability
in Step 1. 1

2.2 Without System-Wide Parameters

We can remove the requirement of using system-wide parameters (g, h, Gq). Now,
S first chooses g, h and Gg, and sends them to R, that is, the following step is
added to the scheme.

0. S chooses (g, h, Gg) and sends them to R, where g,h [g154\{1}.

When R receives (g, h, Gg), it need check that g is prime, g E 1 and h 8
1. Otherwise, if S chooses a non-prime g and g and h of small orders, it can
get information about R’s choice. Even if S knows logy h, R’s choice o is still
unconditionally secure.

2.3 OT} against the Active Receiver

R may compute y of some special form such that it can compute combined
information of the secrets. We don’t know whether such y exists. To prevent
this attack, we can require R to send a non-interactive zero-knowledge proof of
knowledge of r and a that satisfy y = g"h®, denoted by NI-ZKIP(g, h,y). The
new step 1 of the OT,;} scheme becomes:

1Y R sends y = g"h® and B = NI-ZKIP(g, h,y), where r [g¥,.

In this case, S should check validity of NI-ZKIP(g, h,y) in Step 2. If the check
fails, S aborts the protocol. In fact, this modification results in a very secure
OT} scheme. We shall discuss this in Section [7.
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We can apply the technique in [31] so that the protocol is secure against the
active R under the random oracle model, in which a one-way hash function is
assumed to be a random function. Let H be a one-way hash function. We modify
the steps 2 and 3 as:

298 sends ¢; = (g, m; CHI(y/h)K,i)), ki [rEZq, 1<i<n;
39By cq = (a,b), R computes mg = b [CHa", a).

Theorem 3. The sender’s privacy of the OT} scheme, consisting of steps 1°,
2’ and 3, is secure against the active receiver under the random oracle model.

Proof. In the random oracle model, the receiver has to know the whole informa-
tion (y/h")Xi in order to get H((y/h")%, i)). Nevertheless, computing computing
ki from gki is to solve the discrete logarithm problem, which is computationally
hard. 1

3 k-Out-n Oblivious Transfer

We can have k parallel runs of the OT} scheme to obtain an e [cieht OTK scheme,
which takes only two rounds.

OTK scheme:

— S’sinput: my, my,..., mp; R’schoice: g, ay,...,0x, wherel < a; <
nl1<si<k;

1. Rsendsy, =g"h%, n RZ, 1<sl=<k.

2. S sends ciy = (@K1, mi(yi/h)Rin), ki) REZq, 1<I<k 1<i<n;

3. BY Cq,1 = (a,b), R computes mg, =b/a™. 1 <1l <k.

We can show that the OTX scheme has the same correctness and security
properties as those of the OT} scheme.

4 Threshold Oblivious Transfer

For a threshold t-out-of-p OT} (or (t,p)-OT}) scheme, there are three types
of parties: one sender S, p servers S1,Sy,...,Sp, and one receiver R. S has n
secrets my, my, ..., Mp. It computes shares m;j, 1 <j<p,of mj, 1 <i=<n,
and distributed shares m; j, 1 <i=n, to server S;, 1 < j < p. Then, R chooses
a, 1 < a < n, and contacts with any t or more servers to get information about
the shares. We assume a mechanism, such as the broadcast channel, for ensuring
that R contacts severs with the same request. By the received information, R
should be able to compute mg and no others.
By [30], a (t, p)-OT} scheme should meet the following requirements:

1. Correctness: if R and servers follow the protocol and R receives information
from t or more servers, R can compute one mgy, Where a is its choice.
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2. Sender’s privacy: even if R receives information from t or more servers, it
gains no information about any other m;, 1 <1i 8 a < n. Furthermore, if R
receives information from less than t servers, it gains no information about
any mj, 1<i<n.

3. Receiver’s privacy: there is a threshold t5 t¥= 1, such that no coalition of
less than tPservers can gain any information about the choice a of R. The
threshold tYshould be as large as possible.

4. Security against receiver-server collusion: after R gets mg, there is a thresh-
old t™ 1 < t™< t, such that no coalition of less than t™servers and R can
gain any information about any other m;, 1 < i 8 a < n. The threshold t™
should be as close to t as possible.

By the OT2 scheme in Section [Z, we can easily construct a threshold (t, p)-
OT2 scheme. Our scheme can make use of any threshold secret sharing scheme.
Our (t,p)-OT} scheme achieves t”= oo and t™= t. Both are optimal.

We construct our (t, p)-OT2 scheme using the standard (t, p)-secret-sharing
scheme. Let m; be shared by the servers via polynomial f;(x) of degree t-1 such
that f;(0) = m;, 1 < i =< n. Each server Sj, 1 < j =< p, holds the shares
mi; = fi(§), 1 =1 < n. By contacting t servers, R can compute t shares of
Mq,j’s and construct mg, where o is R’s choice. Our (t,p)-OT} scheme is as
follows.

(t,p) — OT scheme:

- §j’sinput: myj, My j,..., My j; R’s choice: a, 1= a=<n;

1. R sends y = ¢"h“ to t dilerent servers S;,,S;j,, ..., Sj,, r [CZk;

2. Each Sj,, 1 <1 <t, sends cij, = (gKiir, m;j,(y/h)<in), 1 <i<n,
to R;

3. BY Ca,j, = (&j,,bj,), R computes shares mq j, = bj/aj,, 1 <1<t
Then, R interpolates these t shares to get

_ [ ] 1 I de
Ma = ma,jl( -
=1 1=dzi=¢Jd

)

by Lagrange’s interpolation method.

Correctness. If R contacts with t or more servers, it can compute t shares
Mgq,j, Of Mg, 1 <1 =<t. Therefore, it can compute my as shown in the scheme.

E [ciehcy. The scheme takes only two rounds. This is optimal, again. R sends
one message y to t servers and each contacted server S; responds with n messages
Ci,j, 1 =i =n. For computation, R need do t+ 1 modular exponentiations for
y and t shares mgj,, 1 = | < t, and one Lagrange interpolation for mg. Each
contacted server S; need do 2n modular exponentiations for ¢; j, 1 <i<n.

Security. Our (t,p)-OT2 scheme has the following security properties:

1. Sender’s privacy: if R contacts with t or more servers, the privacy of m;,
1<i8 a=n,isat least as strong as the hardness of the DDH problem. (The
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proof is similar to that of Theorem [2.) Furthermore, if R gets information
from less than t servers, R cannot compute information about any m;, 1 <
i < n. This is guaranteed by the polynomial secret sharing scheme we use.

2. Receiver’s privacy is unconditionally secure. Since for any a& there is r“that
satisfies y = gr%“‘j. Even if the servers have unlimited computing power,
they cannot compute R’s choice a.

3. Itis secure against collusion of R and t-1 servers Sy, Sy, ..., Sr,_,, assuming
the hardness of the DDH problem. Since for R and Sy,,1 <1 <t—1, the
privacy of shares m; j, i 8 a, j 8 rq,rp, ..., r—1, is at least as strong as the
hardness of the DDH problem, R and these t-1 servers cannot compute any
information about other secrets mj, 1<i B a<n.

4.1 (t,p)-OTK Scheme

We can extend the (t, p)-OT} scheme to a (t, p)-OTX scheme easily. This is done
by executing k parallel runs of the (t, p)-OT} scheme, similar to the OTX scheme
in Section 4

4.2 (p,p)-OT! Scheme

For (p, p)-OT2, we can use mj = m; 1mj > - - - M; p to share m;. Then, R can com-
pute Mg = (biby - -bp)/(azaz - - - ap)". 1t need do 2p — 1 modular multiplications
and one modular exponentiations.

4.3 Verifiable (t, p)-OTK Scheme

We can combine Feldman’s or Peterson’s verifiable secret sharing scheme and
our OTX scheme to form a verifiable (t, p)-OTX scheme. In this case, the sender
S, who has all m;’s, publishes the verification values for m;i’s. Typically, the
verification values for the shares of m; are g2, g2:,..., 921, where m; is shared
via a degree-(t-1) polynomial f;(x) = m; + a;x + axx? + - - + a1 X1, After
computing mqj,, 1 = | < t, R can verify these shares using the verification
values published by S.

5 Access-Structure Oblivious Transfer

Let ' = {y1,Y2....,Yz} be a monotonic access structure over p servers
S1,S2,...,Sp. Each yi = {S;,,Si,,...,Si,} is an authorized set of servers such
that all servers in y; together can construct the shared secret. Assume that
n messages mjy, my, ..., mp are shared according to I' by some secret sharing
scheme S such that S(y) = (m1, my,...,my) if and only if y [T1, where S(y)
means that S computes shared secrets from shares of the servers in y.

We define M-OT2 such that R can get the secret my from the servers in an
authorized set y [T, where a is R’s choice. The requirements for a satisfactory
-OT} are the same as those for the threshold OT} schemes in Section @

We can combine our OT} scheme and a general secret sharing scheme S to
form a -OT} scheme as follows.
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1. Let S; obtain a share m; j of m; by the secret sharing scheme S, 1 <i<n.

2. Lety be an authorized set that R contacts its servers to obtain mg. When R
contacts S; Cylwithy = g"h%, S; responds with ¢; j = (g¥i-i, m; j (y/hi)Kii),
l<sisn.

3. R computes mq j for each S; [Cyland applies S(y) to compute mg.

The above -OT;} scheme meets the requirements. This can be proved by
the same arguments for the threshold oblivious transfer schemes in Section £l
We omit them here.

6 Applications

E [cieht string OT} schemes can improve practical e [ciehcy of the schemes in
which oblivious transfer is used. One primary application is for private informa-
tion retrieval (PIR), in which the user (U) wants to query one data block from
a database, but U does not want the database manager (DBM) to know which
data block he is interested in [15]. The regular PIR does not restrict U to obtain
only one data block of the database. We consider the symmetric PIR (SPIR),
in which DBM does not want to release more than one data block [23]. Assume
that the database has n data blocks m;’s, each is in Gq. The following steps
achieve SPIR. U wants to obtain mg.

1. Usends y = g"h® to DBM,;

2. DBM computes ¢; = (gki, mi(y/h")%), 1<i<n;

3. Now, DBM treats c;’s as its data blocks. DBM and U perform a regular PIR
protocol so that U obtains cg.

4. U computes mg = b/a", where cq = (a, b).

This method transforms any single-database PIR scheme into a single-
database SPIR scheme with only an extra unit of communication cost in step
1. If U’s choice a of the base PIR scheme in Step 3 is computationally private,
the transformed SPIR scheme’s user privacy is computationally secure. On the
other hand, if the base PIR scheme is unconditionally secure, the user’s choice
of the transformed SPIR is unconditionally private.

The transformed SPIR scheme uses at most one more round than that of the
base PIR scheme. The reason is that the fist step may be combined with the
first step of the base PIR in step 3.

Theorem 4. If there exists a single-database PIR scheme with computa-
tion complexity t(n), communication complexity c(n) and round complex-
ity r(n), there exists an OT} scheme with computation complexity t(n) +
(2n modular exponentiations), communication complexity c(n) + 1 and round
complexity r(n) + 1, but with the additional assumption of hardness of the DDH
problem.
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7 Further Security

Naor and Pinkas [28] give a very formal definition for security of OT} oblivious
transfer:

1. Receiver’s privacy - indistinguishability: S’s views of R’s di[erknt choices a
and oY a g aY are computationally indistinguishable.

2. Sender’s privacy — compared with Ideal Model: The Ideal Model is that there
is a trusted third party (TTP) that gets S’s secrets my, my,...,my and R’s
choice a and gives my to R. Sender’s secrecy is that for every probabilistic
poly-time substitute R™for R, there is a corresponding R™in the Ideal Model
such that the outputs of RYand R™are computationally indistinguishable.

The modified OT} scheme, consisting of Steps 15 2 and 3, in Section 223
meets both requirements.

Theorem 5. The modified OT} scheme, consisting of Steps 15 2 and 3, in Sec-
tion [Z.3] meets both the requirements of Receiver’s privacy and Sender’s privacy
above.

Proof. Since R’s choice is unconditionally secure, the scheme meets the require-
ment of Receiver’s privacy.

For each probabilistic polynomial-time adversary RY substituting for R, in
the real run, we can construct a corresponding R™(in the Ideal Model) whose
output is computationally indistinguishable from that of R™as follows. R™uses
R as a re-settable subroutine. When R sends y and B = NI-ZKIP(g, h,y) to S,
R™simulates R™to get a in a re-settable way with an overwhelming probability.
If B is not legal or the simulation fails to produce a, TTP outputs [(abort). The
probability of TTP outputting [Ciskhlmost equal to that of S outputting [_After
obtaining a, R™sends o to TTP and gets mg. RTSets ¢ = (g, mg(y/h®)K) and
ci = (aj,bj) for1=i 8 a=n,a;,b; [5Gy, and outputs the simulation result of
RMon ¢y, ¢y, ..., Ch. The output of R™is computationally indistinguishable from
that of RY If there is a claim that R gets information about mg; a8 a. We
can use RMto solve the DDH problem by manipulating its input c;’s, which is
similar to the proof of Theorem P] Therefore, the scheme meets the requirement
of Sender’s privacy. 1

8 Conclusion

We have presented an e [cieht (string) OT2} scheme and extended it to construct
threshold, access-structure and verifiable OTX schemes for any n =2 and 1 <
k =< n. We also present its application on private information retrieval. It is
interesting to find more applications of this construction.
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Abstract. In this paper, we first show that three public-key (k,n)-
traceability schemes can be derived from an [n, u, d]-linear code C such
that d = 2k + 1. The previous schemes are obtained as special cases. This
observation gives a more freedom and a new insight to this field. For ex-
ample, we show that Boneh-Franklin scheme is equivalent to a slight
modification of the corrected Kurosawa-Desmedt scheme. This means
that BF scheme is redundant or overdesigned because the modified KD
scheme is much simpler. It is also shown that the corrected KD scheme
is the best among them.

1 Introduction

In such applications as pay TV, CD-ROM distribution and online databases,
data should only be available to authorized users. To prevent unauthorized users
from accessing data, the data supplier will encrypt data and provide only the
authorized users with personal keys to decrypt it. However, some authorized
users (traitors) may create a pirate decoder.

A (k, n)-traceability scheme is a scheme in which at least one traitor is de-
tected from a confiscated pirate decoder if there are at most k traitors among n
authorized users. Chor, Fiat and Naor [4] introduced the first (k, n)-traceability
scheme. Their scheme is, however, non-constructive. Stinson and Wei showed
some explicit constructions by using combinatorial designs [10]. In the above
two schemes, a private-key encryption scheme is used to encrypt a session key.

On the other hand, the first public-key (k, n)-traceability scheme was shown
by Kurosawa and Desmedt [6, Sec.5]. That is, anyone can broadcast encrypted
data to authorized users. Although Shamir’s (k + 1, n)-threshold secret sharing
scheme was used in their original scheme, we should use Shamir’s (2k — 1, n)-
threshold secret sharing scheme to avoid a linear attack given by [10]. We call
such a corrected scheme the corrected KD scheme.

After that, Boneh and Franklin presented another public-key (k,n)-traceability
scheme [Z]. Only the above two schemes are known as public-key (k,n)-traceability
schemes currently.

In this paper, we first show that three public-key (k, n)-traceability schemes
can be derived from an [n, u,d]-linear code C such that d = 2k + 1. We call

D. Naccache and P. Paillier (Eds.): PKC 2002, LNCS 2274, pp. 172-{I87] 2002.
€_Springer-Verlag Berlin Heidelberg 2002
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them linear coded KD scheme (LC-KD scheme), linear coded BF scheme (LC-
BF scheme) and linear coded KD’ scheme (LC-KD’ scheme), respectively. The
previous schemes are obtained as special cases. This observation gives a more
freedom and a new insight to the study of this field.

For example, we show that Boneh-Franklin scheme (BF scheme) is equivalent
to a slight modification of the corrected KD scheme. (We call it modified KD
scheme. It will be given in Sec5.3 ) This means that BF scheme is redundant or
overdesigned because modified KD scheme is much simpler. Indeed, BF scheme
must use a public code matrix ' and 2k additional secret random numbers
B1,:+, B2k which modified KD scheme does not require. More generally, we
prove the equivalence between LC-BF scheme and LC-KD’ scheme.

We also show that LC-KD scheme is better than LC-KD’ scheme from a view
point of key generation. This implies that the corrected KD scheme is better than
modified KD scheme from a view point of key generation. Since modified KD
scheme is better than BF scheme as shown above, we see that the corrected KD
scheme is the best among them.

We finally prove the secrecy and the black box traceability of LC-KD scheme
under the decision De [e-Hellman assumption. Those of LC-KD’ scheme and
LC-BF scheme are proved similarly. The tracing algorithm of BF scheme for
any pirate decoder is obtained as a special case. (It is not written clearly in the
original paper [2]. It is not written at all in their latest version [3].)

Generalized Scheme Original Scheme
LC-KD scheme corrected KD scheme
LC-KD’ scheme modified KD scheme
LC-BF scheme BF scheme

2 Preliminaries

2.1 Notation

An [n, u, d]-linear code is a linear code of length n, dimension u and the minimum
Hamming distance d.

Let g > n be a prime. Let G4 be a group of prime order ¢. Let g (G, be a
generator of G4. For example, G is a subgroup of Zp'%f order q, where q | p— 1.
Alternatively, we can use an elliptic curve over a finite field.

- denotes the inner product of two vectors over GF (q).

2.2 DDH Assumption

The decision Di Ce-Hellman assumption (DDH) assumption says that no poly-
nomial statistical test can distinguish with non negligible advantage between the
two distributions D = (g,9",y,y") and R = (g9,9",v, V), where g,y, v are chosen
at random from Gq and r is chosen at random in Z,.
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2.3 Model of Traitor Tracing

In the model of traceability schemes, there are a data supplier T, a set of n
authorized users and a pirate user. Some authorized users are malicious and
they are called traitors. The traitors create a pirate key e,. The pirate key is
used in a pirate decoder.

Suppose that there are at most k traitors. Then a (k, n)-traceability scheme
is a scheme such that at least one traitor is detected from a confiscated pirate
decoder. A (k, n)-traceability scheme has four components.

Key Generation: The key generation algorithm K is a probabilistic polynomial
time algorithm that outputs (er,e1, -+, en) on input 1!, where | is the security
parameter. et is the broadcast encryption key of the data supplier T and e; is
the personal decryption key of authorized user i.

T runs K and sends e; to authorized user i secretly.

Encryption: The encryption algorithm E is a probabilistic polynomial time
algorithm that takes an encryption key et and a session key s to return a header
h; we write

h 2 er(s).

The data m is encrypted by using a secure symmetric encryption function E
with the session key s as Eg(m). Finally, T broadcasts (h, Es(m)).

Decryption: Then decryption algorithm D is a deterministic algorithm that
takes the personal decryption key e; and a header h to return the session key s;
we write

s « ej(h).

Each authorized user i can recover s from h by using his personal key e; and
then decrypt Eg(m) to obtain the data m.

Tracing: T can detect at least one traitor from a pirate key e, by using a tracing
algorithm. We have black box traceability if the pirate decoder can only be used
as an oracle. That is, the tracing algorithm cannot examine the pirate key ep.
For black box tracing, we shall assume that the pirate decoder is resettable to
its initial state, as in [5].

In what follows, a session key s is chosen from Gq.

3 Previous Public-Key (k, n) Traceability Schemes

3.1 Corrected Kurosawa-Desmedt Scheme

Key Generation: The data supplier T chooses a uniformly random polynomial
f(X) = ap+ax+- - +axn—_1x?"1 over GF(q). Then T gives to each authorized
user i the personal decryption key e;j = f(i), where i = 1,2,...,n. He next
publishes g and yo = g,y; = ¢2,...,Y2k—1 = g@*—1 as the public key.
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Encryption: For a session key s [Q,, T computes a header as
h=(g",sy5, Y1, ..., Y5_1), Where r is a random number. T broadcasts h.

Decryption: Each user i computes s from h as follows by using f (i).

. 2T .
s=U/@")®, whereU =syf  (y))".
j=1

3.2 Boneh-Franklin Scheme

BF scheme makes use of a public code matrix I defined as follows. Consider the
following (n — 2k) < n matrix G:

1 1
1 1 1 1
1 2 3 n
G= 12 22 ¥ oo mod q)

et L N N S
Let wi,..., Wy be a basis of the linear space of vectors satisfying

Gx =0 mod g. (1)
Viewing these 2k vectors as the columns of a matrix, we obtain an n > 2k matrix

: ENEE

= Dwdw, wg - wy
1 I

Define the code as the set of rows of the matrix I'. Hence, it consists of n
codewords each of length 2k.
Key Generation: Fori =1,..., 2k, the data ier chooses a random a; [Z},
and compute y; = g®. Then T computesz = I, yiBi for random B4, ..., Bk [
Zy and publishes z,y1, ..., Yok as the public key. The personal decryption key of
user i is computed as

1 ¥ 1
i =( aBj)/( ay;) (modaq),
j=1 j=1

where y® = (y1,...,y2k) [Iis the i’th codeword of I".

Encryption: For a session key s [y, T computes a header as
h=(sz",yi,...,y5), where r is a random number. T broadcasts h.

Decryption: Each user i computes s from h as follows by using 6;.

s=sz"/U%, whereU = (y)".
i=1
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k 3.1. In the key generation, aj, - - -, axx must be chosen so that
j=1ajYj B 0 (mod q) fori =1, -,n. This was overlooked in [2].

4 Linear Code Implies Public-Key Traitor Tracing

This section shows that if there exists an [n, u, d]-linear code C such that d =
2k + 1, then three public-key (k, n)-traceability schemes are derived. We call
them linear coded KD scheme (LC-KD scheme), linear coded BF scheme (LC-
BF scheme) and linear coded KD’ scheme (LC-KD’ scheme), respectively. The
corrected KD scheme and the original BF scheme are obtained as special cases.

Let H be a parity check matrix of an [n, u, d]-linear code over GF (q) such that
d = 2k + 1. Any 2k columns of H are linearly independent because d = 2k + 1.
This property plays a central role in the proof of traceability of our schemes.

We assume that H is publicly known. Note that H is an (n — u) < n matrix
over GF (). Let the ith column of H be b; = (b1,i,b2,i, +,ba—u,i)".

4.1 LC-KD Scheme

Assume that the first row of H is (1,---,1).

Key Generation: The data supplier T chooses (ai, - -,an—y) uniformly at
random Let (e1, - -,en) = (a1, - +,an—u)H. T gives e; to authorized user i as
the personal decryption key for i = 1,2,...,n. He next publishes y; = g?,y, =
922,...,Yn—u = @@ v as the public key.

Encryption: For a session key s [CQ,, T computes a header as
h=(",syl,Y5, .., Yh_u), Where r is a random number. T broadcasts h.

Decryption: Each user i computes s from h as follows by using e;.

_ r\ei ol nErlij
s=U/(@")"*, where U =sy; ;)" - 2)
j=2

The tracing algorithm will be given in Sec[7]

4.2 LC-BF Scheme

Key Generation: The data supplier T chooses (ai, - ,an—y) uniformly at
random in such a way that (a1, --,an—y)-bi 80fori=1,---,n. The personal
decryption key of user i is computed as

8 =(a,...,an-u) - (B1,..., Bn-u)/(a1,...,an-u) - bi. ©)

Next let yj =g%. Then T computesz = i:; 1;! yiBi for random By, ..., Bn—u 24

and publishes z,y1,...,Yn—u as the public key.
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Encryption: For a session key s [Q,, T computes a header as
h=(sz",yi,...,¥h_u), Where r is a random number. T broadcasts h.

Decryption: Each user i computes s from h as follows by using 6;.
nfo
s=sz"/U%, where U= (y])’. (4)
j=1

4.3 LC-KD’ Scheme

This is a slight modification of LC-KD scheme.

Key Generation: The data supplier T chooses (a, - - -, an—y) Uniformly at ran-
dom in such a way that (a1, -,an—y)-bi B0fori=1,---,n.Let(e1, - -,en) =
(a1, - ,an—uy)H. (Note that e; E 0 fori = 1,---,n.) T gives g; to authorized
user i as the personal decryption key for i = 1,2,...,n. He next publishes

y1 =0%,y2 =0%,...,Yn—y = g3 as the public key.

Encryption: For a session key s [CQ,, T computes a header as
h=(sg",yi,Y¥5,....¥h_y,), Where r is a random number. T broadcasts h.

Decryption: Each user i computes s from h as follows.

Ly S |
s=sg"/UY®, whereU = (y])"". (5)
Jj=1

Remark 4.1. In h, s is multiplied to g" in LC-KD’ scheme while it is multiplied
to yI in LC-KD scheme.

5 Relationship with the Original Schemes

5.1 Corrected KD Scheme

Let C be an [n,n — 2k, d]-Reed Solomon code over GF(q), where d = 2k + 1.
Then it is clear that the corrected KD scheme is obtained from LC-KD scheme
as a special case.

5.2 BF Scheme

In BF scheme, note that G (shown in Sec[32) is a generator matrix of an [n,n—
2k, d] Reed-Solomon code over GF (q). Further we see that G-I" = O from eq.(D).
Hence I'T is a parity check matrix of the Reed-Solomon code C. This implies
that the original BF scheme is obtained from LC-BF scheme as a special case.
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5.3 Modified KD Scheme

In LC-KD’ scheme, let C be an [n,n — 2k, d]-Reed Solomon code over GF (q),
where d = 2k + 1. Then the following scheme is obtained. We call it modified
KD scheme because it is a slight modification of the corrected KD scheme.

Key Generation: The data supplier T chooses a uniformly random polynomial
f(X) = ap+ayx+- - -+ay—_1x**"1 over GF(q) such that f(i) E0fori=1,---,n.
Then T gives (i) to authorized user i as the personal decryption key for i =
1,2,...,n. He next publishes yo = g2°,y; = g%,...,Yok—1 = g¥2k-1,

Encryption: For a session key s CGQ,, T computes a header as
h=(sg",y¥5,Y¥1,--..Y5—1), Where r is a random number. T broadcasts h.

Decryption: Each user i computes s from h as follows by using f(i).

: 2l .
s=sg"/UYTM  where U = N, (6)
j=0

Remark 5.1. In h, s is multiplied to g" in modified KD scheme while it is mul-
tiplied to yj in the corrected KD scheme.

6 Equivalence

6.1 LC-BF Scheme = LC-KD’ Scheme

LC-BF scheme is more complicated than LC-KD’ scheme because it uses secret
random numbers 31, - - -, Brn—y Which LC-KD’ scheme does not use. Nevertheless,
we show that they are equivalent. This means that LC-BF scheme is redundant
or overdesigned.

Public-key equivalence: In the key generation of LC-BF scheme, let

L I |
c=  aBi.
i=1

For any fixed (ai, --,an—y), it is easy to see that Pr(c & 0) = 1 — (1/9).
Therefore, we assume that ¢ 8 0 in what follows.

The public key of LC-BF scheme is pk = (z,Vy1,--.,Yn—u)- First since g is a
prime and z Gy, z is a generator of Gq. Next note that

n{u 1 U 1
7z = lel — gaiBi — ZC.

i=1 i=1
Let af’= a;j/c. Then we have

yi = g% = sai/c — Say’
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Now it is clear that (as, - -,an—y) - bi 8 0if and only if (af}---,a5_,) - bi 80,
where i = 1,---,n. Therefore, the public key pk of LC-BF scheme is equivalent
to that of LC-KD’ scheme.

Header equivalence: Clear.

Decryption equivalence: In LC-BF scheme, from eq.(3), we obtain that
1/6; = (a1, ...,an—y) - bi/c = (@5 ---,al_)b;.
On the other hand, in LC-KD’ scheme,
ei = (ai,...,an—y) - bi.
Therefore, 1/8; of LC-BF scheme is equivalent to e; of LC-KD’ scheme.

Secrecy equivalence: The same public key and the same header are used in
both schemes. Therefore, the secrecy of LC-BF scheme against outside enemies
is equivalent to that of LC-KD’ scheme.

Traceability equivalence: Suppose that there exists a pirate decoder Mg for
LC-BF scheme which is not (black box) traceable. Then we show that there exists
a pirate decoder M; for LC-KD’ scheme which is not (black box) traceable. Let
k traitors be iy, -, ik in both schemes.

Consider LC-KD’ scheme in which a public key is pk = (9,Y1," "+, Y¥n—u) and
the private key of user i is ;. From the above equivalence, the same pk is used
and the private key of user i is 8; = 1/¢; in LC-BF scheme.

From our assumption, there exists an algorithm B which creates an untrace-
able pirate decoder M from pk and 6;,, - - -, 8;, for LC-BF scheme.

Now in LC-KD’ scheme, our traitors first create Mg by running B on input
pk and 1/e;,, -+, 1/ej, . They then use Mg as their pirate decoder M.

Finally it is easy to show that if there is a tracing algorithm which detects
some traitor from M3, then My is also traceable. This contradicts our assump-
tion. Hence, M; is not traceable.

The converse part is proved similarly.

Now we have proved the following theorem.

Theorem 6.1. LC-BF scheme is equivalent to LC-KD’ scheme.

6.2 BF Scheme = Modified KD Scheme
From Theorem [6.1] we have the following equivalence.
Corollary 6.1. BF scheme is equivalent to modified KD scheme.

However, BF scheme is more complicated than the modified KD scheme
because it must use a public code matrix ' and 2k additional secret random
numbers B1, - - -, Bak. This means that BF scheme is redundant or overdesigned.
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6.3 Comparison

We compare three schemes, LC-KD scheme, LC-BF scheme and LC-KD’ scheme.
We have seen that LC-BF scheme is equivalent to LC-KD’ scheme, and hence
redundant.

Now in LC-KD’ scheme, ai,---,an—y, must be chosen in such a way that
ei B 0fori=1,---,n, which LC-KD scheme does not require. This check is
very ine [cieht if n is large. Therefore. LC-KD scheme is better than LC-KD’
scheme from a view point of key generation.

Similarly, the corrected KD scheme is better than modified KD scheme from
a view point of key generation. Further, modified KD scheme is better than
BF scheme as shown in Secl6&2l As a conclusion, we see that the corrected KD
scheme is the best among them.

7 Secrecy and Traceability

In this section, we prove the secrecy and the traceability of LC-KD scheme,
LC-KD’ scheme and LC-BF scheme.
Note that any 2k columns of H are linearly independent because d = 2k + 1.

7.1 Secrecy of LC-KD Scheme

Theorem 7.1. LC-KD scheme is indistinguishably secure against chosen plain-
text attack under the DDH assumption.

Proof. Similarly to the proof of [6, Theorem 14], we can show that the secrecy
of LC-KD scheme is reduced to that of EIGamal encryption scheme. It is well
known that ElGamal encryption scheme is indistinguishably secure against cho-
sen plaintext attack under the DDH assumption. The details will be given in the
final paper.

7.2 Black Box Tracing Algorithm for LC-KD Scheme

Let BAD be the set of at most k traitors who created a confiscated pirate
decoder. Let A be a subset of at most k users. We first describe a procedure
TEST which checks whether An BAD & []

Suppose that (et,e1, --,€en) is being used as the key. For a random en-
cryption key eX = (af}---,a5_,,), let the corresponding private decryption
keys be (e[ ---,el) = (ap--,a5_,)H. We say that et matches with A if
e’=e; for all i CA.

TEST(A)
Step 1. T chooses e which matches A randomly. (We can do this because any
2k columns of H are linearly independent.) He chooses a random session key s™

and computes an illegal header h'2 eJ(s.
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Step 2. T gives h"to the pirate decoder. Let the output of the pirate decoder
be sa.
Output:

1 ifsp =s"

TEST(A) = 0 otherwise

We next describe a procedure TEST2(A, m) which runs TEST (A) m times
independently, where m is a su [ciehtly large positive integer.

TEST2(A, m)

Set counter :=0. Fori=1,2,...,m, do

Step 1. Run TEST (A) randomly.

Step 2. Let counter := counter + TEST (A). Reset the pirate decoder.
Output: TEST2(A, m), the final value of counter.

We say that a set of users A is marked if TEST 2(A, m) = m. We now present
our tracing algorithm.

Black box tracing algorithm

Find a marked set A = {iy, io,..., ik} by exhaustive search. Suppose that i; <
i2 < < ik. FOFj =1,2,...,k, do:

Step 1. Let B := A\{iy,ip,...,ij}. Run TEST2(B, m).

Step 2. Let m; = TEST2(B, m).

Output: ij such that mj—; —m;j is the maximum. (If there are more than one
such j, choose one of them arbitrarily.) User ij is a traitor.

Remark 7.1. By testing all the permutations on {iy, iz, ..., ik} (instead of i; <
i, <--- <ig), we can detect all traitors who are active in A. All active traitors
are found by applying this process to all marked sets A.

7.3 Validity of Our Tracing Algorithm

We can show the validity of our tracing algorithm by using the following three
test conditions.

(1) If A [BRAD, then Pr(TEST (A) = 1) is overwhelming.
(2) If AnBAD = [ then Pr(TEST(A) = 1) is negligible.
(3) If AnBAD & [Cand A\BAD & [,_then for any i CA\BAD,

|Pr(TEST(A) =1) — Pr(TEST(A\{i}) = 1)|
is negligible.

Theorem 7.2. If the above three conditions are satisfied, then our black box
tracing algorithm succeeds with overwhelming probability. That is user ij is a
traitor.
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Proof. If A [CBIAD, then TEST2(A,m) = m with overwhelming probability
from (1). Therefore, there exists at least one marked A. On the other hand, from
(2), if AnBAD = [then TEST2(A,m) [mlThis means that if A is marked,
then An BAD B [

Now suppose that A is marked. Let mg = m. It is easy to see that m, = 0.
If mj—1 —mj is the maximum, then m;—_; —m; = m/k. On the other hand, if
Jj CA\BAD, then mj_; —m; [mdk from (3). Therefore, if mj—; —m; is the
maximum, then i; CBIAD.

We finally show that LC-KD scheme satisfies the above three test conditions
under the DDH assumption. We assume that a pirate decoder decrypts valid
headers with overwhelming probability.

Theorem 7.3 (Test Condition (1)). In LC-KD scheme, if A CBIAD, then
Pr(TEST (A) = 1) is overwhelming under the DDH assumption.

Theorem 7.4 (Test Condition (2)). In LC-KD scheme, if An BAD = [
then Pr(TEST (A) = 1) is negligible under the DDH assumption.

Theorem 7.5 (Test Condition (3)). In LC-KD scheme, if AnBAD & [and
A\BAD & [ then for any i CA\BAD,

|[Pr(TEST(A) =1)—Pr(TEST(A\{i}) =1)|
is negligible under the DDH assumption.

The proofs will be given in Appendix.

7.4 Secrecy and Traceability of LC-KD’ Scheme

The secrecy and the traceability of LC-KD’ Scheme are proved similarly.
Theorem 7.6. LC-KD’ scheme is indistinguishably secure against chosen plain-
text attack under the DDH assumption.

Theorem 7.7 (Test Condition (1)). In LC-KD’ scheme, if A CBIAD, then
Pr(TEST (A) = 1) is overwhelming under the DDH assumption.

Theorem 7.8 (Test Condition (2)). In LC-KD’ scheme, if An BAD = [
then Pr(TEST (A) = 1) is negligible under the DDH assumption.

Theorem 7.9 (Test Condition (3)). In LC-KD’ scheme, if An BAD & []
and A\ BAD & [ _then for any i CA\BAD,

|[Pr(TEST(A) =1) — Pr(TEST(A\{i}) =1)]
is negligible under the DDH assumption.

We show the proof of Theorem [8] in Appendix. The other theorems are
proved similarly to those of LC-KD scheme.
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7.5 Secrecy and Traceability of LC-BF Scheme

The secrecy and the traceability of LC-BF Scheme are equivalent to those of
LC-KD’ scheme as shown in Secl6. 1]
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A Proof of Theorem [7.3l

By extending the result of Stadler [8, in the proof of Proposition 1] and Naor
and Reingold [[7} lemma 3.2], Bellare et al. proved the following proposition [1].

Proposition A.1l. [1JuTheJe is a probabilistic algorithm = such that on input
02,9° g%, = outputs g°, g°, where b”is random and

el abbmod p if c=abmodp
~ random if cEabmodp

2 runs in O(T®*P) time, where T*P is the time needed to perform an exponen-
tiation.
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Now we show that
po = |Pr(P decrypts valid headers correctly) — Pr(TEST (A) = 1)|

is negligible for any pirate decoder P.

Suppose that po = [for some nonnegligible probability [1Then we show
that there exists a probabilistic polynomial time Turing machine M which can
distinguish D = (g, ¢2,y,y?) and R = (g, g2, v, v) with nonnegligible probability,
where g,y, Vv are chosen at random from Gq and a is chosen at random in Z,.

From our assumption, there is an algorithm B which creates a pirate decoder
such that po = [Clrom a public key pk = (g,y1, -, Y2k) and the private keys of
BAD.

Now on input d = (g, 9%, yY, M works as follows.

1. Choose e; at random for each i Al and let eP: e; for each 1 CAL

2. Let OUT ={iy,I2,..., ik} be a k-subset of users such that OUT n A = []

3. Forj=1,2,...,k, M runs < of Proposition [A.T] k timeDs independently on
input d = (g, g%y, yY. Let the output of = be g%, (g% .

4. Compute g2,¢%,...,g% v from {g® | i CQUT [CAl, where

(e1,---,en) =(az, -, an—u)H.

Each a; is written as a linear combination of {e; | i CAICBIAD} because any
2k columns of H are linearly independent and |A [CBIAD| < 2k. Therefore,
we can do this,

5. Compute (g2, (g2, . . ., (g3 -u from {(g% | i COUT CAR, where

(eh -+ en) = (ap . ap_y)H.

6. Select a random session key s™and compute h™as follows.

ht= (@FsXgh2e, (9%, . .., (@F2-).

7. Create a pirate decoder P by running B on input a public key

(9,9%,90%2,...,0%v) and the private keys of BAD, {e;j | i CBAD}.
8. Give h™to the pirate decoder P. Let the output of P be sa.
9. Finally M outputs 1 if sa = s”or 0 otherwise.

For OUT = {iy,i2,...,ix}, it holds that

L1 .
ol — ei; modp ifd - D

li random ifd « R.
from Proposition [A1l Therefore, if d is chosen from D, hUis a legal header. On
the other hand, if d is chosen from R, h"is an illegal header used in TEST (A).
Hence, we have

[Pr(M(d) =1]|d [O)—Pr(Mc(d) =1]d (R)|
= Po
= [

from our assumption.
This means that M can distinguish D and R with nonnegligible probability.
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B Proof of Theorem [7.4

Suppose that Pr(TEST (A) = 1) = [for some nonnegligible probability [TThen
we show that there exists a probabilistic polynomial time Turing machine M
which can distinguish D = (g,9%,y,y?) and R = (g, 92,y, V) with nonnegligible
probability, where g, y, v are chosen at random from G4 and a is chosen at random
in Zg.
From our assumption, there is an algorithm B which creates a pirate decoder
P such that Pr(TEST (A) = 1) = [from a public key pk = (g, Y1, -, Y2«) and
the private keys of BAD.
Now on input d = (g,g5y,yY, M works as follows.
1. Choose a5!...,al, at random. Let a}’be such that g:'='y.
2. Select a random session key s™and compute h™as follows.

h™= (g7 Ty, v, .., yon).
3. Compute gelm, gezm, ey geEI from galm, gazm, ey ganu—u, where
(er -+ .en) = (g, aq-y)H.

4. Choose e; at random for each i [BIAD. Let g¢ = geinor each i [CA.
5. From {g® | i CA [BIAD}, compute g#,g2,...,g% v, where

(e1,...,en) =(ag, - ",an—u) - H

Each a; is written as a linear combination of {e; | i CAICBIAD} because any
2k columns of H are linearly independent and |A CBIAD| < 2k. Therefore,
we can do this.

6. Create a pirate decoder P by running B on input a public key
(9,9%,922,...,9% ) and the private keys of BAD, {e;j | i CBAD}.
Give h"to the pirate decoder P. Let the output of P be sa.

7. Finally M outputs 1 if sa = s™or 0 otherwise.
Then we obtain that

[Pr(M(d)=1|d « D)=—Pr(M(d)=1]d « R)|
= |Pr(sa=s"d « D)—Pr(sa=s"d « R)|
First we see that Pr(s”=s | d « R) is negligible because y is random. Next
it is easy to see that if d is chosen from D, then his a testing header used in
TEST (A). Therefore,
Pr(sa =s|d « D)=Pr(TEST(A)=1)= [

from our assumption.
This means that M can distinguishes D and R with nonnegligible probability.
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C Proof of Theorem [7/.5

Suppose that
|Pr(TEST(A) =1) — P(TEST(A\{ih) = 1)|=

for some nonnegligible probability [T hen we show that there exists a probabilis-
tic polynomial time Turing machine M which can distinguish D = (g,9",y,y")
and R = (g,g",y,Vv) with nonnegligible probability, where g,y, v are chosen at
random from Gq and r is chosen at random from Z,.

From our assumption, there is an algorithm B which creates a pirate decoder
P such that

|Pr(TEST(A) =1) — Pr(TEST(A\{i}) = 1)|= O

from a public key pk = (g9,V1,...,Yn—u) and the private keys of BAD.
Now on input d = (g,95y,y"Y, M works as follows.

1. Choose e; for each i CBIAD C(A\{i}). Let ey be such that g% =y.
2. Compute g#+,g%2,...,g2 v from {g% | i CBIAD [CAl}, where

(e1,---,en) = (a1, "+, an—u)H.

3. Create a pirate decoder P by running B on input a public key
(9,0%1,022,...,9% ) and the private keys of BAD, {e; | i CBAD}.
4. Next let e['=e; for each i A\ {i} and er'be such that yer'=yo

5. Compute ya1,y2z, ... ,yaE'—u from {y® | i CRAD A}, where
(er---.en) = (ap -, aq-y)H.

6. Select a random session key s™and compute h™as follows.
hU= (gslyar, yas, ..., yan-u).

Give h"to the pirate decoder P. Let the output of P be sa.
7. Finally M outputs 1 if sa = s™or 0 otherwise.

It is easy to see that if d is chosen from D, then h'is an illegal header used in
TEST(A). On the other hand, if d is chosen from R, then hTlis an illegal header
used in TEST(A\{i}).

Therefore,

Pr(M(d) =1} d « D)—Pr(M(d)=1|d « R)|
= Pr(TEST(A) =1) — Pr(TEST(A\{i}) = 1)H
=[]

from our assumption.
This means that M can distinguish D and R with nonnegligible probability.
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D Proof of Theorem [7.8

Suppose that Pr(TEST (A) = 1) = [for some nonnegligible probability [TThen
we show that there exists a probabilistic polynomial time Turing machine M
which can distinguish D = (g,g?,y,y?) and R = (g, ¢2,y, v) with nonnegligible
probability, where g, y, v are chosen at random from Gq and a is chosen at random
in Zg.

From our assumption, there is an algorithm B which creates a pirate decoder
such that Pr(TEST (A) = 1) = [firom a public key pk = (9, Y1, ,Y2k) and the
private keys of BAD.

Now on input d = (g, g5y, yY, M works as follows.

1. Choose e; at random for each i [CBIAD.
2. For each i A, choose t; at random and compute y'i. Define e; as g = yUi.
3. From {g® | i CA [BIAD}, compute g?,g22,...,g% v, where

(e1,....en) =(a1,  ,an—u) - H.
4. Create a pirate decoder P by running B on input a public key
(9,9%,0%,...,0%v) and the private keys of BAD, {e; | i CBAD}.
5. For each i A, compute B; = (yJ%. For each i [CBAD, choose a random
element (3;. .
6. Suppose that y“=y". Define e[as B; = g"® for each i [ (A [BIAD).
7. From {B; | i CA CBIAD}, compute g1, gr2z, .. .,graE—u, where B; = g'ei’
and
er....el)=@n---,al,) H.
8. Select a random session key s™and compute h™as follows.

ht= (S%D,gralm,grazm, . .,grarz\'fu).

Give hPto the pirate decoder P. Let the output of P be sa.
9. Finally M outputs 1 if sa = s”or 0 otherwise.
Then we obtain that

[PriM(d)=1]d « D)—Pr(M(d)=1|d « R)|
= |Pr(sa=s"d « D)—Pr(sa=sd « R)|
First we see that Pr(s”=s | d « R) is negligible because g"is random.

Next we will show that if d is chosen from D, then h"is an illegal header
used in TEST (A). In this case, y~= y" and g™= g" for some r. We need to show
that e[’= e; for each i [A. Assume that y = g*. Then

1. ej = xt; since y4 = g,
2. On the other hand,
g =By = () =y =g

Therefore, ef’= xt;.

Hence, e[’= e;. Therefore, hHs an illegal header used in TEST (A). Consequently,
Pr(sa =s"|d « D)=Pr(TEST(A) =1)= [

from our assumption.
This means that M can distinguishes D and R with nonnegligible probability.
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Abstract. Two provably secure group identification schemes are pre-
sented in this report: 1) we extend De Santis, Crescenzo and Persiano’s
(SCP) anonymous group identification scheme to the discrete logarithm
based case; then we provide a 3-move anonymous group identification
scheme, which is more e [cieht than that presented in [SCPM, CDS],
with the help of this basic scheme; 2) we also extend the original De
Santis, Crescenzo and Persiano anonymous group identification scheme
to the general case where each user holds public key which is chosen by
herself independently. The communication cost for one round execution
of the protocol is 2mk, where k is bit length of public key n and m is
the number of users in the group.

1 Introduction

Anonymous group identification scheme is a method that allows a member of a
group, say Alice convinces a verifier, say Bob that she is a member of the group
without revealing any information about her identity in the group. A full and
general solution to the problem of anonymous group identification has been pre-
sented in [SCPM] based on the closure properties of statistical zero knowledge
languages under monotone logic formula composition. Later, Cramer, Damgard
and Schoenmakers suggest a new general approach for proofs of partial knowl-
edge independently [CDS]. The structure of an anonymous group identification
protocol based on the techniques presented in [SCPM] (or [CDS], if we restrict
CDS’s scheme to the discrete logarithm based case), can be stated as follows
[CM]: Let p be a large prime and G be a cyclic sub-group of ZpEiNith order
q. Let g be a generator of G. The system public key is (p,q,g) available to all
group users. Each user U; in the group chooses x; [z}, at random and com-
putes y;j := g** modp. The public key is y; and the secret key is x;. The set
S :={y1, -, Ym} contains the information of all legal users. A prover, say Alice
wants to prove her knowledge of y; to a verifier, say Bob without revealing any in-
formation of the index i. To authenticate membership of the group anonymously

D. Naccache and P. Paillier (Eds.): PKC 2002, LNCS 2274, pp. 188-{I98] 2002.
€_Springer-Verlag Berlin Heidelberg 2002
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(without loss of generality, we assume the prover knows the secret information
of y1), the protocol is performed as follows:

— The prover computes t; = g, t; = g%2y,%, -+, tm = g3"ym°™, where
ro [z, s2,--+,sm [Zd and cy, - -+, ¢y [Z] are chosen uniformly at random.
Then she sends ty, tp, - - -, tyy to the verifier.

— The verifier chooses b [z uniformly at random and send it to the prover.

— The prover computes ¢; = b [Cca T} [Ccg, s; = (r1 — Xi¢1)mod ¢, then
sends (S1,S2, - +,Sm) and (¢1,C2, - - -, Cm) to the verifier.

— The verifier tests whether b = ¢; [¢cd =1 [cd and t; = gSty;“2, -,
tm = g°™ym®m. If all conditions are valid then the verifier accepts. Otherwise
it rejects.

It is clear that the computational complexity is about 2m-exponent compu-
tations for the prover (or the verifier) while the communication costs is about
3mn-bit, with probability 1/2" rejecting an unqualified group user, where m is
the number of users, n is the bit length of the security parameter p (p = 2q +1,
p,q are two large primes).

Since the anonymity property often constrains the communication to heavily
depend on the number of users in the group, communication cost is one of the
most important measures for e [Ciehcy considerations. Motivated by the commu-
nication e [ciehcy consideration, De Santis, Crescenzo and Persiano have devel-
oped elegant protocols minimizing the communication involved in the schemes.
The proof of security is based on the di [culty of factoring problem. We sketch
their basic protocol below (see [SCP] for more details):

— Initialization: Let n be a security parameter, uniformly choosing n-bit primes
p = q = 3 mod4 and setting X = pq.

— For i = 1,---,m, uniformly choosing w; [ZA/-and computing y; = w;?
modx; Setting pki = (X, yi) and skij = w; to user Uj;

To show the membership of the group anonymously, one round of protocol
is performed as follows.

— The prover chooses r [CAL4nd cy,---,cm 4D, 1} uniformly at random,
then sends u = r2y;° - .. y,,™ modx to the verifier;

— The verifier chooses a bit b [, 1} uniformly at random and sends it to the
prover.

— If b =cy [} LCcd, the prover setsd; =c¢j, for j=1,---, mands=r; If
b & c; [} LA, then sets s = rwi 2% and d; = 1 — ;. Finally the prover
sends (s,dq, - -,dm) to the verifier.

— The verifier checks whether b = d; [ [d} and u = s?y; %1 ...y dm
modx. If the both conditions hold, the verifier outputs Accept; else it outputs
Reject;

It is clear that one round execution of the protocol rejects an un-qualified
user with probability 1/2. The computational cost is (3 + 1) modular multipli-
cations (modular x), on average while the communication cost is (m+2n)-bit. If
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the protocol runs n times, then the total computation cost is (m + 2)n modular
multiplications (modular p, we use the same measurement of modular multipli-
cation) and the communication cost is (m + 2n)n-bit, where m is the number of
users in the group and n is bit length of private key p (Jp|=|q|=n, and |x|=2n).

1.1 A Simple Modification of SPC’s Scheme

Since the original SPC’s scheme is multiple-round identification protocol. It is
desired if one is able to provide a standard 3-move scheme. A natural modi-
fication of multiple-round SPC’s scheme to a 3-move anonymous identification
protocol can be stated as follows.

— The prover chooses r CZ-4and ¢y, -+, Cm [z} uniformly at random, then
sends u = r2y; ... y,°™ modx to the verifier;

— The verifier chooses b [z] uniformly at random and sends it to the prover.

— Ifb=rc1 =} Cca, setting dj =cj, forj=1,--- mands =r;Ifb B
cy =} 4, setting dj =¢; ( B 1), di =c1 [~Fci—y [hT -1 [ and
s= rwf‘_di. Finally the prover sends (s,d1, - -, dm) to the verifier.

— The verifier checks whether b = d; [ [dg) and u = s?y;9 - - .y, 9 modx.
If the both conditions hold, it outputs Accept; else it outputs Reject;

Notice that any honest prover has to compute the value w?‘_d‘ modx if
b 8 c; -1 ¢4 (this event happens with overwhelming probability). It follows
that the computational cost of the prover is (m + 1) exponential computation
modular x. Equivalently, it needs 3(m + 1)n modular multiplications (modular
p), according to the well known square and multiply algorithm for modular
exponentiation that requires, on average, 1.5n modular multiplications for an n-
bit exponent. And the communication cost of this protocol is about 2(m+1)n-bit.

1.2 Our Works

We are interested in the construction of a standard 3-round anonymous identi-
fication scheme (for example, a protocol is more e [cieht than the above simple
modification of SCP’s scheme). Our solution is follows: we first extend De Santis,
Crescenzo and Persiano’s (SCP) anonymous group identification scheme to the
discrete logarithm based case; then we provide a 3-move anonymous group iden-
tification scheme, which is more e [cieht than that presented in [SCPM, CDS],
with the help of this basic scheme. The computational cost of our 3-move scheme
is (m + 1)-exponent computations for a prover (or a verifier) and the communi-
cation cost is (m + 2)n-bit, with probability 1/2" rejecting an unqualified group
member, where m is the number of users, n is the bit length of the security
parameter p (p = 2q + 1, p,q are two large primes).

We remark that to achieve the same security level as our 3-move identifi-
cation scheme (with probability 1/2" rejecting an unqualified group member),
the original SCP’s should be run n times independently. It follows that the to-
tal communication cost of running n times of the original SCP’s anonymous
identification scheme is (m +2n)n-bit while our 3-move protocol is (m + 2)n-bit.
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We point out that the computation cost of our 3-move protocol is (m + 1)-
exponent computations for a prover (or a verifier), that is, it needs 1.5(m + 1)n
modular p multiplication computation. However the computation cost of run-
ning n times of the original SCP’s anonymous identification scheme is (m + 2)n
modular multiplications (modular p, we use the same measurement of modular
operation). It is clear that the computation complexity of our 3-move scheme
costs slightly more than that of running n times of the original SCP’s scheme.
We believe that the computational ine [Cciehcy of our 3-move scheme is inevitable
since the prover of the original SCP’s scheme is required to reply a single bit
challenge and hereby the exponential computation is NOT needed. This is the
key di[erknce between a one bit challenge scheme and n-bit challenge scheme.

We realize that the computation and communication complexity of the above
mentioned protocols grow linearly with number of the member of the group. The
growth could make anonymous authentication protocol impractical for very large
dynamic groups. It is interesting problem if one is able to develop a new anony-
mous authentication protocol such that the computational and communication
complexity to identify the membership of a user in a given group is constant,
that is, both communication and computation complexity are independent on
the number of users in the group, e.g., notable works of Boneh and Franklin
[BE]. This is our further research topic.

2 Notions and Definitions

In this section, we introduce some useful notations presented in [SCP], then we
provide security definition on anonymous group identification protocols.

Probabilistic algorithms. The notation X — S denotes the random process of
selecting element x from set S with uniform probability over S. The notation
y < A(X), where A is an probabilistic algorithm, denotes the random process
of obtaining y when running algorithm A on input x. A probability space will
be denoted by {R;; - -;Rm : vV}, where v denotes the value that the random
value can assume, and Ry, -+, Ry is a sequence of random processes generating
value v. By Prob[R1; - -;Rm : E] we denote the probability of event E, after
execution of the random processes Ry, -+, Rn.

Interactive protocols. If A and B are two interactive probabilistic polynomial
Turing machines, by pair (A, B) we denote an interactive protocol. By TRa g)(X)
we denote a set of transcripts of the interaction between A and B with common
input x. The notation t — (A(y), B)(X) denotes the transcript t has been gen-
erated through an execution of the protocol (A, B), where x is a common input
to A and B, and y is A’ s private input. For any t [CTIRa g)(X), by OUTc(t)
we denote the output of C, where C [JA,B}. We will say B ACCEPT if
OUTg(t)=ACCEPT.

An anonymous identification scheme consists of two phases: initial phase and
identification phase. Each user holds with a pair of public and private key at the



192 Chan H. Lee, Xiaotie Deng, and Huafei Zhu

end of execution of the initial protocol. In identification phase, a user tries to
convince the verifier of some statement which certifies her knowledge of secret
key received in the initial phase. By INIT, we denote a initial protocol and by
(P,V), we denote two-party protocol, where P is proof algorithm executed by
A and V is a verification algorithm executed by the verifier B. With the help of
these notations, we are able to present two equivalent security definitions which
may be convenient for us to prove the security aspects of the proposed schemes.

Definition 1. It is convenient for us to define the security of an anonymous group
identification scheme in the case that each user in the group shares common sys-
tem public keys and one round execution of the protocol rejects an un-qualified
user with probability 1/2. An anonymous identification scheme {INIT, (P,V)}
is secure if it satisfies:

— Correctness: For each user U; [C3, Prob[(sky, -, Skm,pk) < INIT(1™);t
« (P(ski), V)(pk) : OUTy(t) =ACCEPT] = 1;

— Soundness: For any user U; IISland any probabilistic polynomial time algo-
rithm, the advantage:P" Prob[(sky, - - -, SKm, pk) < INIT(1");t — (PX@), V)
(pk) : OUTy(t) = ACCEPT] — 1/2 is negligible, where PXg) indicates the
input of private key is empty string;

— Anonymity: For any user Uj, Uj and any probabilistic polynomial time
algorithm VU the probability space M, and M, are equal, where My =
[(sky, -+, SKm,pK) « INIT(1");t « (P(ski), VY(pK) : tland My = [(sky, - -,
Skm, pk) < INIT(1");t « (P(skj), VH(pk) : t].

Remark: There are several equivalent security definitions of a group identi-
fication scheme. We sketch the two notions, which are useful to define security
aspects of a group identification scheme in di [erknt settings.

Definition 2. It is convenient for us to define the security in the case that each
user in the group shares common system public keys and one round execution of
the protocol is enough to authenticate her membership of the given group. We
say an anonymous identification scheme {INIT, (P, V)} is secure if it satisfies:

— Correctness: For each user U; [3, Prob[(sky, -, Skm,pk) < INIT(1™);
t « (P(ski), V)(pk) : OUTy(t) = ACCEPT] =1;

— Soundness: For any user U; T3 and any probabilistic polynomial time
algorithm, the advantage of PY Prob[(sky, -, SKm,pk) < INIT(1");t
(PXo), V)(pk) : OUTy(t) = ACCEPT] is negligible, where PY{¢) indicates
the input of private key is empty string;

— Anonymity: For any user Uj, U; and any probabilistic polynomial time
algorithm VY the probability space My and M, are equal, where My = [(sky,
-+ ,SKm,pK) < INIT(1™):t — (P(ski),VY(pk):t] and My = [(SK1, - - - ,SKm,pK)
« INIT(™);t « (P(skj), VO(pk) : t.

Definition 3. It is convenient for us to define the security of an anonymous group
identification scheme in the case that each user in the group holds with di [erent
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public key and one round execution of the protocol rejects an un-qualified user
with probability 1/2. We say an anonymous identification scheme {INIT, (P, V)}
is secure if it satisfies:

— Correctness: For each user U;j [S] Prob[(pk, -+, pkm, SKi) « INIT(1");t <
(P(ski), V)(pKy, - -, pkm) : OUTy(t) = ACCEPT] = 1;

— Soundness: For any user U; IS] for any probabilistic polynomial time algo-
rithm, the advantage of P% Prob[(pKy, - - -, pkm) « INIT(1™);t « (PXo),V)
(pKy, -+, pkm) : OUTy(t) = ACCEPT] — 1/2 is negligible, where PY{o)
indicates the input of private key is empty string;

— Anonymity: For arbitrary two diCerknt legitimate users Uj, Uj and any
probabilistic polynomial time algorithm V% the probability space M, and
MM, are equal, where My = [(pKy, - - -, PKm, SKi) < INIT(1");t « (P(ski), VY
(pKa, -+ ,pkm) : t]and My = [(pKq, - - - ,pKm,SKj) < INIT(1");t — (P(skj),VH
(pK1, -+, pkm) : .

Since a zero-knowledge proof system achieves un-linkability (i.e., separate
identification transcripts can not be shown have been made by a single in-
dividual |[SPH]). It is desirable if the anonymous identification scheme shares
zero-knowledge property. The notion of zero knowledge proof was introduced by
Goldwasser, Micali and Racko CJEMR]. We sketch some useful notions below: Let
R be a relationship over a language L. Let x [Dand w(x) := {w : (x,w) R}
be a witness set such that the membership can be tested in polynomial time.
A proof system (P,V) is called perfect zero-knowledge if for any probabilistic
polynomial time Turing machine V 5 there exists a simulator Sy osuch that:

— Syooutputs [with probability at most 1/2;
— And that conditioned on not outputting [,_the simulator’s output is dis-
tributed as the verifier’s view in a real interaction with the prover.

A weak notion is called an honest verifier zero-knowledge: there is a simulator
S that on input x produces conversations that are indistinguishable from the real
conversations with input x between the honest prover and the honest verifier.
Hence an honest verifier zero-knowledge protocol also implies the unlinkability
in the sense of the computational indistinguishablity.

3 Basic Anonymous ldentification Scheme

We first extend De Santis, Crescenzo and Persiano’s (SCP) anonymous group
identification scheme to the discrete logarithm based case.

3.1 Descriptions

Let p,q be two large primes such that p — 1 = 2g. Let G be a cyclic sub-group
of Z,ﬁvith order q. Let g be a generator of G. The system public key is (p,q,9)
available to all group users. Each user U; in the group chooses x; [Z] at random
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and computes y; := g*# modp. The public key is y; and the secret key is X;. The
set S :={y1, ', Ym} contains all users. A prover, say Alice wants to prove her
knowledge of y; to a verifier, say Bob without revealing any information of the
index i. One round of the protocol can be executed as follows:

— Alice chooses r [z}, and ¢; D, 1} uniformly at random then sends the
value u:=g" y* - - -ySm to Bob.

— Bob chooses a bit b [{D, 1} uniformly at random and then sends it to Alice.

— Alice checks the validation whether b = ¢; [} [cgd,. If the equation is
satisfied, then Alice sends (r,cy,--,Cm) to Bob. Otherwise, Alice sets ¢j «
cjand ¢c; — (1 —cj) and r — (r+ (2c; — 1)x;) mod g and then sends
(r,cq1, - +,Cm) to Bob.

— Bob checks the validation of the two conditionsh =c¢; -1 [cjJandu:=g"
yi* -+ -y&m. If both conditions hold, he accepts; Otherwise he rejects.

The communication cost is (m + 2n)-bit, and the computation cost is 1-
exponent computation plus m/2 multiplications over G for one round execution
of the protocol. If the protocol runs n times then the computation cost is about
%(m + 3n)n modular multiplications (modular p) according to the well known
square and multiply algorithm for modular exponentiation requires, on average
1.5n modular multiplications for an n-bit exponent.

3.2 Security Analysis

Since the protocol needs multiple-round interactions between the honest prover
and the honest verifier, we want to show that the protocol is secure according
to the definition 1.

Correctness. Correctness can be easily verified according to the definition 1.

Soundness. Suppose there exists unqualified user UM and a probabilistic
polynomial time proof algorithm PSwith non-negligible advantage to make the
honest verifier accept, then there exists a polynomial time algorithm P “3olves
the discrete logarithm problem with non-negligible probability.

Proof. We need to show an algorithm that takes (g, y) as input and produces
the DLg4(y) as output (given access to a subroutine that breaks the protocol).
Now we are given an random element y [CQ, the adversary (running U~and P™
together) chooses a set of random elements ry, - - -, rmy [ZJ and compute y; = y".
Then it chooses a random element r [Z}, and computes u := g"y;* - - ys». By
assumption there is a probabilistic polynomial time proof algorithm P with
non-negligible advantage to make the honest verifier accept, it follows P™is

able to output (u;r5(ch---,ch)) < PXu;r;(cy, -+, cm)) with non-negligible
probability such that ¢; [} [ 8 ¢ [} [c and u: = g" yi*---ySm =

grmyilu- ..ySn. Denote d; = ci’—c;i (1 < i< m). Hence with non-negligible prob-
ability, the adversary obtains the equation: gr_rD: yfl .+ydm It follows that
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r —r9=(ryd; + - - - r,ydm)DLog(y) mod g. Hence the adversary is able to com-
pute the discrete logarithm of any randomly given element y with non-negligible
probability. We arrive at the contradiction of the hardness assumption of the
discrete logarithm problem.

Anonymity. Anonymity follows from the fact that the distribution of the variable
r — (r+(2ci —1)x;) mod g over zy (of the user U;j) and the distribution of the
variable r” « (r+ (2c; — 1)xj) mod q over z, (of the user Uj) are uniformly
distributed if r and r"are chosen uniformly at random from z.

Perfect zero-knowledge. This basic scheme shares zero-knowledge property. We
want to show that for any probabilistic polynomial time Turing machine V 5 there
exists a simulator Sy osuch that: 1) Sy coutputs [Cwith probability at most 1/2;
2) Conditioned on not outputting [ The simulator’s output is distributed as the
verifier’s view in a real interaction with the prover. The simulator Sy ocan be
constructed as follows:

— Setting the random tape of V %' Let poly(-) be a polynomial bound running
time of V % The simulator Sy cstarts by uniformly selecting a random string
Random [0, 1}P°Y0aD | to be used as the contents of the random tape of
vh

— Simulating the first step of the prover: The simulator selects b™ 3D, 1},
r [z and ¢; [0, 1} uniformly at random such that bH=c¢; =1 ¢4, and
computes the value u :=g"ys* - - ySm;

— Simulating the verifier’s first step: The simulator initiates an execution of
V Hby placing x on V ®s common input tape, Random on its random tape
and b™on its incoming message tape. After polynomial number of steps of
V & the simulator can read the outgoing message b;

— Simulating the prover’s second step: If b”= b, then the simulator halts with
output (u,b,r,Cc1,-,Cm);

— Failure of the simulator: Otherwise, the simulator halts with output 1

Using the hypothesis that V Jis polynomial time, it follows that so is the
simulator. It is left to show that Sy ooutputs [Cwith probability at most 1/2
and that conditioned on not outputting L[, the simulator’s output is distributed
as the verifier’s view in a real interaction with the prover.

Notice that regardless of the value of bY the distribution of the message that
Sy osends at the first move is the same as the distribution of the messages that
the honest prover sends. And the random string Random on its random tape
chosen by the simulator is uniformly distributed. The fact implies that V ’s reply
in the move 2 is independent of the value of b™ Consequently, Sy coutputs [
with probability at most 1/2.

We denote by p(u, b, r,c1, -+, cm) the distribution of the transcripts between
the honest prover and the V Pwhile v(u,b,r,c1, - -,cm) be the distribution of
simulator Sy s distribution. Since for every fixed u and Random, the value b
of the output of V"is uniquely determined and the simulation of the prover
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first step conditioned on not outputting [Cislsame as that of the honest prover,
it follows the distribution of the simulator’s output is identical to that of the
verifier’s view in a real interaction with the honest prover.

3.3 A Variations of Basic Anonymous ldentification Scheme

We now are able to provide a variation of this basic scheme. The key generation
scheme is the same as that in the basic scheme presented in the above section.
To identify the membership of the group (without loss of generality, we assume
that the prover knows the secret information of y;), the protocol is performed
as follows:

The prover chooses s, ds, C2, - -+, ¢m [ZJ uniformly at random, and computes
u = gsydtyS2 ... yem and then sends u to the verifier.

The verifier chooses b [Z] uniformly at random and sends it to the prover.
The prover computs ¢c; = b [zl -+ [, and r = s+ (d; —c¢1)x; modg. Then
sends (r,Cs,Cz, -+, Cm) to the verifier.

If both conditions b =c¢; [cyl -+ [Ced and u = gystys2 - - ySm are satisfied,
it accepts, Otherwise, it rejects.

3.4 Security Analysis

The proof of correctness, soundness and anonymity are the same as that pre-
sented in the basic scheme. To show the protocol is the honest verifier zero-
knowledge proof system, we choose b [Z] at random, then we choose ¢y, - - -, ¢ [
zq such that b = ¢y [Cl--- [cql. Finally we choose r [z] uniformly at random
and compute u = gsyflyg2 -+ -ySm_The conversation is (u,b, r,cy,---,Ccm). Since
b, randcy,---,cm [Zd are chosen uniformly at random, it follows the simulated
conversation is indistinguishable from the real conversation.

The computational complexity is (m+1)-exponent computations for a prover
(or a verifier), that is the total computation complexity is 1.5(m + 1)n modular
multiplications (modular p). And the communication cost is (m + 2)n-bit, with
the probability 1/2" rejecting an unqualified group member. The facts imply
that our 3-move scheme is more e [cieht than that presented in [SCPM, CDS].

4 Anonymous Group ldentification Protocol
with Independent Modular

In this section, we extend the original De Santis, Crescenzo and Persiano anony-
mous group identification scheme to the general case where each user holds public
key which is chosen by herself independently. The communication cost for one
round execution of the protocol is 2mk, where Kk is bit length of public key n
and m is the number of users in the group.

Let S be a set of elements {ny,n,, - -, nm}. Each n; is a product of two
primes, P; and Q; such that P; = Q; = 3 mod 4 (Any integer n; with this prop-
erty is called Blum integer). A prover, say Alice wants to prove to a verifier, say
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Bob that she knows the factors of some n; [Slwithout revealing any information
of the index j. One round of the protocol can be executed as follows:

— Alice selects m elements x; I:Z‘:'at random, squares them to get aj =

x? mod n; (ai B g if i & j), then sends aj toBob (i=1,2,---m);

- Bob randomly chooses a bit b [{+1,1} and sends it to Allce

— Alice sends Bob m square roots z;,z,---,zm Of a1,8z,--,am such that
(F2)(F2) -+ (F=)=b, where () is Jacobi symbol and (z1, 22, - - -, zm) is either
(le » Xi—1, Xi, ***, Xm) OF (X1, " Xi—1,Yi, "+ ,Xm)

— Bob checks validation of zZ2 = a; mod n; (i =1,2,---,m) and (= )( )

(F= ) = b. If both tests passed he accepts, otherW|se he rejects.

Security analysis. To show the protocol is secure, the following result is needed,
which can be found in [BSMP]:

— Fact 1: If a is a quadratic residue modulo n, where P = Q = 3 mod 4, then
a has four square roots modulo N, denoted by x, —X,y, —V;

— Fact 2: If x?=y?2 mod N and if x & £y mod N., where P = Q = 3 mod 4
and N = PQ, then (¥)=(3*) and (3)=—(%).

Correctness. If Alice knows two factors of nj [CS, then she can always make
Bob accept.

Proof. Alice computes (71)(72) -+ (5=) and compares it with b. If it is equal
then sends Xi, Xz, - -+, Xm to Bob. Otherwise, Alice replaces x; by y; such that
x? =y7 = aj mod n; and (X1)=—(%), then she sends x1, -, Yi, -, Xm to Bob.
This is true if Alice knows two prime factors of n; Hence Alice can always
make Bob accept.

Soundness. Suppose there exists unqualified user UM and a probabilistic
polynomial time proof algorithm P“with non-negligible advantage to make the
honest verifier accept, then there exists a polynomial time algorithm P “factoring
the Blum integer with non-negligible probability.

Proof. Given m legitimate users nq,---,Nny in the group S, two factors
of each nj (1 < i < m) is not known by the Usince she is not a legiti-
mate user in the group S. By protocol, U”must commit the values x; (x? =
aj mod nj, 1 < i < m) and then sends the commitments to the verifier at the
first move. Since b is a random bit chosen by the verifier, by assumption P"
is able to provide (z1, 22, - -,zm) Which is pairs either (X1, -, Xi—1, Xi, ", Xm)
or (X1, Xi—=1,Yi, ", Xm) for some i with non-negligible probability. The fact
implies that there exists a polynomial time algorithm P ~{by running U™and P ™
together) factoring the Blum integer with non-negligible probability.

Anonymity. The distribution of transcript of any legitimate user is equal.
Proof. Any legitimate user, say Alice sends Bob random sequence ag, - - -, am
at first. After she receives challenge bit b, Alice sends the correspondent square
roots sequence zi, - -+, Zm such that (F-)(#2) - -- (§=)=b to Bob. Notice that the
distribution of {(£* ) (% 2), (Zm )}i is unlform over {1, —1}™ if the distribution



198 Chan H. Lee, Xiaotie Deng, and Huafei Zhu

of random variant (z1, z2, - - -, Zm) is uniform. Hence the distribution of transcript
of any legitimate user is uniform. It follows the protocol achieves anonymity

property.

5 Conclusion

We have remarked that the computation and communication complexity of the
above mentioned protocols grow linearly with number of the member of the
group and the growth could make anonymous authentication protocol impracti-
cal for very large dynamic groups. It is desired if one is able to develop a new
anonymous authentication protocol such that both computational and commu-
nication complexity to identify the membership of a user in a given group is
constant, as notable works of Boneh and Franklin’s. This is our further research
topic.
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Abstract. Threshold schemes enable a group of users to share a secret
by providing each user with a share. The scheme has a threshold t + 1 if
any subset with cardinality t + 1 of the shares enables the secret to be
recovered.

In 1983, C. Asmuth and J. Bloom proposed such a scheme based on the
Chinese remainder theorem. They derived a complex relation between
the parameters of the scheme in order to satisfy some notion of security.
However, at that time, the concept of security in cryptography had not
yet been formalized.

In this paper, we revisit the security of this threshold scheme in the mod-
ern context of security. In particular, we prove that the scheme is asymp-
totically optimal both from an information theoretic and complexity the-
oretic viewpoint when the parameters satisfy a simplified relationship.
We mainly present three theorems, the two first theorems strengthen the
result of Asmuth and Bloom and place it in a precise context, while the
latest theorem is an improvement of a result obtained by Goldreich et
al.

1 Introduction

A threshold scheme enables a secret to be shared among a group of | members
providing each member with a share. The scheme has a threshold t + 1 if any
subset with cardinality t+1 out of the | shares enables the secret to be recovered.
We will use the notation (t + 1,1) to refer to such a scheme.

Ideally, in a (t+1) threshold scheme, t shares should not give any information
on the secret. We will discuss later how to express this information. In the 80ies,
several algebraic constructions of (t + 1,1) threshold schemes were proposed.

Shamir used the Lagrange polynomial interpolation. In the Shamir scheme
[S79], the secret space is usually a fieldd and the secret consist of the constant
term of a polynomial p(x) of degree at most t if the threshold is t+ 1. The shares
are p(xj), where the x;j’s are public and belong to the secret space. Blakley

ME.W.O.-research fellow, sponsored by the Fund for Scientific Research — Flanders
(Belgium).
1 Note that this condition might be relaxed, see e.g [DE94].
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used projective spaces to construct such schemes [B79]. Karnin et al. consider
variations on the previous schemes using coding theory [KGH83].

Mignotte [M82] and Asmuth and Bloom [AB83] used congruence classes and
the Chinese remainder theorem to define (t+ 1, 1) threshold schemes. The public
parameters are the co-prime and increasing numbers pji’s, i = 0,...,l. First

the secret rg L5'is chosen from the secret space Zp,. Then the values r;’s are
randomly chosen in Zp, for i = 1, .-, tif the threshold is t+1. Using the Chinese
remainder theorem, Y I:Zlm:o pi IS computed such that Y = rj mod p; for i =
0,...,t. The shares are s; =Y mod p; for i =1,..., 1. Note that Mignotte [M82]
defined the secret as Y and dropped the space depending on pg. The main
advantage of the schemes [M82] and [ABS83] over [S79] (and [B79)) is that the
computational complexity of the reconstruction of the secret from t + 1 shares
behaves as O(t + 1) while it behaves as O((t + 1) - log?(t + 1)) for the Shamir
scheme.

It is known that any set of t shares of a (t + 1,1) Shamir scheme gives no
information from an information theoretic and complexity theoretic viewpoint.
The argument can be found in [S79], even if the concepts used are not the same.
Also, the sizes of the share spaces and the secret space are equal. Therefore, the
Shamir scheme is called ideal and perfect zero-knowledge (see the definitions 5
and 7 in section 2).

However, in the (t + 1,1) threshold scheme based on the Chinese remainder
theorem, the sizes of the share spaces and the secret space are not equal. In
addition, few results are known about the information on the secret given by
any set of t shares. In the scheme of Mignotte [M82], any share substantially
decreases the entropy of the secret. Asmuth and Bloom [AB83] showed that
the entropy of the secret decreases “not too much” when t shares are known
provided that the parameters of the scheme satisfy a complex condition. The
problem with this approach is that the notion of security is unclear, moreover
the way one has to choose the parameters might led to schemes far from ideal
schemes. Goldreich et al. [GRS00] show that any set of t — 1 shares gives no
information on the secret using the zero-knowledge theory provided that the
parameters on the system satisfy a natural condition (the primes p;’s have to be
consecutive).

In this paper, we revisit the security of the threshold scheme based on the
Chinese remainder theorem when the parameters are consecutive primes using
modern concepts of security in cryptography [GBOI]. We introduce the con-
cept of an asymptotically perfect and an asymptotically ideal schemes which are
natural relaxations of perfect and ideal schemes. We prove that the (t + 1,1)
threshold scheme based on the Chinese remainder theorem with consecutive
primes is asymptotically ideal (and therefore asymptotically perfect) and per-
fect zero-knowledge. This means, in both cases, that t shares give no informa-
tion on the secret. The two first theorems strengthen the result of Asmuth and
Bloom [ABB83], while the latest is an improvement of a result in [GRS0Q].

This paper is organized as follows. In section 2, we discuss basic definitions
of threshold schemes, including the definition of an asymptotically perfect and
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an asymptotically ideal scheme. In section 3, we detail the threshold scheme to
be studied. Section 4 describes the previous work on the security of Chinese re-
mainder theorem based threshold schemes. In section 5, we find an upper bound
on the loss of entropy of the secret generated by shares when the secret is uni-
formly selected. Using these result, we prove that the scheme is asymptotically
perfect and asymptotically ideal when the secret is uniformly chosen and the
parameters of the system satisfy a natural condition (the primes p;’s are con-
secutive). Finally, we prove that the scheme with consecutive primes is perfect
zero-knowledge.

2 Theoretical Notions about Threshold Schemes

In this section, we present di [erknt definitions related to threshold schemes. Def-
initions 1, 3, 5, 7 are slight modifications of those presented in [DE94]. Definitions
2,4,6 are introduced in the current paper.

Let us first define a threshold scheme.

Definition 1. Let X be a set of pairs of public and security parameters. A
(t + 1,1) threshold scheme is a collection of pairs of algorithms (Share( ixy,

Combinegy 1xy), Where (x,1¥) [XI, such that:

1. Share 1y is a probabilistic polynomial time algorithm taking as input a
secret s coming from the secret space S(x,1%) [0, 1}¥ and producing as
output a set of | shares s; coming each from the share space S;j(x,1%), i =
1,...,L

2. Combine, 1y is a polynomial time algorithm taking as input any set of t+1
shares out of the | and producing as output the unique secret s.

Note that in this definition, no probability is associated to the secret space
S(x, 1).

Next, we define the loss of entropy of the secret generated by the knowledge
of a set shares. So far as the authors know this definition is new in the context of
the threshold scheme. Note that this quantity is related to the average mutual
information (see [G68]). The concept of loss of entropy of the secret will be used
in the definition of perfect and asymptotically perfect schemes.

Definition 2. Let (Share 1), Combine 1x)) be a (t+1,1) threshold scheme.
Let P (x, 1¥) be the probability distribution on S(x, 1¥). Then, we define the loss
of entropy of the secret generated by the knowledge of {s;j : i [CI} by the values:

Dixary(sii CI) = H(s £SKx, 1)) — H(s CSK(x,19)si ;i [T
where H(-)E is the entropy function.

2 The entropy of S selected from the alphabet S is defined as
H(S) =) P (S =s)log(1/P (S = s)).

s[S]
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Remark 1. Note that while the average mutual information is always positive,
the loss of entropy A(y) = H(S) — H(S|Y =y) may be negative. Consider the
random variable S [{+1,0, 1} such that P(S = —-1) =7/8, P(S = 0) = 1/16
and P(S = 1) = 1/16. Consider the random variable Y taking the value 1 if
S = 0 and 0 otherwise, we have P(S = —1|Y =1)=0,P(S=0]y =1)=1/2
and P(S = 1]y = 1) = 1/2. Therefore, A(l) = H(S) — H(S|Y = 1)
(7/8109(8/7) + 1/16log(16) + 1/16log(16)) — (1/2log(1/2) + 1/210g(1/2))
0.668 — 1 = —0.33.

Let us introduce now a probability distribution P (x, 1¥) on the secret space
S(x, 1X).

The following definition enables us to define the security of a threshold scheme
from an information theoretic viewpoint. This definition depends on the set of
probability distributions P (x, 1%).

Definition 3. A threshold scheme (t + 1,1) is called perfect with respect to the
set of probability distributions P (x, 1¢) on S(x, 1¥) if for all (x, 1¥) X, it holds
that:

— H(s SKx,1¥)) & 0 and,
— for all I CA...1} with [I] <t, we have

A(x,lk)(si Ui ED =0.

Let us introduce the asymptotic version of the previous definition. This re-
laxation will enable us to prove that the threshold scheme based on the Chinese
remainder theorem is asymptotically perfect while it is not perfect in the strict
sense.

Definition 4. A threshold scheme (t+1,1) is asymptotically perfect with respect
to the set of probabilities P (x, 1¥), if for all (3 0, there exists ko = 0 such that
for all (x,1K) X with k = ko, we have for all I CL,...,1} with [I| < t,

A1 (si i LD < [

and H(s SKx,1¥)) 0.
Remark 2. |I| denotes the cardinality of the set I.

Remark 3. Note that it is essential to take the absolute value here, as A may be
negative. However, if the distribution of the secret is uniform, one has A = 0.

While security is an important factor, e [ciehcy in terms of memory usage is
also of great interest. This e [ciehcy is measured by comparing the size of the
share spaces to the size of the secret space. Indeed, the length of the elements
depend on the size of these spaces if an optimal representation is used. The
definition of an ideal scheme includes the property of security and e [Ciehcy.
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Definition 5. A threshold scheme (t + 1,1) is ideal with respect to the set of
probabilities P (x, 1¥) if:

— it is perfect with respect to this set of probabilities and,
— if for all (x, 1K) [XI, we have

[Si(x, 1) = |S(x,1%)| [iF1,...,L

Let us introduce the asymptotic version of the previous definition. This re-
laxation will enable us to prove that the threshold scheme based on the Chinese
remainder theorem is asymptotically ideal even though it is not strictly ideal.

Definition 6. A threshold scheme (t + 1,1) is asymptotically ideal with respect
to the set of probabilities P (x, 1¥) if:

— it is asymptotically perfect with respect to this set of probabilities and,
— for all [ 0, there exists some ko = 0 such that for all (x,1%) X with
k = kg, we have for all i [{1,...,1},

[Si(x, 1)/]S(x, 1) < 1+ [

When the shared key is associated to a public key, the entropy of the secret
is zero. Therefore, we can not use the concept of perfect scheme to study the
security of the schemes used in conjunction with public key cryptosystems. In
order to solve this problem, Desmedt and Frankel [DFE94] proposed to use the
zero-knowledge theory. Working this way, it is possible to study the security of
a threshold scheme even if the shared key is related to a public key.

Definition 7. A threshold scheme (t + 1,1) is perfect zero-knowledge if there
exists a set of probabilistic polynomial time algorithms Simul(x, 1) such that
for all polynomial poly(-), there exists some ko = 0 such that for all (x, 1¥) X
with k = ko, we have for all s [SKx, 1%) and for all 1 {1,...,1} with [I] <t,
1
|P(||5hare(x,1k)(s) =s;) — P(Simul(x, 1¥) = ;)| < 1/poly(k),
s1 [Sil(x,1K)

where sy, Sy (x, 1¥), and li(ss,....s) @and represent respectively (si,, ..., Si;),
Si, (X, 1) < ... x Sj, (x,1%) and (si,, . ..,si;) for I ={iy, ..., i}

Note that this definition is independent of the probability distribution P (x, 1)
on S(x, 1¥).

In the next section, we present the threshold scheme whose security we study
in the following sections.

3 Threshold Scheme Based on the CRT

Below, we describe two algorithms, corresponding to the sharing and reconstruc-
tion phases, of the threshold scheme based on the Chinese remainder theorem.
We adopted the version present in [GRS0Q]. In the remainder of the text, x [g B
means that x is selected from S with an uniform probability.
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Initialisation:
Let t+ 1 <1 and consider the primes po < p1 <p2 <...<p.

Sharing:
1
To share a secret ro =s [Z},,, the dealer:

1. chooses ry [R%p,,..., 't [RZp,;

2. determines Y [Zp where P = ;_,p; such that Y = r; mod p; for i =
0,1,..t

3. computes the shares s =Y mod p; fori=1,...,1.

This algorithm is denoted by Share 1 p,  p,.1r01y(S) = (S1, - - -, S1).

.....

Reconstruction:
Given a set of t + 1 shares {s; : i [I}, the secret s is recovered as follow:

1. compute X [Zky, o, such that X = s; mod p; for i 1] using the Chinese
remainder theorem;
2. compute s = X mod po.
This algorithm is denoted by Comb g p, . p,.1eony(Si 11 CI) =s.

Remark 4. |p;| denotes the number of bits of p;.

.....

Remark 5. There are many dilerknt versions of the threshold scheme based
on the Chinese remainder in the literature. Mignotte [M82] and Asmuth and
Bloom [AB83] used coprime numbers p;’s while Goldreich et al. [GRS00] fo-
cused only on prime numbers. Also, Mignotte [M82] defined the secret as Y in
the sharing algorithm and dropped the space depending on pg. This last version
lead to a very insecure scheme.

4 Previous Work about the Security
of the Threshold Scheme Based on the CRT

In [M82], they compute the equivalent of the loss on entropy of the secret gen-
erated by the knowlegde on shares (see definition 2 in section 2). Note that the
security of this scheme is quite weak.

The scheme [AB83] is a modification of the scheme [M82] by considering the
secret Y mod po instead of Y itself. In addition, they [AB83] request that the
parameters of the system (the co-prime numbers p;’s) are increasing numbers
and that

L I I : 1
Pi>Po  Pr-i+1 (€]
i=1 i=1
for a (t + 1,1) threshold scheme such that the entropy of the secret decreases
’not too much” when t shares are known. First, notice that the notion of security
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used is quite unclear. Note that at this time, modern security concepts were not
yet build and therefore the notion of security of a threshold scheme did not
make use of them. Also, this condition (1) might lead to schemes where the size
of the shares are much more bigger that the size of the secret (if we choose po
very small) which we try to avoid. Finally, in practice, we have to generate co-
prime numbers (usually primes numbers) and check whether the condition (1)
is satisfied which is not very handy.

In [GRS0Q], Goldreich et al. advice to choose the primes (co-prime numbers
are likely valid as well) as close as possible and prove that t — 1 shares (or less)
give no information on the secret in the sens of the zero-knowledge theory for a
(t +1,1) threshold scheme.

5 Security of a Threshold Scheme Based on the CRT

In the following Lemma, we compute an upper bound on the loss of entropy of
the secret generated by the knowledge of shares when the secret is uniformly
selected from the secret space. Recall that x [ 5 means that x is selected from
S with an uniform probability.

Lemma 1. Let the secret s [y, the shares s; (i = 1,...,1) be generated by
the algorithm Share 1y, o, 101y (S), and I LLL, ..., I}

The loss of entropy of the secret s [gr1Zp, generated by the knowledge of the
shares {s; [Z}, : i I} satisfies the following relations:

Atpo,...pn i+ 1) = log (o (HC(1) +1)/po L+ 1)/C(1))  if C(I) EO,
= log po otherwise,

1 1
where C(1) = LI, pi/ pvJ

Proof. Define Cd) é—I_qglpi/ %V, c(l)=m)and P = i=o Pi-

Consider the case C(l1) & 0.

Let’s prove that for all s [Z,, P(S = s|sj : i D) < ([(C(I) + 1)/po [+
n/c().

Let s [Z},. Denote with V, the set of possible values for X [Zb given the
set {sj: i I}.

In order to determine a lower bound B on the cardinality of V, we study the
number of solutions X [Zp of the linear system X = s; mod p; for all i [
From the Clinege remainder theorem, it follows that the solutions of this system
are Xo+r- i, where Xg is the unique solution of the system in Zy, ,, and
r C10,...,C()—1] or [0,...,C(l1)] depending on the value of Xy. Therefore,
B =C(l).

Similarly, in order to determine an upper bound A on the number of el-
ements X [M such that X mod pg, we @y the number of solutions r [
[0,.. .,C(I)]iﬁfhe system s = Xo +r - ;pi mod po, or equivalently r =
(s—Xo) ( ;Pi)"t mod po. It follows that A = [TC(I) + 1)/po[F 1.
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Eventually, we have P (S = s|sj : i [I) < A/B = ({C(1)+1)/po[#1)/C(I).
By definition

H(S|si : i ) = log(C(1)/(T(1) + 1)/po[F 1)).

Moreover, s is uniformly chosen in Zp,, therefore H(S) = log(po). We find

D(tpo....p(Si - 1) = log (po - (LT (1) + 1)/po [+ 1)/C(1)).

The case C(1) = 0 is trivial since the set of shares {s; : i [_I} enables us
to recover the secret exactly using the Chinese remainder theorem. Hence, it
follows that H(S|s; : i [I) =0.

1

In the remainder of the text, we only consider threshold schemes with con-
secutive primes. We will refer to such threshold shemes using the notation
(Shareiq 1 pg, 1oty COMD(t 1 1 oo 11p01))-

Using the previous Lemma, we can prove the asymptotical perfection of the
scheme when the secret is uniformly chosen and the primes p;’s are consecutive.
Remind that |pj| denotes the number of bits of p;.

Theorem 1. The (t + 1,1) threshold scheme based on the Chinese remainder
theorem with consecutive primes p;’s is asymptotically perfect with respect to the
uniform probability on Zp, .

More formally, for all (3> 0, there exists some ko = 0 such that for all thresh-
old schemes (Share ;1,1 po,11p0tys COMB(r1 1 1 pg.11r01y) With [po] = ko we have for
all 1 4,..., 1} with [I] = t,

|At1,1,p0,1t000y (Si 2 1T L] < [

Proof. First, we have that Ag,p,,....py(Si - 1 1) = 0 by the remark on the
definition (2).
Define C ) =£Ia=o pi/ ':'V v and C(1) T )

By hypothesis, the primes pi’s (0 < i < I) are consecutive. It follows that
1/2+1/21

Pi+1 < Pi + P; for p; su Lcienhtly large (see [R88], p. 193).
Consider the case |I| = t.
If 1 ={1,...,t}, it follows from the Chinese remainder theorem that

Assume | 8 {1,...,t}. Because the primes p;’s are consegutive, it pﬁ? that
C(l) = 0, for all su Lciehtly large prime po. Also, C(I) = b j—; Pi/ ;Pil=E
[pd - pe/(pt + 2) L Note that [ph - pe/(pe +2) X po— 1 if and only if p/(pr +2) <
(po —1)/po. This last inequality is equivalent to p; < 2po — 2, which holds for pg
su [ciehtly large because the primes p;’s are consecutive. Therefore C(1) < po—1,
for all prime po su Lciehtly large and for all 1 8 {1,...,t} such that |I| =t.

We deduce that po - (L(C (1) +1)/po# 1)/C (1) = po/C(I), for all su Lciehtly
large prime po. Using Lemma 1, we have

D(tpo,...p) (Si 1) = log(po/C(I)). @)
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Because the primes pj’s are consecutive, it holds that, for all su [ciehtly large

Po q
pe /(s +  aipg) <Cctd)

where a; CRI" and 0 < b; < t, for all i.
For all su Cciehtly large primes po and for all 1 8 {1,...,t} with |[I| =t it
holds

Po/C(1) < po/(C(l) — 1) < po(p§ + _ aipoé‘)/(p6+l—(p5+ _ aipoé‘))-

Applying the logarithm operator and using (2), we get

Dpo....pn(Si 11 CD) < log(po(pf + aipoé‘)/(p5+1—(p5+ aipoé‘)))-

The upper bound converges to 0 when pg converges to infinity.

Consider the case [I| <t. It holds that A, .,y (si i CI) < log((CH) +
2+2po)/(CH1) —1)). Note that 2+ 2pg and —1 are negligible in front of C ).
Therefore this upper bound converges to 0 when the prime py converges to
infinity. The result follows. 1

The next theorem tells us that the threshold scheme is moreover asymptoti-
cally ideal.

Theorem 2. The (t + 1,1) threshold scheme based on the Chinese remainder
theorem with consecutive primes p;’s is asymptotically ideal with respect to the
uniform probability on Zp,.

More formally,

— (Share(; 1 1,po,11r01y, COMb 11 1 by 11r01y) IS @Symptotically perfect with respect
to this probability distribution and,

— for all 3> 0, there exists some ko = 0 such that for all pp with |pg| = ko the
consecutive primes p;j’s satisfy pi/pp <=1+ fori =0,...,1.

Proof. The first part comes from the previous theorem.

Let us prove the second part. The primes p;’s (0 < i <) are consecutive, it
follows that pj+1 < pi + pi1/2+l/21 for pi’s su Lciehtly large (see [R88], p. 193).
This means that for all j =0, p; < po + f(po) where f(po)/po = 0 converges to

0 if po converges to infinity. The result follows. —1

Eventually, we prove that this scheme is perfect zero-knowledge when the
secret is uniformly selected and the primes p;’s are consecutive. Goldreich et
al. [GRS0Q] proved that for the (t + 1,1) threshold scheme with consecutive
primes p;’s, t — 1 shares give no information on the secret from a complexity
theoretic viewpoint. By improving the last part of their proof, we are able to
prove that in fact t shares give no information on the secret.
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Theorem 3. The threshold scheme (t + 1,1) based on the Chinese remainder
theorem with consecutive primes p;’s is perfect zero-knowledge.

More formally, there exists a set of polynomial algorithms, denoted by
SiM(t1,1,po,1r0ly, SUCh that for all polynomials p(-), there exists some ko = 0
such that for all threshold schemes (Share..; | . 11roly, COMD(t41 1 oo 11p01y) @N
[po| = ko, we have

for all s [Z}, and for all I L, ..., 1} such that |I| < t,

! P =s;)—P(Si = < !
ESI - | ( |Share(t+1,|,p0,1lpoI)(S) - SI) ( Im(t+l,|,po,1lpol) - Sl)l = m:
1
where Iy, ,...s,), Zp, and s represent respectively (si,, ..., Si;), Zp,, X X,

and (Siy,...,si;) for I ={iy,...,ij}.

Proof. Define K = iE=1 Pi, M(1) = pi- The notation [x], indicates the
minimum positive representant of x mod vy.

First, note that I|Share(t+1,.,p0,1lpo|)(S) = (Y (S)]p: : 1 L), where Y (s) [Zh,.k
is the random variable computed according to the sharing phase on the secret

S o
I:\;Z\llé claim that Sim 1) o 1iwery = ([Y (8Y]p, : i 1), where Y (s [Zp,.k
is the random variable computed according to the sharing phase on the value
s"'[Z},, chosen at random.
Therefore, we have to prove that for all polynomial p(-), there exists a ko =0
such that for all pp with |pg| = ko, we have,
for all s [Z}, and for all I L, ..., 1} with |I]| =t,

1
p(pol)”

1 1 . .
5 IPAY S)lps =Si: i CD—=PY Sy =si:i (D] <
Sy EZQI

Let I {q,...,1} such that |I| <t.
By the Chinese remainder theorem, there is a bijection between Zm ), and

iEI:ZPi'
Therefore, the left hand side of the previous inequality is equivalent to:
M~y
3 IPY (S)lmay =2) =P (Y (sVmay = 2)I. (3
z=0
Note that
IPAY (S)Imay =2) =P ([Y lmay =2)| <
[PAY )Imay =2) —PWUmay =2)| + [P (Y (Sg]M(l) =2)—PUmqay =2)|,
where Up 1y is a uniform random variable on Zp .
Let us find an upper bound on the first term of the right hand side of the

inequality. 1
Because of the bijection between ;_;Zp; and Zp,k, Y (S) =S+ r - po with
r [ Zk . Note that r is the only random element in this expression. The addition
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of s and the multiplication by po together induce a permutation of the elements
of Zmay. Therefore,

M (
[PAY S)Imay=2) —P(Umqay =2)| =
z=0
M(p—t
IP(rlmay =2) =P (Umqay =2)I 4)
z=0
Splitting the sum into two parts, we get
I@I(I)_l

4)= 0, IP(rlmay =2) =P (Umq, = 2)|
+ e, IP{vay =2) =P Umay = 2)|

Note that if 0 <z < [K]may — 1,
P(rlva) =2) = (K = [Klma)/M (1)) + 1)/K,
and if [Klygy=z=M()—1,

P(Irlmmy =2) = (K= [Klm@))/M(DK.

Also,
Therefore, 1 1

(4) =2 [Kluny/K = [KRyay/M(DK . (5)
Because, th imes are consecutives, pj+1 < pi + pi1/2+1/21. It follows that

M(l) < p!)" + iaipgi, where a; CIRE and b; < ||, for all i.
If || <t, for all pg large enough, we have
M) <py'+ aapogi <ps <K

Therefore,
(3) =2M(1)/K < 20} + améi)/pa. (6)
i
If |[I] =t, M(l) > K because the primes increase.
Therefore,
@) =2(M(1) - K)/K < 2(pg + aipoé‘ = Po)/po- (M

In both cases, the upper bound behaves as the inverse of an exponential in
[pol, where |po| denotes the number of bits of pg. Also, both bounds depend
neither on s nor on I. Therefore, (3) is bounded by the maximum of the bounds
(6) and (7) over all I L, ..., 1} with |I| < t. The result follows. 1
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6 Conclusions

In this paper, we analyzed the security of a threshold scheme based on the Chi-
nese remainder theorem in the context of theoretical cryptography. We have
introduced the definition of an asymptotically perfect and asymptotically ideal
schemes that are natural relaxations of perfect and ideal schemes. We have
proved that the scheme based on the CRT is asymptotically ideal and perfect
zero-knowledge if the parameters of the system satisfy a natural condition. Those
properties imply that any set of t shares of a (t + 1,1) threshold scheme based
on the Chinese remainder theorem gives no information on the secret.
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Abstract. The security of several recent digital signature schemes is
based on the di [culty of solving large systems of quadratic multivariate
polynomial equations over a finite field F. This problem, sometimes called
MQ, is known to be NP-hard. When the number m of equations is equal
to the number n of variables, and if n < 15, Grobner base algorithms
have been applied to solve MQ. In the overdefined case n [—m] the
techniques of relinearization and XL, due to A. Shamir et. al., have shown
to be successful for solving MQ. In signature schemes, we usually have
n [Cml For example signature schemes Flash and Sflash submitted to
Nessie call for primitives or the UOV scheme published at Eurocrypt
1999. Little is known about the security of such underdefined systems.
In this paper, three new and di Cerknt methods are presented for solving
underdefined multivariate systems of quadratic equations. As already
shown at Eurocrypt 1999, the problem MQ becomes polynomial when
n = m(m + 1) for fields F of characteristic 2. We show that for any field,
for about n = 2™7(m + 1), exponential but quite small in practice, the
problem becomes polynomial in n.

When n - m the complexity of all our 3 algorithms tends to ™. How-
ever for practical instances of cryptosystems with n = O(m), we show
how to achieve complexities significantly lower than exhaustive search.
For example we are able break Unbalanced Oil and Vinegar signature
schemes for some “bad” choices of the parameters (but not for the pa-
rameters proposed in [4]).

1 Introduction

Since the 1970’s many digital signature schemes have been proposed and the
best are probably those based on factoring or discrete logarithms in well chosen
groups. However in many specific applications the classical standardized schemes
are either too slow, or give signatures that are too long. In order to fill the gap,
several new digital signature schemes based on multivariate polynomials have
been studied recently J. Patarin et. al. hoping to do better. These signature
schemes can be very e [Cieht in smart card implementations and are among the

D. Naccache and P. Paillier (Eds.): PKC 2002, LNCS 2274, pp. 211-227] 2002.
€_Springer-Verlag Berlin Heidelberg 2002
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shortest signature schemes ever known [10]. They diledin the type of trapdoor
structure embedded into the public polynomials, see [4] for a particular example
of such a scheme and for an overview of various other schemes. Several of these
schemes were broken soon after being proposed, for others the security is an
open problem.

Most multivariate schemes rely on the problem of solving systems of mul-
tivariate polynomial modular equations over a small finite field F. The general
problem is called MQ and is known to be NP-complete, even for q = 2, cf.
[3]. In practice, the public key will be a system of m quadratic polynomials
Gi(X1, ..., Xn), 1 = 1,...,m, with n variables xj, J = 1, ...,n over a finite field F of
(small) order g, where m and n are (large enough) integers. Messages are repre-
sented as elements of the vector space F™, whereas signatures are elements of F".
An element x is a sighature of a message y if the public polynomials evaluated
at x give the correct components of y, i.e., if Gj(Xy,...,Xp) =yj fori =1,...,m.
The trapdoor information enables a legitimate signer to find a solution x of the
system for a given message y.

Several multivariate signature schemes use MQ systems of m quadratic equa-
tions in n variables with n [Cml For example cryptosystems Flash and Sflash
submitted to Nessie call for primitives [9] or the Unbalanced Oil and Vinegar
scheme (UOV) [4].

As opposed to the case m [n,Ivhere useful methods for solving MQ are known
(see [6], [1]), only one result seems to be known for finding a solution if n [Cmi
In the massively underdefined case n = m(m + 1), a polynomial algorithm for
solving MQ is given in [4], provided the field F has characteristic 2.

In this paper, three di [erknt methods are developed for solving MQ in the under-
defined case n [CmTalgorithms A, B and C). We also generalize the known algo-
rithm from [4] that solves in polynomial time massively underdefined systems of
equations over fields of characteristic 2. We show that it can be extended to odd
characteristics. The present version works for roughly about n = 2™/7(m + 1),
exponential but in practice not so big.

The three algorithms A, B and C can also be applied for practical systems when
n = O(m). Depending on the choice of m, n and g, one or the other of the
algorithms as presented turns out to be more e [Cieht, and no one outperforms
the others in general. Their complexity remain exponential, but each of the 3
algorithms enables solving MQ with a complexity significantly lower than ex-
haustive search for some practical parameter sets.

The three algorithms apply dilerent but well known principles: The birthday
paradox, a linearization technique, and reduced representations of quadratic
forms. These principles are used however in a novel way. By studying and com-
paring the e [ciehcy of dilerent algorithms for the same problem, we attempt
to get a better understanding of the di Cculty of MQ. As a cryptographic ap-
plication, we obtain new criteria for the security parameters of general multi-
variate signature schemes. The security of schemes like Flash and Sflash is not
aledted by the results of this paper. However our algorithms can be used to
break Unbalanced Oil and Vinegar signature schemes for some “bad” choices of
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the parameters (but not for the parameters proposed in [4]). Note that no attack
was previously known for these parameters. This shows that the choice of the
parameters for Unbalanced Oil and Vinegar must be made carefully.

In section 2 the problem MQ is described. In section 3, algorithms A, B and
C for solving MQ in the underdefined case n [_mlare presented, and their ef-
ficiency is studied. Section 4 presents e [cieht algorithms for solving massively
underdefined MQ systems. In section 5, our methods are applied to the crypt-
analysis of practical multivariate signature schemes. In Appendix A, a result on
which algorithm C is based upon is derived.

2 The Problem MQ

Let F be a finite field of order g. Consider a (random) system of m simultaneous
equations in n variables over F,

GX1,X2, ..y Xn) =Ym [F1,...m,

where the Gare (not necessarily homogeneous) polynomials of degree two, i.e.,
Gis of the form

rCTr11 1
GX1,...,Xn) = Qij XiXj + VX, [F1,...,m.
i=1 j=i k=1

Hereby the coe [ciehts of the polynomials as well as the components of the
vectors X = (X1, X2, ..., Xn) and y = (y1, Y2, ..., Ym) are elements in F. Depending
on the parameters m and n, several algorithms have been developed to solve
MQ: If m = n < 15, Grobner bases algorithms can be applied to solve MQ
(see [2] for one of the most e [cieht variants amongst such algorithms). In the
overdefined case m [n,Ithe methods of relinearization and XL have shown to
be useful (see [6] and [I]). In particular, in the overdefined case m = en?, the
XL algorithm is expected to be polynomial. In the massively underdefined case
n = m(m + 1), a polynomial algorithm has been developed in [4] to solve MQ
in case F has characteristic 2.

3 Solving MQ for Underdefined Systems of Equations

Suppose a given system of quadratic equations is underdefined, i.e., n [ml
Several algorithms are presented in this section for solving MQ faster than by
exhaustive search when n [ml Our goal is to find one among about ¢"~™
expected solutions.

The complexity of our algorithms will be compared to the complexity of
exhaustive search that is about O(q™). Thus a natural choice for an elementary
operation is a numeric evaluation of all m quadratic polynomials G for a single
set of values of X4, ..., X,. If we want otherwise measure the complexity in terms
of numbers of operations in GF (q), the complexity should be multiplied by about
m-n2.
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3.1 Algorithms for Solving MQ over Any Finite Field

Algorithm A. Choose k variables out of n and k™equations out of m. Write
each equation G = 1, ..., k5 in the following form:

K 1T 1
OckX1, ... X))+ Xi-( BgXj) + 9lXk+1, - Xn) = Y

i=1 j=k+1

where gmgmgare multivariate quadratic polynomials. Our aim is to remove the
part of Gwhere Xy, ..., Xk and Xg+1, ..., Xn are mixed. For each Gthis is done
by imposing k linear relations on the variables Xx+1, ..., Xn by

r— 1
B[qu =Cm i= 1,...,k,
Jj=k+1

where the constants cpare elements in F. Let kK = min(m/2, C1n/2— n/20)]
and let k7= 2k. Then k< m, and we have

1
kk"<2( n/2— n/2?><n-2 n/2<n-2k,

(i.e., 2k? < n — 2k is satisfied). Therefore n — k — kk”= k. Thus imposing kk™
linear constraints on the n — k variables Xy+1, ..., Xn, We can still express them
by k = k independent new variables xf, ..., x;.. Restricting to the equations G
& 1, ..., 2k, the system to solve becomes

9K, - Xk) + NAXD o X)) =y 1, ., 2k

where gEdiCers from g—py linear summands in Xy, ..., Xk. This system can be
solved in about g* rather than g2 trials: Generate the set of vectors obtained
by evaluating g, 3= 1,..., 2k, in all g arguments. Similarly generate a set of
gk result vectors for yr— h; [ 1, ..., 2k. By the birthday paradox, with some
probability the sets have an element in common (see e.g. [8], p. 53). Once this
partial system is solved, with probability g2<~™ the remaining m — 2k equations
will be satisfied too. Otherwise repeat the whole attack as described, with a
di [erent choice of subsets of k variables and of k“equations.

Thereby some polynomial overhead arises by imposing each time a new set
of kk"linear constraints on a di[erknt set of n — k variables. However this can
be mostly avoided if n is slightly larger than m: Suppose that k, m and n
besides 2k? < n— 2k also satisfy 2k? > m — 2k. The latter inequality guarantees
that the search space is still large enough if only the constants c;change in
each trial, but the subsets of variables and equations are chosen only once, so
that the linear constraints (except the constants) remain the same. This means
that in a parameterized expression describing the new variables x ..., XED, only
the constants change. Hence in substituting these variables in the quadratic
expressions G—each time, only the linear parts need to be changed. Thus if
2k? > m — 2k we have:
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L1
Complexity of Algorithm A: O(q™K), where k = min(m/2, C1n/2— n/2D1
Hence the complexity of algorithm A for increasing n tends to O(q™/?).

Example: Let n = 40. Then k = 4 satisfies 2k? < n — 2k. As this holds by
equality, m = 39 is the largest number of equations so that also 2k? > m — 2k
is satisfied. Suppose furthermore that ¢ = 16, m = 20. Then the complexity of
algorithm A is of order 2%* instead of 28° operations.

Algorithm B. This algorithm uses linearization to reduce the search complexity
for solving MQ. Let k be an integer to be specified. In an initial step chose m—k
of the quadratic equations to eliminate the quadratic terms X;Xj, 1 <i,j < k.
Hereby these terms are simply regarded as linear variables. The aim is to get
k selected equations in which the variables X, ..., Xk occur only linearly. This is
possible if

k(k +1)/2 <m—k.

Hence v
k=[C2m+2—15C1

which is at most m/2 for m = 2. After the initial step, which is done only once,
the algorithm proceeds as follows:

1. Choose random values in F for the variables Xx+1, ..., Xn.

2. Substitute these values in the k selected quadratic equations to get a system
of k linear equations in X, ..., Xk.

3. Solve this system of k linear equations.

4. Go back to 1. as long as the values for Xi,...,Xn thus determined do not
satisfy the other m — k quadratic equations.

Step 3 is of complexity O(k®) = O(m®3/2). However this is not measured by
numbers of numeric evaluations of systems of quadratic polynomials but by
simple operations like addition and multiplication in the field F. To estimate
the complexity of algorithm B, first note that in step 2, a number of n—k values
are substituted in k quadratic equations of n variables. This also includes a step
of formally simplifying these equations, whose complexity can be reduced by
only varying m — k out of n — k variables in step 1 in each trial, and leaving
the other variables constant throughout the search. Thus the complexity of step
2 is growing with k(m — k)2. The complexity of the formal step may be some
multiple of the unit complexity and can dominate the complexity of step 3. Let
K = max(C,, C3), where C, and C3 measure the complexity of steps 2 and 3,
respectively. Then we get

v
Complexity of Algorithm B: K - g™ K, where k = [J2m + 2 — 1.5 Jand where
the factor K grows polynomially in k or m—Xk, respectively, and is not explicitly
quantified.
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Remark: There are possibilities to combine the principles applied in algorithms
A and B, leading to algorithms with lower complexity of the exponential part
compared to each of algorithms A and B, but at the cost of an increased poly-
nomial overhead. Depending on the variant to be specified of such a combined
algorithm, and depending on m, n and g, this algorithm may be more e Lcieht
than algorithms A and B alone.

3.2 An Algorithm for Solving MQ over Fields of Characteristic 2

In this section, a general method for simplifying underdefined systems of multi-
variate quadratic equations over fields of characteristic 2 is described. Combined
with a relinearization or XL algorithms [6/I] it gives another algorithm to solve
MQ in case n [Cml

Preliminaries. Let F denote the field GF (2%). Then a quadratic form Q with
n variables over F is a homogeneous polynomial in these variables of total degree
two. Two quadratic forms Q; and Q. are equivalent if Q; can be transformed into
Q2 by means of a nonsingular linear transformation of the variables. A quadratic
form Q with n variables is nondegenerate if it is not equivalent to a quadratic
form with fewer tlﬁ;n;pl variables. A linear form ¥ over F with n variables is a
linear expression  ;_, &iX;, where the coe Lciehts a; as well as the variables Xx;
are in F. In later use,  will denote an element of F", i.e., a column vector with
components a; [H, whereas the linear form ¥ will denote the scalar product of
T with x [CH". A nondegenerate quadratic form over F can be transformed in
a sum of [%]If;broducts of pairs of linear forms f,j—1f2i, i=1,...,c9Cplus at most
two square terms. More precisely for n odd, Q(x) can be transformed in:

fify+fafy+ + fyofg + F2
and for n even in one of the two following forms:

flfz + f3f4 +..-+ fn—lfn
fofy + oy + o+ F gy + F2_, +af?

In the last formula, a stands for an element whose trace over F has value 1. A
constructive proof is given in ([7], p.286). The reduction of Q(x), as described in
[7] requires O(n®) operations in GF (2%). The derivation of this fact is straight-
forward but lengthy.

Simplifying underdefined systems of quadratic equations with more
unknowns than equations. Suppose t is a positive integer and n = (t +
1)m. Then we show that it is possible to adaptively fix t - m linear relations
between the unknowns, so that by eliminating unknowns using these relations,
we get a simpler system of m equations with m unknowns, where a few equations
simultaneously have become linear in the remaining m variables.
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By a linear relation between the unknowns we mean a relation lE‘aixi =b,
where a;, i =1,...,n and b are elements of F. The equations that have thus be-
come linear can be used to eliminate further unknowns so that we get a simplified
system with less unknowns and equations. If in a later step for solving this sys-
tem it turns out that there exists no solution, we assign di [erent values b to the
relations.

The following Lemma is derived from results in [7] and states two basic
facts on quadratic forms that will be useful later. Similar facts also hold for any
polynomial of degree two.

Lemma 1. Let Q(X) be a nondegenerate quadratic form with n variables over
F. Suppose Q is written in reduced representation, Q = f,f, + f3f, + ..., where
the fi’s, 1 = 1,...,n denote appropriate linear forms. Then

a) the coe Lcieht vectors f., i =1,...,n, are linearly independent over F
b) Q has [ZIproduct terms, and at most [SIC=+ 1 linear relations in Xa, ..., Xn
need to be fixed in order that Q becomes linear in the remaining variables

The next result gives a simple lower bound for the number of equations that
can be made linear (depending on t) by fixing linear relations.

Proposition 1. Let a system of m polynomial equations of degree two with n
unknowns be given. Denote u = [Idg,(t + 1) ] Suppose n = (t + 1)m and that
m = u—1. Then a number v < t-m of linear relations between the unknowns can
be fixed so that at least u—1 equations become linear in the remaining n—v = m
unknowns.

Proof: As stated in Lemma [I] b), the polynomial G; can be made linear by
fixing at most [JIC3 1 linear relations. Using the linear relations thus fixed,
I3 1 unknowns can be eliminated. Iterating this procedure from G, onwards,
we can fix further linear forms and eliminate unknowns, while the number R of
remaining unknowns is at least m. Suppose t+ 1 is a power of 2, i.e t+1 =24,
The general case can be easily reduced to this case. Thus check whether R = m
holds if the above procedure has been iterated u—1 times: R = 2Ym— (2" Im+
- ?m+1)—..—(2m+1) =2m— (u—1) = m, by assumption.

As u—1 variables can be eliminated using the linear equations, Proposition [I]
can immediately be used to (slightly) reduce the search for a solution of MQ: The
complexity of this search is approximately g™—1°92("/m) jnstead of q™. We show
that depending on t one can generally do better than indicated in Proposition
Il In fact, for very large t, i.e., for t = m, solving systems of m polynomial
equations of degree two with n = (t+ 1)m unknowns over F = GF (2°) has been
shown to be easy (cf. [4]). Our method does work for general t, but to get specific
results, we focus here on small values of t, as these are of main interest for our
cryptographic applications.

The idea is to successively fix linear relations so that the number of product
terms decreases simultaneously in two polynomials G;. This can be applied to
derive the following result (see Appendix A):
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Theorem 1. Let Gj(X1,X2,....,Xn) = Vi, I = 1,...,m, denote a system of m
polynomial equations of degree two in n unknowns over F, where m > 10 is
even, and n = (t+ 1)m. Then t- m linear relations between the unknowns can
be fixed to get a system of m equations with m variables so that

- ift=2, G, is linear, and G, in reduced representation is the sum of at most
one product of linear forms, a square of a linear form, and linear terms.

- ift=3, Gy and G, are linear, and Gz in reduced representation is the sum
of about %’“ + 2 products of linear forms, a square of a linear form, and
linear terms.

Remarks: A similar result also holds for an odd number m of equations. Moreover
m > 10 is just chosen to assure that certain steps in the proof are not void. The
complexity of the procedure to get the modified system of m equations with m
unknowns in Theorem [T is of order O(n?). By a similar technique, for larger t
some more equations can be made linear, e,g, if t = 8, about 5 equations can
be made simultaneously linear. The method equally applies if the number of
variables is a not an integer multiple of the number of equations. Moreover it
is possible to improve on Theorem [I] as is shown in Appendix A. Theorem [I]
immediately shows that the complexity of solving MQ in case n = 4m is at
most of order O(q™~2) (without any polynomial overhead). However solving
MQ can be significantly improved if Theorem [T is combined with the methods
of relinearization and XL as introduced in [6] and [1] for solving overdefined
systems of multivariate quadratic equations.

In [I], the e Lciehcy of relinearization is investigated, and another algorithm
for the same purpose, XL (for extended relinearization), is introduced and dis-
cussed. Suppose the given system has m equations with n variables, m > n, such
that m = en? for 0.1 < £ < 1/2. Then in [T] it is stated that the algorithm XL
is expected to succeed with work factor

n(w%m
= (E=o @)

where 2 < ® < 3 is the exponent of gaussian reduction.

This bound only holds asymptotically in the number of variables n. Therefore
in [I] experimental results for various concrete values of m and n are given. In
particular, an experiment with 11 equations (over GF (27)) and 9 variables is
reported. In order to solve such a system, the XL algorithm leads to 3543 linear
equations in the same number of variables. Thus the complexity of XL to solve
a system of quadratic equations with m = 11 equations and n = 9 variables
is of the order 23, which is much larger than the work factor given by ().
The complexity drops however, if m — n is larger: In ([I], Table 1) results of
an experimental analysis of relinearization are given. For our purpose, we quote
that solving m = 12 equations with n = 8 variables leads to a linear system of
only 336 equations with 324 variables. The complexity of solving this system is
of the order 225, i.e. it is close to the asymptotic work factor in () evaluated for
n = 8. We now proceed to solve MQ:

WF
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Algorithm C. Letn=t-m, t=2.

1. Suitably fix linear relations between the variables with the simultaneous
condition that
i) two (or three) equations become linear (Theorem [I)
ii) the simplified system of equations gets su Lciehtly overdefined for XL to
become e [cieht.
2. Apply XL to solve the simplified system of quadratic equations.

The complexity of algorithm C depends on the complexity of XL. To obtain pre-
cise estimates of the complexity of algorithm C, we restrict to cases as mentioned,
where the exact complexity of XL (or of relinearization) has been determined
experimentally. This is applied in the following examples.

Example 1. Let t = 3, m = 16, and q = 25. Then apply the techniques used
to prove Theorem [I to the initial system of equations, to get a system of m
equations with m variables, where the first two equations are linear and the third
equation is a sum of at most 4 products of linear forms, a square of a linear form,
and linear terms. Thus we need 5 relations to be fixed in order to eliminate the
product terms and the square, so that the third equation also becomes linear.
Use these relations and the three linear equations to get a system of 13 equations
with 8 unknowns. Apply the result in [1] on relinearization, as quoted, to solve a
system of 12 (or 13) equations with 8 variables, so that we get an upper bound
for the total complexity of the order of 255 . 225 = 255%25 Using a refinement
of Theorem [T as sketched in Appendix A, and using the approximation (), we
may even arrive at a complexity of 245*26, Thus the complexity of solving MQ
for m = 16 and n = 64, is of an order between 245+26 and 255+25,

Example 2: Lett =2, m = 16, and q = 25. By similar arguments as in Example
1 we estimate the complexity of algorithm C to solve MQ to be of an order
between 245+28 and 255+26,

The complexities as determined in the above examples are the product of the
complexity of a (partial) search and the complexity of the XL algorithm, i.e., of
solving (large) linear systems of equations. This complexity is measured in num-
bers of GF (q)-operations rather than in numbers of evaluations of m quadratic
polynomials in n variables. Therefore the estimates as given in Examples 1 and
2 may be viewed as upper bounds for the complexity of algorithm C.

3.3 Comparing E [ciehcy of the Algorithms

Our results show that the problem MQ, even in the underdefined case n [Cm]
remains exponential in general, as long as n < m2. For dilerent regions of a
three dimensional space in g, m and n, one or the other of the algorithms we
have presented for solving MQ will be more e [cieht. To illustrate this point, let,
e.g., m = 16. Then if n is only slightly larger than m, we expect that algorithm B
will outperform other algorithms for solving MQ. However, if n is getting larger,
algorithm A will be more e [cieht than algorithm B. In the case that the order
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of F is a power of 2, g = 2%, compare algorithm A with algorithm C: Let, e.g.,
n = 48. Then for algorithm A, k = 4 is a suitable value and thus the complexity
of algorithm A is of order 2125, On the other hand the complexity of algorithm
C is upper bounded by 255%26 (see Example 2). Thus this method outperforms
algorithm A as soon as s = 4, e.g., if s = 4 the complexities are 26 for algorithm
C, compared to 28 for algorithm A, and if s = 8 they are 2% compared to 2.
This is due to the fact that the complexity of algorithm A is dominated by a
search part and the polynomial overhead can be practically ignored, whereas the
complexity of algorithm C is the product of the complexities of a small search
and a larger polynomial part.

4 Solving MQ
for Massively Underdefined Systems of Equations

In the massively underdefined case n = m(m + 1), a polynomial algorithm was
developed in [4] to solve MQ in case F has characteristic 2, leaving the case of odd
characteristic open. In this section, we extend these results to odd characteristics
and solve a random underdefined MQ in polynomial timd] as soon as:

L1
n=m(m+1) if F has characteristic 2;
n = roughly 27 (m + 1) if F has an odd characteristic.

Let (S) be the following system:

1
AijiXiXj + bij1X;j +01 =0
%<J<n =i=n
() :
L1 1
ajjmXiXj + bimXi +0dm =0
l<isj=n 1<i=n

The main idea of the algorithm consists in using a change of variables such

as:
%: A1,1y1 + 02,12 + ... + O 1Yt + Og+1,1Ye+1 + ... + On1Yn

|-
Xn = 0O1,ny1 +02ny2 + ... + OgnYt + Ot+1,nYt+1 + ... ¥ AnnYn
whose a; j coe Lciehts (for 1 <i=<t, 1< j =< n) are found step by step, in order
that the resulting system (S5 (written with respect to these new variables y1,
...» Yn) is easy to solve.

— We begin by choosing randomly a1, ..., 01 n.

— We then compute 0 1, ..., Oz, such that (SY contains no y;y, terms. This
condition leads to a system of m linear equations in the n unknowns o j
(l<j=n):

1
ajjk0y,i02j = 0 (l =k<= m)

1<i<j=n

1 In time polynomial in the size of the initial system that can be exponential.
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— We then compute O3 1, ..., O3 such that (S contains neither y1ys terms,
nor y,ys terms. This condition is equivalent to the following system of 2m
linear equations in the n unknowns azj (1 <j < n):

a1

1 Qjjk01,i0zj =0 (l=sk=m)
I=igj

L1 aijk0ids; =0 (l<k=m)
1=i=j=n

— Finally, we compute 0y 1, ..., Ot such that (S% contains neither y;y; terms,
nor yoye terms, ..., nor yi—1y¢ terms. This condition gives the following system
of (t —1)m linear equations in the n unknowns a; (1 <j < n):

L1
ajjk0y,i0ej =0 Ql<sk=m)
%sjsn
1
jjkAt—1,i0tj =0 (l=sk=m)
l<isj=n

In general, all these linear equations provide at least one solution (found by
Gaussian reductions). In particular, the last system of m(t — 1) equations and n

unknowns generally gives a setution-as;sopags p=n(t —1).

01,1 Ot,1
Moreover, the t vectors |—"|: |—| -, |_"|: |_aT|3 very likely to be linearly
A1n Ag,n

independent for a random system (S). The remaining a; j constants (i.e. those
witht+1 <i<nand1l<]j < n) are randomly chosen, so as to obtain a
bijective change of variables. By rewriting the system (S) with respect to these
new variables yj, we have the following system:

1
5 1 5 | S |
Biayi +  ViLi1i(Verts - ¥Yn) ¥ Q1(Yes1, . ¥n) =0
= =1

(S

i I S
Bi,myi + yiLi,m(yt+1a---,Yn)+Qm(Yt+1y---yYn) :0
=1

i=1 i=
where each L;; is an a [nelfunction and each Q; is a quadratic function.
Then we compute Y¢+1, ..., Yn Such that:

Mll<i<t GJi1<j<m, Lij(Yees, ... Yn) = O.

This is possible because we have to solve a linear system of mt equations and n—t
unknowns, which generally provides at least one solution, as long as n = (m+1)t.
We pick one of these solutions. It remains to solve the following system of m
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equations in the t unknowns ys, ..., Y

1
B 1 2
Bity; =M1
(s
=
Biin =Am

i=1

where Ax = —Q (Y1, .., Yn) (1 < k < m). We call this problem the MQ?
problem with t variables and m equations. We have two cases:

4.1 When F Has Characteristic 2 and n = m(m + 1)

In this case, it is enough to have t = m or slightly bigger and MQ? is easy.
Then the system (ST gives the y? by Gaussian reduction and since z 3 z2 is a
bijection on any field of characteristic 2, we will then find y; from the y?.

Our algorithm works for n = (m + 1)t = m(m + 1) as claimed.

4.2 When the Characteristic of F Is Odd and n = O(m?)

This case is still not completely solved when n = m(m + 1). In what follows
we show an algorithm in which n grows exponentially in m, but very slowly.
More precisely when n = about 27 m(m + 1), then the system will be solved in
polynomial time in n. In practice for many systems with n = O(m?) we will also
have n = about 27 m(m + 1) and our algorithm will solve these cases.

The starting point is the exponential algorithm already mentioned in [4]. In
order to solve the MQ? problem with t = O(m) we fix all with the exception of
about m variables. The resulting system is linear in the y2, and is then solved by
gaussian elimination. For each resulting solution obtained for y?, the probability
that it is indeed a square in F is 1/2. The probability that all the y? are squares
is 2™ and therefore we need to repeat the attack 2™ times. For this there must

be at least about log,(2™) = $ additional variables. Therefore, the algorithm

solves the MQ? problem in time 2™ when t = m + %

Certainly, the exponential algorithm is e [cieht for m < 40. Now we will
improve it. We will show a reduction from the MQ? problem with t variables
and m equations to the MQ? problem with variables and m — 40

equations. For this we do the following:

t
40+40/ log, q

1. We assume that the available computing power is greater than 24° opera-
tions.

2. First we ignore most of the variables except the 40 + 40/log, q variables
Y1, . ..Y40+40/10g, q-

3. With a multiple of 24° operations we find a nonzero solution to the first 40
equations, provided that the contribution of the other variables is zero.

4. The remaining variables are divided in groups of at least 40 + 40/ log, q
variables.
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5. For each group of variables, in about 24° operations, we find a nonzero so-
lution, such that their contribution to the first 40 equations is zero.

6. Now we have found a solution y1, . ..Y0+40/10g, q: - - - » Yt SUch that the first
40 equations are satisfied.

7. This solution to the first 40 equations, gives in fact many solutions: for ex-
ample if we have a nonzero solution, Y1+40+40/10g, gs - - - Y2-(40+407 log, gy SUch
that their contribution to the first 40 equations is zero, such is also the case
for the values
ZY1+40+40/log, q» - - - £Y2.(40+40/ log, q) and for any value of z.

8. For each group starting from the second, we can add a new variable z;,

i= 1..% — 1 as described in [7]

9. Whatever are the values of the z;, the first 40 equations are satisfied.
10. Now we have another MQ? system: with m — 40 equations and with
m — 1 variables z;, such that if it is satisfied, the whole original

system is satisfied.
1 1

The reduction from MQ? with (t, m) to the problem with m, m — 40
can be iterated. Therefore, we see that we can solve MQ? for any m as long as

t = (40 + 40/ log, q)™“*°

The complexity of the algorithm is about 24°-t, which is essentially linear in t: for
each group of (40 + 40/ log, q) variables we solve a small MQ? in 249, remaining

parts can be neglected. Moreover, if t > (40 + 40/ log, q)m/4°, we ignore the
remaining variables and the complexity will be only 24° (40 + 40/ log, q)m/4°.

Conclusion for odd characteristic. Now we combine our result for MQ?
with the reduction from MQ to MQ? that works for n = (m + 1)t = m(m + 1)
described in[4.

Therefore, a massively underdefined system MQ with

n = (40 + 40/ log, q)™*° (m + 1)
can be solved in time about
2%0 (40 + 40/ log, q)™*° .
In practice we have usually log, q > 4 and therefore:

n = (50)™%(m + 1) = 2™7(m + 1)

Example 1: Let q = 28, m = 40. The exhaustive search for such MQ is in 232,
whatever is n. Now, if there is enough variables, n > 1845, our new algorithm
gives about 24° instead of 2320,

Example 2: Let g = 127, m = 80. The exhaustive search for such MQ is in 25°,
whatever is n. Now, if there is enough variables, n > 136000, our new algorithm
gives about 25! instead of 2599,
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5 Application: Cryptanalysis
of Certain Multivariate Signature Schemes

For several recent signature schemes, the public key consists of a system of m
guadratic equations in n variables and where n [CmXcf. e.g., [4], [9]). For these
systems, signatures can be forged if this system of quadratic equations can be
solved. Therefore as an immediate cryptographic application, our results lead to
new criteria for the choice of the security parameters of such systems.

Due to the parameters chosen for the signature schemes Quartz, Flash and
Sflash submitted to Nessie call for primitives, the security of these schemes is
not aledted by our results. However for some “bad” choices of the parameters,
the Unbalanced Oil and Vinegar signature scheme (cf. [4]) can be broken. Note
however that the UOV scheme is not broken for the parameters proposed in [4].

We give below two examples of such “bad” choices for the parameters:

Let F = GF(2%), and let m = 16 be the number of public equations. Fur-
thermore let either n = 48 or n = 64. Then g = 25 = 16, and t in the notation
of subsection is either 2 or 3. The public key is given in terms of a set of
elements in F, describing the coe Lciehts of the public system of quadratic equa-
tions. The length of the public key is 9 Kbytes for t = 2 and 16 Kbytes for t = 3.
The number m = 16 of equations has been chosen to defeat Grobner bases algo-
rithms to solve MQ, and g'® = 254 has been chosen in order to prevent from an
exhaustive search. Moreover t = 2 was chosen to escape from an attack as given
in [5] and [4], which exploits the trapdoor in Oil and Vinegar signature schemes,
and which does hold for n = m.

Our attack does not rely on the fact that a trapdoor is hidden in the construc-
tion of the public polynomials. Rather we directly apply algorithms A and C to
show that the complexity of solving MQ with these parameters is significantly
lower than 254 trials for exhaustive search. Interestingly, for the chosen param-
eter sizes the complexities of the two algorithms come quite close. Let n = 48.
Then the complexity of algorithm A is of order 2*® whereas the complexity of
algorithm C is about 24 (see subsection [3:3).

If n = 64, k = 5 satisfies 2k> = n — 2k and is thus a suitable parameter
for algorithm A. Hence the complexity of algorithm A is 2**. The complexity of
algorithm C for n = 64 is upper bounded by a value between 2*2 and 24°. If for
m = 16 and n = 48 one wants to increase the security at the cost of a moderate
increase of the size of the public key, one could choose a larger subfield, say
g = 28 instead of 24. Then algorithm A has complexity 256 but the complexity
of algorithm C is at most 2%¢. Hence the security increase is insu [Cieht. As a
consequence of our algorithms, for a multivariate signature scheme with n = t-m,
t = 2, the number m has to be 24 or larger. This shows that the choice of the
parameters for Unbalanced Oil and Vinegar must be made carefully.
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Appendix A: Deriving Theorem [1]

In order to derive Theorem[I] a few preparatory steps are explained. For simulta-
neously reducing the number of product terms in two polynomials G;j, first ignore
linear and constant parts and concentrate on homogeneous (degree two) parts.
Let n > 2 be even (the case n odd is similar) and let Q; = fifo + f3f, + ...+ 01
and Q2 = g102 + 04304 + ... + (2 be reduced representations of the homogeneous
parts of G; and G, (which are assumed to be nondegenerate). Depending on
the case, i, i = 1,2, is an abbreviation for 0 or f2_; +a'f2 (or for g2_, + a"g?
respectively) for some a5a™ .

Restrict first to reducing the number of product terms in Q; and Q, and
deal with squares of linear terms later. To start with, both Q; and Q; have J
product terms.

Consider, e.g., the relation imposed by setting f; = b, b [CH arbitrary. This
relation is applied to every polynomial G; and obviously reduces the number of
product terms in Q; by one, as Q; = f3f; + ... + bf, + q;. For iterating our
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procedure in later steps, we need to see the explicit e [edt this linear relation
has on Q,. Recall (cf. Lemma [I] a)) that the coe Lcieht vectors g; of gj, i =
1,...,n, are a basis in F". Therefore the coe [cieht ve , can be written (use
Gaussian elimination) as a linear combination ¥ = ;_; a;g; for suitable o; [
F—i=1,...,n, where not all a;’s are 0. Thus we get the identi linear forms

iy 0igi = 1. Suppow., that a;, 8 0. Use the relation ;_, ajgi =f, =b
to express g; as g1 = ;_, Oig;i + b") where af'= g, i=1.,nand hH= o%
Thus substituting g; in Q2 we get

—
Q2=( ofgi+bYg2+9g30s+... + gn—10n + 02 = (g3 + a582) (94 + O5h2) + (2)

i=2

+...+ (On—1 + O02) (Gn + 0L 102) + (05'+ agby'+ ..ap_; ap)gs + b'de + a2,

where the last expression has 5 —1 products of n—2 linear forms ng, j=3,..,n
(we still focus only on product terms and not on squares). Note that using ()
the simultaneous reduction of product terms in Q1 and Q. with a given linear
relation can be carried out e [ciehtly. After eliminating one variable x; using the
relation f; = b, Q; has n — 1 variables and 2 — 1 product terms and is now of
the form (renaming fl-by fi) Q; = f3fy + ... + f,_1 F,+ linear terms + squares
of linear terms, and similarly for Q.

To simultaneously eliminate further product terms in Q; and Q., consider
the system of n — 1 linear equations with unknowns a;,3; [H, i,j =3,...,n,

r 1 r— 1
aifi+  Bjgj =0, (3)
i=3 j=3

We still have 2(n—2) unknowns, and thus many solutions, from which we choose
a nontrivial one. Furthermore, the f;’s, as well as the gi’s, can be assumed to
be linearly independent. Hence not all a;’s and not qJ:I;E_-Tis are 0. -

Then bOﬂtiES of the identity of linear forms ;_;o;f; = —_; Bjg; are
of the form  ;_; ajx; for suitable a; [H, i = 1,...,n. So let ;_, aiX; = b,
b [CH arbitrary, be the relation to be fixed. Then we can eliminate one product
term in Q; and one in Q, as before, and in the same time eliminate one further
variable x;. This procedure can be repeated while the linear system (@) has a
nontrivial solution. After we have fixed r relations, n — 2r linear forms remain
involved in products in each of Q1 and Q2, and the number of variables after
elimination has decreased to n — r. Therefore system (@) has a solution as long
as (n—2r)+ (n—2r) > n—r. This simplifies tor < 2. Assoon as r +1 > 3 for
some r > 0, consider, e.g., polynomials G; and Gz and simultaneously eliminate
product terms in G; and Gz and so on.

Finally fix linear forms occurring in squares. As squaring is a linear bijective
operation in characteristic 2, sums of squares simplify to a single square of a
linear relation and we need only fix one linear relation in each polynomial Gj in
which we have eliminated product terms.
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Proof of Theorem [I] (Sketch): The proof proceeds in three steps. (In subsequent
equalities between integers and fractions, either floors or ceilings should be taken.
These operations depend on divisibility properties of n and can be ignored as far
as their e [edts cancel out in book-keeping of terms.) Let Q;, Q» and Qs denote
the homogeneous parts of the polynomials G;, G, and Gs.

Step 1: Simultaneously eliminate product terms in Q; and Q by fixing appro-
priate linear relations between the variables as described. We can eliminate r +1
products, where the condition r < § holds. Thus r +1 = 3, and in each of Q
and Q there remain 5§ — 2 = & product terms with 2 linear forms as factors
involved. Moreover, using the fixed linear relations, eliminate 3 unknowns in all
polynomials G;. Thus all G;’s are polynomials of n — 3 = %” variables and for
i > 2, G; has at most 5 product terms with at most 27" linear forms as factors.

In a similar way, in Steps 2 and 3 the numbers of product terms in Q;,
i = 1,2,3, are further reduced: In Step 2, product terms in Q; and Qs are
simultaneously eliminated, whereas Step 3 deals with simultaneously eliminating
product terms in Q, and Q3. Book-keeping of the number of remaining nonlinear
summands in the Q;’s leads to the simplified system of m equations in m variables
as stated in Theorem [Il Details are omitted here due to space limitation.

A refinement. In all three steps of the proof of Theorem [1, a number r + 1 is
computed, which is the number of products that can simultaneously be elimi-
nated in reduced representations of two quadratic forms. The number r has been
limited by the condition that the sum of the numbers of linear forms occurring
in products in both quadratic forms exceeds the number of components of the
coe [cieht vectors of the linear forms. This was to assure that a linear system
of equations similar to (3) has nontrivial solutions. However, with a probability
p > 0, these coe [cieht vectors are linearly dependent even if not enough of them
are available to satisfy the above condition. It can be shown that this probability
is about 0.63. By trying Step 1 a few times, each time choosing di [erknt linear
relations to be fixed, one can increase this probability to close to 1. This applies
also to the other steps and allows to eliminate a few more nonlinear terms than
stated in Theorem [I.
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Abstract. We present a practical selective forgery attack against RSA
signatures with fixed-pattern padding shorter than two thirds of the mod-
ulus length. Our result extends the practical existential forgery of such
RSA signatures that was presented at Crypto 2001. For an n-bit modu-
lus the heuristic asymptotic runtime of our forgery is comparable to the
time required to factor a modulus of only %n bits. Thus, the security
provided by short fixed-pattern padding is negligible compared to the
security it is supposed to provide.

1 Introduction

Let N be an RSA modulus, and let n denote its bit length. At Crypto 2001 two
attacks were presented against RSA signatures with a fixed-pattern padding
shorter than 2n/3: a practical existential forgery attack that runs in time poly-
nomial in n and a selective forgery attack with unspecified non-polynomial run-
time |2], see also [5/6l10] for several previously known results. The attack of [2]
can, however, not be guaranteed to work for all selected messages. In this paper
we extend the selective forgery attack by presenting a modification that works
for all selected messages. It can be shown to have heuristic asymptotic expected

runtime
e(1+0o(1))(log N)*3(log log N)/°

for N — oo, where log denotes the natural logarithm. Our modified attack works
well in practice. This is illustrated by a successful selective forgery attack against
a 1024-bit RSA modulus.

Despite a series of increasingly e [edtive attacks, fixed padding RSA signa-
tures remain adopted by several standards. For more details and additional ref-
erences see [2]. Although the attacks do not extend to random padding, they
can be dangerous if the padding is obtained by applying a ‘weak’ hash-function
to the message.

Let d and e satisfy ed = 1 mod ¢(N), where ¢(N) is the Euler function. The
value of d is private while N and e are public. We assume that the residue ring
of integers modulo N is represented by the elements Zy ={0,1,...,N —1}.

D. Naccache and P. Paillier (Eds.): PKC 2002, LNCS 2274, pp. 228-236] 2002.
€_Springer-Verlag Berlin Heidelberg 2002
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A fixed-pattern padding scheme works by concatenating each [=bit message
with the same (n — Ddbit padding. The resulting padded message, which is an
element of Zy, is then signed by computing its d-th power modulo N. It has
been shown in [2] that for (3 n/3 the attacker can generate in deterministic
polynomial time four interrelated =it messages so that valid signatures on three
of them can be used to generate a valid signature on the remaining one. This is
an existential chosen message attack because there is no control over the message
for which the signature is forged. It was shown in [2] that the attack succeeds
for 1024-bit RSA moduli.

It has also been described in [2] how the attack can be modified into a selec-
tive forgery attack, i.e., an attack where the message whose signature is forged
is selected in advance. However, this modification has not been analyzed in de-
tail. For example, neither the general strategy nor the precise runtime have been
described, although it is mentioned that it no longer runs in polynomial time.
Actually, the selective forgery from [2] works only occasionally. For most selected
messages it will not be successful. In this paper we present some considerations
which help to facilitate a selective forgery attack. As a result our selective forgery
attack may be expected to work for all selected messages. Our analysis includes
an optimal choice of parameters and a heuristic estimate of the asymptotic run-
time. The runtime is subexponential, but it is much lower than a brute force
factorization attack via the number field sieve. Furthermore, we present an ex-
ample of a successful selective forgery attack against an unfactored 1024-bit RSA
modulus.

In Section 2] we review the attacks from [2] and present some additional
observations concerning them. In Section[3 we present our alternative approach
to the selective forgery attack and analyze its runtime. In Section [4 an example
of a successful selective forgery attack is presented. For ease of reference the
notation from [2] is maintained as much as possible.

2 ldea of the Attack

For an [=bit message m the fixed-pattern padding is denoted by R(m) [Ay.
The signature s(m) is defined as

s(m) = R(m)“ mod N. 1)

Following [2], we define
R(mM)=w-m+a 3]

where ® and a are the fixed multiplicative and additive redundancies, respec-
tively. Given a fixed (n — Ddbit padding I, left-padding I |m is obtained using
® = 1,a = 21 and right-padding m|IM using @ = 2"~5%a = IM. Note that in
the former case Il and in the latter case m should be small enough to make sure
that R(m) [Zk.

Let mq,..., my be four distinct [=bit messages such that

R(m3) - R(mz) = R(ms) - R(m4) mod N. ®)
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With (@) it follows that

s(my) - s(m2)

mod N
s(ma)

s(mz) =

unless the inversion modulo N of s(my) fails. The latter possibility is ignored
from now on, since it would lead to a factor of N. In any case, if equation (3)
is satisfied, then the signature s(m3) of mz can be computed given signatures
s(m1), s(my), and s(my) of my, m,, and my, respectively.

With P = a/w mod N and (2) congruence (3) is equivalent to

P(m3 +my —m; —my) = mimy — mamy mod N.
With
t=m3, X=mMp—m3, Yy=mMp—mMm3, Z=mMz+mMg—mM;—my 4)

this becomes
Pz =xy —tz mod N. 5)

For an existential forgery attack, integers t, X, y, z satisfying (&) are constructed
so that the corresponding my, ..., my are at most Cbits long. We describe the
construction from [2] in slightly more detail than can be found in [2]. Let %
denote the i-th continued fraction convergent to P/N. Then

£
Qi— QiQi+1’

There is an integer j such that Qj < N/® < Qj41. Let u=|PQj —NP;j|. Then

0<u=N/Qj+1 <N??® and Pz=umodN

for an integer z with |z| < N1/3, namely either z = Q; or z = —Q;.
Given z, an integer y is selected with N1/3 <y < 2N%/3 and gcd(y, z) = 1.
It follows that t can be found such that 0 <t <y and

tz=—-umody.

With
x=(Uu+tz)/y <uly +z <2N3
and Pz = umod N, the integers t,x,y,z < 2N/3 satisfy congruence (&), as

desired. From |z] < N'/3 and y = N'/3 it follows that y + z > 0, so that
X+t=(u+t(y +2z))/y > 0since u > 0. Therefore, the messages

mi =X+t my=y+t, mz=t, mp=x+y+z+t

(cf. @) are positive and about Cbits long, assuming that (3= n/3. Clearly, this
attack runs in polynomial time.
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For a selective forgery attack, congruence (B) is rewritten as
(P +mg)z = xy mod N. (6)

Given mg, integers X, Yy, z satisfying (€) are sought such that the corresponding
mj, My, my are no more than Cbits long. In [2] it is suggested to compute the
continued fraction expansion of (P + m3)/N, resulting in z,u with |z| < N/3
and 0 < u < N?/2 such that

(P +m3)z=umodN @)

and to write u as the product xy of two integers x and y of about the same size.
Since z and u are almost certainly unique (over a random choice of the message
m3 and the value P that follows from the padding) this attack fails if u cannot be
factored in the prescribed way. Indeed, it follows from [7, Theorem 21] that with
overwhelming probability a randomly selected integer u does not have a divisor
in the range [u/2—"W y1/2+1(W] for any function n(u) — 0. It is also useful to
recall that for any fixed 0 < d < 1/2 the density of the integers u having a prime
divisor exceeding u'~® is positive. More precisely the density is —log(1 — 3),
see [3]. Thus, for almost all messages m3 the resulting u simply does not split
into two factors of about the same size. This point is not mentioned in [2], and
neither is it explained how one should go about factoring u. In Section [3 we
address both these problems.

3 Improvements

As usual Ly (a,y) denotes any quantity of the form
exp((y + o(1))(InM)*(InIn M)~

for M - oo. Then factoring u in congruence (@) using the number field sieve

takes about
|| || 1

Lyzre 173,(64/9)Y° =Ly 1/3,(128/27)Y/3

see [9]. However, as noted in Section [2] the selective forgery attack fails if u
cannot be factored as xy, with x and y of about the same order of magnitude.

We show that by allowing a little bit of ‘slackness’ and by working with
marginally longer messages of size O(N'/3*¢), one can e [ciehtly produce a
sequence of u-values based on a single message mz. Moreover, this allows us to
use the elliptic curve factoring method [1I] to quickly search for a u with a large
smooth part. Overall we obtain a considerable speedup of the approach that uses
the n_umber field sie_v‘_e. O _ _

Fix a small positive € and let M = N3 | For a random integer k with
0 < k < NE& apply the continued fraction algorithm to (P + mz—kM)/N to find
Vi, Wi such that

0<ve <NV3 0 < |wi| = N?3,
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and
(P + m3 — kM)vk = wyg mod N.

It follows that
(P + m3)vg = wy + kMvg mod N.

Multiplying both sides by —1 if necessary, we obtain the congruence
(P +m3)zx = ux mod N

with 0 < |z, | < N/ and 0 < u < 2N%/3+¢,

Analyzing the continued fraction algorithm we see that unless most of the
fractions (P +m3—kM)/N admit abnormally good approximations, di [erknt val-
ues of k are likely to produce di[erent pairs (v, wk), and thus di Lerent (zy, Uk).
We remark that a fraction A/N has abnormally good approximations if and only
if it has a very large partial quotient in its continued fraction expansion. On the
other hand, one easily derives from [12, Theorem 5.10, Theorem 5.17, and (5.11)]
that ‘on average’ over all A [y with gcd(A,N) = 1, the largest quotient of
A/N is O(log? N). This shows how the value u in (7) can be randomized, thereby
solving one problem with the selective forgery attack proposed in [2]. It remains
to analyze how many values ux have to be generated before a ‘good’ one can be
recognized quickly.

A positive integer is Y -smooth if all its prime factors are at most Y. Let
Y(X,Y) denote the total number of Y -smooth numbers up to X. The following
estimate is a substantially relaxed and simplified version of (for example) [8]
Corollary 1.3]: for a fixed arbitrary & >0, X = 10, and o < (log X)*~9,

Y (X, X% = Xooro@ (®)

for a - oo,
From the sequenge of uk values we are interested in those uyx that have a
factor exceeding 0.5 Uy that is N/®-smooth with

a = c(log N)*3(log log N) /3, 9)

for a constant c.

We remark that this choice of a optimizes (up to the value of the constant
¢ which we choose later) the trade-o [Between the number of trials before a
‘good’ uy is found and the complexity of finding an N/®-smooth factor of such
numbers using the elliptic curve factoring method [11].

Thus loga = (1/3 +0(1)) loglogN for N - oo. According to () one may
expect that there are

LP(N 1/3 Nl/u) — LP(N 1/3 (N 1/3)3/0() — N1/3(a/3)—a/3+0(a)

integers s CJ(IN/2)Y/3, N1/3] that are N1/%-smooth. Also, the number of primes
p CIN1/3+¢ 2N 1/3+€] js proportional to N2/3*¢/log N. Thus, for such s and p,
the number of products sp is

N 2/3+EG_G/3+O(G)(|OQ N )—1_
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With (@) this becomes
N2/3+€|_\ (173, —c/9).

It follows that we may expect that one among Ly (1/3,¢/9) numbers ux has an
N 1/9.smooth part that exceeds 0.5 Ux. Note that Ly (1/3,¢/9) < N¥ for any
fixed € > 0 and N - oo. Using the elliptic curve factoring method [II] the
N /9.smooth part of uyx can be found in heuristic expected time

v 01 bl
Lywva 172, 2 =Ly 1/3,2 1/3c

Therefore the total complexity of finding a ‘good’ uk is

[ [ o S N  — -
Ln (173,¢/9) Ly 1/3,2 1/3c =Ly 1/3,¢/9+2 1/3c

This is minimized for ¢ = 3 giving Ln(1/3,1) for the total heuristic expected
runtime. Note that Ly (1/3, 1) is substantially faster than

Ln (173, (128/27)3) = L (1/3, 1.68),

the runtime of the approach that attempts to use the number field sieve to factor
u directly. The latter approach is not always successful because u may not split
into two factors of about equal size.

Because ]

1
Ln(1/3,1) = Lyoses  1/3,(64/9)13 (10)

one may be tempted to expect that our selective forgery attack against 1024-
bit moduli is easier than factoring 150-bit moduli using the number field sieve.
However, ([0) is an asymptotic result, useful for understanding the asymptotic
growth rate of the runtime of our method, not to obtain absolute runtimes. To
illustrate this, implementations of the number field sieve factoring algorithm
use very fast sieving-based smoothness tests. Using the elliptic curve factor-
ing method as smoothness test instead leads to the same heuristic asymptotic
runtime for the number field sieve, but doing so would make it much slower
in practice. Our selective forgery attack is in theory based on the elliptic curve
method, but uses in practice a combination of trial division and the elliptic curve
method — much faster sieving based smoothness tests do not seem to apply.

Nevertheless, and as shown in Section [4, our method is very practical. On
average it turns out that a selective forgery attack against 1024-bit moduli can be
expected to be easier than factoring moduli of about 250 bits using the number
field sieve. Factoring 250-bit moduli is currently considered to be a triviality.
Consequently, obtaining a 1024-bit selective forgery is a simple matter too. This
practical result was obtained using a moderately e [cieht implementation of the
elliptic curve method. With more careful coding it should not be hard to improve
upon the practical performance of our method.
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4 Example

We present a selective forgery attack against N = RSA-1024, the as yet unfac-
tored 1024-bit challenge modulus from RSA Laboratories:

N = RSA-1024
= C05748BB FB5ACD7E 5A77DC03 DOEC7D8B B957C1B9 5D9B2060
90D83FD1 B67433CE 83EAD737 6CCFD612 C72901F4 CEOA2EO07
E322D438 EA4F3464 7555D62D 04140E10 84E999BB 4CD5F947
A7667400 9E231854 9FD102C5 F7596EDC 332A0DDE E3A35518
6BOA046F OF96A279 C1448A91 51549DC6 63DASAGE 89CF8F51
1BAED645 ODA2C1CB,

see http://www.rsa.com/rsalabs/challenges/factoring/numbers.html.
With w = 1 and a = 21923 + 2365 gnd

mz = 167148 0115C7FF 50D924CC 6DDOB4EE AA7CO4FD E74073D7
8D010BB2 8DB1B371 C8D2A0E1 EEO9EA3E D721BCCE

(the hexadecimal representation of the first 103 digits of m) a search of a few
hours on a 600 MHz PII1 laptop using a commercially available implementation
of the elliptic curve factoring method produced:

R(m3) = 80000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00002000 12CDBE43 3BF454BD CE9C1D5C
6BEB3D7C DC937495 8CABS854E 56EE8476 F1FF524D 3C5E8E25
5D60E809 04C3DDBS,

R(mz) = 80000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00002000 075BC9B1 A93BA55B DC35329E
B66E4BC1 915568BA EEEDC419 E3114231 626E8C21 9DF736BE
12312CF1 C92314A0,

R(m3) = 80000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00002000 00167148 0115C7FF 50D924CC
6DDOB4EE AA7CO4FD E74073D7 8D010BB2 8DB1B371 C8D2A0OE1
EEO9EA3E D721BCCE,
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R(m4) = 80000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00002000 1AA5C13B 5A416F97 8EC675C4
A924CE38 3A44C314 C4DF7204 E5D5197F D2E1363B 98D81A66
5AF68931 6B749CB9.

Because R(m,),...,R(m,) satisfy (@), the signature s(ms) on the preselected
message mz can be forged, as desired, if s(my), s(my), and s(my) are known.

5 Conclusion

In this paper we have extended the existential forgery attack against short fixed-
pattern padding RSA signatures from [2] to a practical selective forgery attack.
Here ‘short’ means that the fixed-pattern padding is shorter than two thirds of
the modulus length. The heuristic asymptotic runtime of our method was shown
to be Ln(1/3,1). It thus provides an example where a runtime of Ly (1/3,1)
is achieved using the elliptic curve factoring method. As noted in [I, Section
4.2], where an earlier example is given, this is rare, as such runtimes are usually
associated with Coppersmith’s discrete logarithm algorithm for finite fields of
fixed small characteristic [4] and the number field sieve [9].

It remains an open question if short fixed-pattern padding RSA signatures
can be selectively forged in polynomial time. Neither is it known if attacks ex-
ist against longer fixed-pattern padding RSA signatures. It is quite natural to
try to build multiplicative relations including more than four signatures (which
could be a way to attack longer paddings), however at the moment it is not clear
how to approach this. Until these issues are settled, research into the practi-
cal malleability of fixed-pattern padding RSA signatures remains an interesting
subject because it may shed new light on the properties of RSA, still the world’s
foremost public key system.
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Abstract. McEliece PKC (Public-Key Cryptosystem), whose security
is based on the decoding problem, is one of a few alternatives for the cur-
rent PKCs that are mostly based on either IFP (Integer Factoring Prob-
lem) or DLP (Discrete Logarithm Problem), which would be solved in
polynomial-time after the emergence of quantum computers. It is known
that the McEliece PKC with an appropriate conversion satisfies (in the
random oracle model) the strongest security notion IND-CCA2 (IN-
Distinguishability of encryption against adaptively Chosen-Ciphertext
Attacks) under the assumption that breaking OW-CPA (One-Wayness
against Chosen-Plaintext Attacks) of the underlying McEliece PKC, i.e.
the McEliece PKC with no conversion, is infeasible. Breaking OW-CPA
of it is still infeasible if an appropriate parameter, n = 2048 with op-
timum t and k, is chosen since the binary work factor to break it with
the best CPA is around 2% for (n,k,t) = (2048,1278,70). The aim of
the modification at Asiacrypt 2000 is to improve it of the next smaller
parameter n = 1024 to a safe level 288 from an almost dangerous level
2%2_If his idea works correctly, we can use the more compact system
safely. In this paper, we carefully review the modification at Asiacrypt
2000, and then show that the one-wayness of it is vulnerable against our
new CPAs.

1 Introduction

Since the concept of public-key cryptosystem (PKC) was introduced by Di 21
and Hellman [5], many researchers have proposed numerous PKCs based on
various problems, such as integer factoring, discrete logarithm, decoding a large
linear code, knapsack, inverting polynomial equations, lattice and so on. While
some of them are still alive, most of them were broken by cryptographers due to
their intensive cryptanalysis. As a result, almost all of the current secure systems
on the market employ only a small class of PKCs, such as RSA and elliptic curve
cryptosystems, which are all based on either integer factoring problem (IFP) or
discrete logarithm problem (DLP). This situation would cause a serious problem

D. Naccache and P. Paillier (Eds.): PKC 2002, LNCS 2274, pp. 237-251] 2002.
€_Springer-Verlag Berlin Heidelberg 2002
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after someone discovers one practical algorithm which breaks both IFP and DLP
in polynomial-time. Who can prove that such an algorithm will never be found?
Actually, Shor has already found a (probabilistic) polynomial-time algorithm in
[17], even though it requires a quantum computer that is impractical so far. In
order to prepare for such unfortunate situations, we need to find another secure
scheme relying on neither IFP nor DLP.

The McEliece PKC, proposed by R.J. McEliece in [15], is one of a few alter-
natives for the PKCs based on IFP or DLP. It is based on the decoding problem
of a large linear code with no visible structure which is conjectured to be an NP-
complete problem While several attacks [1)3]4)7/11)14/19] are known on the
McEliece PKC, all of them can be prevented by either enlarging the parameter
size or applying an appropriate conversion to it [10].

The McEliece PKC with an appropriate conversion in [10] satisfies (in the
random oracle model [2]) the strongest security notion IND-CCA2 (INDistin-
guishability of encryption [6] against adaptively Chosen-Ciphertext Attacks) un-
der the assumption that it is infeasible to break OW-CPA (One-Wayness against
Chosen-Plaintext Attacks) of the underlying McEliece PKC. OW-CPA is said to
be broken if one can recover the whole plaintext of an arbitrarily given ciphertext
using neither partial knowledge on the plaintext nor decryption oracles. It is still
infeasible to break OW-CPA of the McEliece PKC if an appropriate parameter,
n = 2048 with optimum t and k, is chosen since the binary work factor to break
it with the best CPA [4] is around 2% for (n, k,t) = (2048, 1278, 70).

At Asiacrypt 2000, a modification of the McEliece PKC was proposed by P.
Loidreau. While his modification does not improve the immunity against attacks
using decryption oracles, such as the malleability attack [8[19] and the reaction
attack [7], or attacks using partial knowledge on the target plaintext, such as the
related-message attack [3], the message-resend attack [3] and the known-partial-
plaintext attack [9], it does not matter since all of them can be prevented with
a conversion. The aim of his modification is to improve the binary work factor
for breaking OW-CPA of the next smaller parameter n = 1024 to a safe level
288 from an almost dangerous level 262, If his idea works correctly, we can use
the more compact system safely.

In this paper, we carefully review the modification at Asiacrypt 2000 to see
whether it truely improves OW-CPA or not. Then we show that it is vulnerable
against our “new” CPAs on OW (even though the modification certainly en-
hances OW against “ever known” CPAs). Our attacks exploit only the modified
structure of it and thus cannot be applied to the original (unmodified) McEliece.
This means the OW-CPA of the the original (unmodified) McEliece PKC is still
infeasible as long as an secure parameter is chosen.

This paper is organized as follows: in Section [Z and B, we describe both
the McEliece PKC and the ever known CPAs on OW of it, respectively. Then,
in Section @] we review the modified cryptosystem proposed by Loidreau [13].

1 The complete decoding problem of an arbitrary linear code is proven to be NP-
complete in [20].
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Finally, in Section Bl we show our new CPAs which weaken the one-wayness of
the modified cryptosystem.

2 McEliece Public-Key Cryptosystem

2.1 Cryptosystems

The McEliece PKC consists of the following key generation, encryption and
decryption systems:

Key generation: One generates the following three matrices G,S,P:
G: k x n generator matrix of a binary Goppa code that can correct up to
t errors, and for which an t ggcoding algorithm W() is known.
The parameter t is given by %‘l where dmin denotes the minimum
Hamming distance of the code.
S: k x k random binary non-singular matrix
P: nxn random permutation matrix.
Then, computes the k x n matrix GP= SGP.
Secret key: (S,P) and ¥()
Public key: (G5t)
Encryption: The ciphertext ¢ of a given message msg is calculated as follows:

c=msg Gz 1)

where msg a binary vector of length k, and z denotes a random binary error
vector of length n having t 1’s.
Decryption: First, one calculates cP ~* where

c-P1=(msg -S)G Cz1P ! )

and P! denotes the inverse of P. Second, applies the decoding algorithm
¥ () to cP 1. Since the Hamming weight of z- P! is t, ¥() can correct it:

msg-S=Y(c-Ph. ©)
Now, the plaintext msg of ¢ can be obtained by

msg = (msg - S)S~ 2. 4)

2.2 Underlying Codes

As the underlying codes of the McEliece PKC, we recommend to employ Goppa
codes but other codes, such as Reed-Solomon codes, BCH codes and so on. The
di Cerkence between them is whether the weight distribution is determined by the
public parameters n and k. While the Goppa codes have a variety of the weight
distributions according to the underlying Goppa polynomials even if both n and
k are fixed, both the Reed-Solomon codes and BCH codes have only the fixed
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weight distribution depending on both n and k. In other words, when both n and
k are given from a public matrix G5 one can know the underlying code G if codes
like Reed-Solomon or BCH are used. Then once G is found, an adversary can
reveal the permutation P between G and G™using the SSA(Support Splitting
Algorithm) [16] that can reveal the permutation P between the codes having
the same weight distribution. The other secret matrix S can be revealed using
G and G'P ! with a simple linear algebra.

The next case we have to avoid is that the candidates for G is small enough to
enumerate. In this case, the following attack is possible [14]. An adversary picks
up a candidate for G and then sees whether it has the same weight distribution
as G If it has, it is the correct G. The following processes to obtain both P and
S are the same as the previous attack.

The former attack can be avoided using a Goppa code, and then the latter
attack can be avoided using a Goppa code where the cardinality of the Goppa
polynomials is too large to enumerate.

3 Known Chosen Plaintext Attacks
on One-Wayness of McEliece PKC

Since the aim of the modification at Asiacrypt 2000 is to enhance the immunity
against CPAs on OW, we focus on them. Note that the attack on the public
key [14] can be avoided if one choose the underlying Goppa polynomial out of
a large set enough to avoid the exhaustive search, and also the other attacks
either abusing decryption oracles, such as the malleability attack [8/19] and the
reaction attack [7], or abusing partial knowledge on the target plaintext, such
as the related-message attack [3], the message-resend attack [3] and the known-
partial-plaintext attack [9], can be avoided by applying an appropriate conversion
in [10].

Only the following two attacks are known as the CPAs on OW of the McEliece
PKC. They can be summarized as follows.

3.1 Generalized Information-Set-Decoding Attack

Let GE denote k independent columns picked out of G5 and then let ¢, and zx
denote the corresponding k coordinates of ¢ and z, respectively. They have the
following relationship

ok = msg - G [Zd (5)
If zx = 0 and Gis non-singular, msg can be recovered [I] by
msg = (ck [zd)GL . (6)

Even if zx & 0, msg can be obtained by guessing zx among small Hamming
weights [11], i.e. Hw(zx) < j for small j. The correctness of the recovered plain-
text msg is verifiable by checking whether the Hamming weight of

¢ Cmbg - G"=c [odG .t G Izl - G” @)

is t or not.
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The corresponding algorithm is summarized as follows:

Algorithm 1 (GISD)

Input: a ciphertext c, a public key (G5t) and an attack parameter j [Z.
Output: a plaintext msg.

1. Choose k independent columns out of G& and then calculate GQ = GE”GD.
Let I denote the set of the indexes of the k chosen columns, and then J
denote the set of the remaining columns.

2. Do the following until msg is found:

2.1 Calculate 7 := ¢ LG If HW(Z) = t, output msg := ck G L.
2.2 Fori; from1toj do[ﬁﬁollowing:
i. For iy from 1 to i do the following:
A. Choose a new zp, such that Hw(z)) = i.
B. If Hw(Z [ZIGWR) = t, output msg := (ck [ZHGS ™.
2.3 Replace one coordinate in I with a coordinate in J, and then renew the
GY := GIZ*G using Gaussian elimination.

We estimate the binary work factor of the above GISD attack as follows. In
Step 1, G2 *Glis the k < n matrix where the chosen k columns make the identity
matrix. It can be obtained by the Gaussian elimination with the work factor of

Egednn—i+1) _kk-1)@n+1-k)
. 4

. ®)

i=1

bit operations. When one checks the Hamming weight in Step 2.1 and Step B,
he/she does not need to calculate the whole n coordinates of ¢ CcJdGH in Step
2.1 and Z CZIGY in Step B, respectively, since he/she can know whether their
weight exceeds t or not with around 2t coordinates in J provided that wrong
cases have the average weight of n/2. Thus the binary work factor for calculating
the 2t coordinates of ¢ CcdGH in Step 2.1 is t - k/2, and that of Z IZEGQ in
Step B is t - i;. Accordingly, the work factor for Step 2.2 is
Vj = t-1y- i,

ij_:l

©)

In Step 2.3, one needs to update G = GE"lGDWhose binary work factor is

(k=1)(n—k)

) (10

Since Step 2 is repeated around T; times where:

Ty = El‘g%m (11)
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the total work factor is given by

—1
i&—l)(n—k) t-k
_ + T —+ Vj . Tj (12)

sz 2

When n is given, designers of the cryptosystem can optimize both k and t
to make (I2) higher, and then attackers can optimize the attack parameter j
to make it lower. For n = 220, minj(maxy +(W;)) = 257, which can be achieved
when j =1, t=38to40 and Kk = n—m -t = 644 to 624, respectively. For
n = 21, minj(maxk +(W;)) = 213, which can be achieved when j = 1, t = 63
to 78 and k = n—m -t = 1355 to 1190, respectively.

3.2 Finding-Low-Weight-Codeword Attack

This attack uses an algorithm which accepts both an arbitrary generator matrix
and a positive integer w, and then finds out a codeword of weight w [18/4]. Since
the codeword of weight t of the following (k + 1) %< n generator matrix
1 [
G" 13
: (13)
is the error vector z where ¢ = msg - Gz, Ithis algorithm can be used to recover
msg from given ¢ and G-
This algorithm is summarized as follows:

Algorithm 2 (FLWC)

Input: a ciphertext c, a public key (G5't) and attack parameters (p,p) [Z1x Z.
Output: a plaintext msg.

1. Choose k +1 independent columns from (L3) and then apply Gaussian elim-
ination to obtain a (k + 1) < n matrix where chosen k + 1 columns make
the identity matrix. Let 1 denote a set of the indexes of the k + 1 chosen
coordinates, and J denote those of the remaining coordinates.

2. Do the following until a code word z of weight t is found:

2.1 Split I in two subsets I; and I, at random where |I;| = [k + 1)/2[]
and || = [(k + 1)/2[dThe rows of the (k + 1) < (n —k — 1) matrix M
corresponding to J are also split in two parts, a ([(k+1)/20* (n—k—1)
matrix My and a ([(k + 1)/203 (n — k — 1) matrix M, according to I,
and I, respectively, i.e. if 11 includes i-th coordinate, the i-th row of M
is included in Mj.

2.2 Select a p-elemept;sphyset J, of J at random.

2.3 Forifrom1to pl' do the following:

i. Select a new set of p rows of the matrix M;. Let Py ; denote the set.
ii. Sum up the chosen p rows of My in Z5. Let IASRTER denote the chosen
p coordinates of the result.
iii. Store both Py and Ay, in a hash table with 2° entries using
A1,ij3, as an index.



New Chosen-Plaintext Attacks on the Modified McEliece PKC 243

2.4 For j from 1 to |_'_TL":cljo the following:
i. Select a new set of p rows of the matrix M,. Let P ; denote the set.
ii. Sum up the chosen p rows of My in F2. Let Az 55, denote the chosen
p coordinates of the result.
iii. Store both P, and Ay 5, in a hash table with 2P entries using
N2,j13, @s an index.

2.5 Using the hash table, find all pairs of sets (P1,i, P2 j) such that Ay ;5, =
N2,j13, and check whether HW(Ay i3 [AJ j5) = t—2p where Ay ;5 and
N3 jja denote the sums of the p rows of My and M corresponding to
P1,i and P j, respectively. If found, output the code word.

2.6 Replace one coordinate in | with a coordinate in J, and then make the
chosen k + 1 columns be the identity matrix using Gaussian elimination.

3. Apply the information-set decoding to ¢ [z]and then recover the corre-
sponding message msg.

Under the assumption that each iteration is independent, one needs to repeat
Step 2 around Ty, times where

62 T} Myt 0 5, (I O
T. . = 5-p l—':fl—n—l I'p_l . _k=2pr3p (14)
p.p S =k+n"—' o

50 K

E;Steplﬁl to 2.4, one needs to compute both Ay 3, and Az j)5, for about
+1/2 " combinations, respectively, whose binary work factor is around

%'+ 1)/2 o
A .

In Step 2.5, around @“Lpl)/z E}ZP pairs of (Py,i, P2j) satisfies Ay ijy, [8dj3, =0,
and for each pair one needs to check the weight of Ay jj3 CAd ;5. In the same way
as Algorithm 1, one can know that Hw(A ;3 [CAJ j5) B t— 2p by calculating
the weight of around 2(t — 2p) coordinates in J. Thus the binary work factor for
Step 2.5 is around

Qi(p,p) =p-p- (15)

@ﬂ)/zg|
Qa(p,p) =2(t—2p) -p- T (16)
The binary work factor for updating the generator matrix in Step 2.6 is
Qs(p,p) = "KL, a7)
Thus the total binary work factor is given by
Wp.p = (Qu1(p, ) + Qa(p. p) + Q3(p. p)) - Tpp- (18)

For n = 219 min, p(maxk,t(Wp,p)) = 2%2, which can be achieved when
(P,p) =(2,19),t =36to43and k = n—m - t = 664 to 594, respectively.
For n =21, min, p(maxy.«(Wp p)) = 2%, which can be achieved when (p, p) =
(2,22),t=63to 79 and K =n—m -t = 1355 to 1179, respectively.
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4 Loidreau’s Modification at Asiacrypt 2000

The aim of the modification at Asiacrypt 2000 [13] is to improve the di Cculity of
breaking OW-CPA without increasing n. It uses some linear transformation f()
such that f(C) = C (C being the Goppa code of the PKC). Instead of choosing
an error vector of small weight, it uses an error vector zPsuch that f(z5 has
small weight. This way, the error vector itself can have higher Hamming weight,
and it is harder to find it via the usual search methods.

In this section, we review the underlying principles and the modified cryp-
tosystem more precisely.

4.1 Frobenius Automorphism Group of Goppa Codes

Let us consider the Goppa code I" (L, g) over Fom where L = (Qy, -+, 0n) cON-
tains all the elements in Fom.

If all the coe [ciehts of the Goppa polynomial g is in a subfield Fps of Fom,
then the code I (L, g) is invariant under the action of the Frobenius automor-
phism. That is, a Frobenius mapped word o(c) of a code word c of I'(L,q) is
also a code word of " (L, 9):

ek (C(X:L' T chn) ED(Lv g)! O(C) = (CG(G1)1 U 1C0’(O(.-.)) ED(Lr g) (19)

where 0 : x B x2°.

4.2 Orbits Generated by Frobenius Automorphism

The action of the Frobenius automorphism makes some orbits in the field. For
simplicity, we consider the field extension Fzss of Fys, and the corresponding
Frobenius automorphism ¢ : x B x2°. The action of the Frobenius automor-
phism to Fyss makes Ns = (255 — 25)/5 orbits of size 5 and 2% orbits of size 1. In
other words, a word {Zq,, Zq,, * * ', Za,, } Can be rewritten in the following form
after reordering its labeling L:

z={Z1.2Z3, ,Zng, Zo} (20)

where Zi = {Zqa;, Zo(a;)s Zo2(ay)s Zo3(ay)1 Zo4 (o)t fOr i LEL, -+, Ns} denotes an
orbit of length 5 generated by a;, and then Zy denotes a sub-vector of length 2°
corresponding to the 25 orbits of length 1 generated by 25 distinct elements in
Fos.

For the reordered coordinate, the action of the Frobenius automorphism ¢
on a word z is given as follows:

G(Z) = {O(Zl)r T o-(ZNs)i ZO} (21)

where a(Z;) is a left cyclic shift in Z;, e.g. for Z;, = {1,1,1,0,0} and Z;, =
{1,1,0,1,0}, ¢'(Zi,) and ¢'(Z;,) for | [Zk are listed as follows:
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Zi, ={1,1,1,0,0}, Zi, ={1,1,0,1,0},
o(zi,) ={1,1,0,0,1}, 0(Zi,) ={1,0,1,0,1},
0%(zi,) = {1,0,0,1,1}, 0?(Zi,) = {0,1,0,1,1},
a(z;,) ={0,0,1,1,1}, 0%(Zi,) ={1,0,1,1,0},
o*(z;i,) ={0,1,1,1,0}, 0%(Zi,) ={0,1,1,0,1}. (22)

4.3 t-Tower Decodable Vector

In the Loidreau’s modified cryptosystem, t-tower decodable vectors are used
instead of random error vectors of weight t.
The definition of a t-tower decodable vector is given as follows:

Definition 1 (t-Tower Decodable Vector) t-tower decodable vector zMis a
word of length n satisfying the following three conditions:

Larger-weight: Hw(z% > t.
Reducibility: There exists a linear combination f() such that Hw(z) < t where

m/

(s I
z=Ff@Y = bi - o' (zY, bi CFb. (23)

i=0
Recoverability: z"is uniquely recoverable from the above z.

In [13], t-tower decodable vector zUis generated as follows:

Algorithm 3 (Generation of a t-Tower Decodable Vector)
Output: a t-tower decodable vector z"

1. Set all the coordinates of z"to 0.
2. Choose randomly p = [¥42[drbits out of the Ns orbits of length 5.
3. Flip 3 bits each at random in the chosen p orbits.

The following f1() or f»() where

z=F"Y =z o(@Y + 6?2, (24)
z =% =" o?@Y + o3 (@Y (25)

reduces the weight of zPwithin t since ¢'(Z;,) or ¢'(Z;,) in @2) cover all the
patterns of a vector of length 5 and weight 3, and then they are transformed
into the following patterns:

f1(0'(Z3,)) = 6'(Zi, + 0(Zi,) + 0%(Zi,)) = ¢'({1,0,1,1,0}),
f1(0'(zi,)) = 0'(Zi, + 0(Zi,) + 0%(Zi,)) = ¢'({0,0,1,0,0}),
f2(0'(Zi,)) = 0"(Zi, + 0%(Zi,) + 6°(Zi,)) = 6'({0,1,0,0,03),
f2(0'(Z3,)) = 0'(Zi, + 0*(Zi,) + 0°(Zi,)) = 6'({0,0,1,1,1}) (26)
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where o'() denotes a I-bit left cyclic shift. More formally, let p; and p, denote
the number of ¢'(Z;,) for any I and ¢'(Z;,) for any I in z% respectively. Since
p1 +pz =p = [{f2[and

min(fy(z7), f2(z7)) = min(3p1 + p2, p1 + 3p2)
= min(2p; + 2L 1142+ 2py)
<2. {20
<t, @7

one can reduce the weight of zPwithin t using either () or f2().
Using the corrected vector z, one can uniquely recover the corresponding
t-tower decodable vector zFsince both f1() and f,() are one-to-one mappings.

4.4 Loidreau’s Modified Cryptosystem

As we have seen in the previous subsections, Loidreau’s modified cryptosystem
[L3] uses the field extension Foss of Fys, i.e. it employs a Goppa polynomial g (of
degree t) over a subfield F,s of Foss to enable the Frobenius automorphism. It
also employs a hiding polynomial g1 over Fyss of degree t; (which has no roots
in L) to enlarge the cardinality of the underlying polynomial gg;.

The cardinality of gg; is approximately given by {(2°%)%/t;}- {(2%)'/t} since
the number of irreducible monic polynomials of degree x over F,y is around
2¥y</x [12].

I"(L,gg1) can be decoded using the decoding algorithm for " (L, g) since
(L, gg1) is a subcode of I'(L,g). The plaintext size of ' (L,gg1) is k — t;.
Both the key generation process and the encryption process are the same as the
(unmodified) McEliece PKC except the following points:

— All the Ns orbits of length 5 are open to the public as a part of a public
key (but the order in each orbit is kept in secret). Note that the orbits can
be opened without increasing the public key size by permuting orbits and
then by permuting columns in each orbit as P. Since the units of orbits
are the same as L, one can know them. While it reduces the cardinality of
the permutations P, it still maintains a large amount (see Table ] and 2
respectively).

— Both f1() and f,() are kept in secret (which is the same that the order in
each orbit is kept in secret).

— t-tower decodable vectors zMare used as error vectors instead of random
vectors of weight t.

The decryption process is described as follows:

Algorithm 4 (Decoding for the modified cryptosystem)

Input: a ciphertext c.
Output: a corresponding plaintext msg.

1. Apply f1() and f,() to the given ciphertext c, respectively.
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Table 1. Cardinalities of System Parameters

’Cryptosystem H Permutations‘Goppa polynomials‘ Error vectors ‘Orders in orbits‘

McEliece ol @Myt . ~
PKC [15] ’ t t

Loidreau’s mn

modified GHNs - Ns! | EDR @D ggraze ?‘jgz, (4nNs
version [13]

2. Decode f1(c) and f,(c) using the decoding algorithm for I" (L, g). At least
one of them can be corrected since the Hamming weight of the error vector
of at least one of them is smaller than or equal to t.

3. Using the corrected error vector z, reconstruct the corresponding t-tower
decodable vector z"

4. Apply the information-set decoding to ¢ CZz3 and then recover the corre-
sponding message msg.

If both of f1(c) and f,(c) are corrected in Step 2, decrypt two messages
and then discard one using the redundancy in the plaintexts. This means the
modified cryptosystem requires a redundancy in a plaintext.

4.5 One-Wayness of Modified Cryptosystem
against Ever Known Chosen-Plaintext Attacks

Since the Loidreau’s modification enlarges the Hamming weight of the error
vectors to 3[I42[from t, the binary work factors to break the one-wayness with
the ever known CPAs, i.e. both the GISD and the FLWC attacks, are improved
(see Table [3).

The Loidreau’s modification employs new secrets f1() and f»() (or equiva-
lently the order in each orbit). Also it reduces the cardinality of permutations
P, Goppa polynomials gg; and error vectors z5 respectively. If at least one of
the cardinalities is small enough to enumerate, the cryptosystem will be broken
by guessing it. Fortunately, all of them still preserve a su [cieht amount enough
to avoid exhaustive search for them (see Table [l and [2).

5 Our New Chosen-Plaintext Attacks
on the Modified Cryptosystem

In this section, we show our new chosen-plaintext attacks on the one-wayness of
the Loidreau’s modified cryptosystem.

Our attacks use the fact that 1’s in a t-tower error vector z"is not uniformly
distributed. (This means that our new attacks are not applicable to the (unmod-
ified) McEliece PKC since 1’s in its error vector is uniformly distributed.)
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Table 2. Cardinalities of System Parameters for (n,k,t, t1,s,Ns) =
(1024, 624, 40,9, 2,204)

’Cryptosystem H Permutations‘Goppa polynomials | Error vectors‘Orders in orbits‘

McEliece 8769 375 240

PKC [15] 2 2 2 }
Loidreau’s

mOdIfIEd 22685 2162 2157 2935
version [13]

5.1 Attack |

This attack applies f1() and f2() to both the ciphertext and all the rows in the
public generator matrix GY respectively. This gives

f1(c) =msg - F(GY + f1(zY and (28)
f2(c) = msg - F2(GY + (2" (29)

respectively B. one can view f1(GY and f,(GY as generator matrices, and do
the usual search for f1(z" or f»(z1.

Since either f1(zY or f2(z" has low weight and both GISD and FLWC are the
generic decoding algorithms for an arbitrary linear code, msg of (Z8) and (Z9)
can be decoded without knowing the algebraic structure of f{G" and f3(GY.

The corresponding algorithm is given as follows:

Algorithm 5 (Attack I)

Input: a ciphertext ¢, a public key (G5't) and attack parameters (p,p) [Z1xZ.
Output: a plaintext msg.

1. Apply ) and fi{) to the given c and all the rows of G respectively, and
then obtain f{{c), f{{GY, fi{c) and FX{GY.

2. Execute the FLWC attackdl on the pair of £{GY and f{c) and that of £{G
and ff({c) respectively to find the code word of weight less than or equal to
t. If found, it recovers msg.

For t1 = 9, minp p(maxkcx(Wj)) = 251 that can be achieved when (p,p) =
(2,19), t =38 to 41 and k"= n—m -t — t; = 635 to 605 respectively .

2 The Frobenius automorphism gives f1(c) = msg™ GPFKzY for a certain msg™

% One can use the GISD attack, too.

4 This binary work factor is smaller than that of the (unmodified) McEliece PKC
since the Loidreau’s modification employs a subcode of I(L,qg), i.e. k= k — t;.
Then t1 should be chosen so that the cardinality of Goppa polynomials should be
large enough to avoid collisions among users.
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Table 3. Binary work factors to break OW-CPA for (n,k,t t1,s1,N5) =
(1024, 624, 40,9, 2,204)

\ Attacks || Ever known attacks| Our new attacks
Systems \ GISDI[L1] | FLWC[] | Attack || Attack II
McEliece PKC [15] 267 282 - -
Loidreau’s modified 294 288 261 42
cryptosystem [13]

5.2 Attack Il

For the error vector z5in the modified cryptosystem, it is proposed (roughly) to
split the coordinates into Ns orbits of five, then choose p = [{42[3uch orbits,
and in each of them to choose three positions for the non-zero bits. Under this
strategy, one can again apply the usual search method, this time on orbits, rather
than individual positions.

We found that it is not so di [cult to choose [(k™— 25)/5[drbits of all zeros
or almost all zeros out of the N5 orbits. Note that [(k™-25)/5dorresponds with
more than or equal to k coordinates. Once such k coordinates are found, one
can decrypt a given ciphertext using the information-set decoding.

The corresponding algorithm is given as follows:

Algorithm 6 (Attack I1)

Input: a ciphertext c, a public key (G5t) and an attack parameter j [Zl.
Output: a plaintext msg.

1. Choose k" independent columns out of GPwith which chosen [(k™— 25)/5[]
orbits of length 5 and 2° orbits of length 1 correspond. Then calculate Ghlo=
G, 1G" Let I denote a set of the indexes of the k"chosen columns, and then
J denote a set of the remaining columns.

2. Do the following until msg is found:

2.1 Calculate 7 := ¢ [edGlu If Hw(Z) = 32 butput msg := c GLIT.
2.2 Fori; from 1 to j do[@e following:
i. For i, from 1 to u_ifs)“ do the following:
A. Choose a new zE:.that contains i, non-zero orbits.
B. If HW(Z [ZIGY) = 3[f2[ butput msg := (cko CZHGE.
2.3 Replace one orbit in | with a new orbit in J, and then renew the GAQJ(mzz
G, 1G"using Gaussian elimination.

This algorithm repeats Step 2 around T; times where:

O . O

_ CL2sy/50]
Ti = ¥tz & (30)

i=0 i [ =-25)/5 =i
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The binary work factors of Step 2.1, 2.2 and 2.3 are t-k'72, Vj and 5(k1)(n—
k74 respectively where

- -
 — | Crkes 2sy/505
iy '

Vj = t-3ig- 3 (31)
i1=1
Thus the total work factor is given by
1
5(kI=1D(n—k t kU
W, = k 31( Dy T (32)

For t; = 9, minj (maxkcy(W;j)) = 22 that can be achieved when j = 1, t = 32
to 50 and kP=n—m -t —t; = 693 to 517, respectively.

6 Conclusion

The modified McEliece PKC proposed by Loidreau at Asiacrypt 2000 [13] em-
ploys interesting techniques using the Frobenius automorphism in Goppa codes.
While it certainly improves the di Cculty of breaking one-wayness against the
“ever known” CPAs, it is vulnerable against our “new” CPAs, which exploit the
modified structure, i.e. the biased 1’s in a t-tower error vector. The binary work
factor to break the one-wayness of the modified McEliece PKC with our new
CPA is 2%2, which is feasible with currently available computational power.

Since our new attacks do not weaken the one-wayness of the (unmodified)
McEliece PKC, it still satisfies OW-CPA for n = 2048 with optimum t and k.
This means the (unmodified) McEliece PKC with an appropriate conversion still
satisfies IND-CCAZ2.

Acknowledgments

The authors would like to thank anonymous referees for useful comments.

References

1. C. M. Adams and H. Meijer. “Security-Related Comments Regarding McEliece’s
Public-Key Cryptosystem”. In Proc. of CRYPTO ’87, LNCS 293, pages 224-228.
Springer—Verlag, 1988.

2. M. Bellare and P. Rogaway. “Random Oracles are Practical: A Paradigm for
Designing E Lcieht Protocols”. In Proc. of the First ACM CCCS, pages 62-73,
1993.

3. T. Berson. “Failure of the McEliece Public-Key Cryptosystem Under Message-
Resend and Related-Message Attack”. In Proc. of CRYPTO ’97, LNCS 1294,
pages 213-220. Springer—Verlag, 1997.

4. A. Canteaut and N. Sendrier. “Cryptoanalysis of the Original McEliece Cryptosys-
tem”. In Proc. of ASIACRYPT ’98, pages 187-199, 1998.



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

New Chosen-Plaintext Attacks on the Modified McEliece PKC 251

. W. Di[eZand M. Hellman. “New directions in cryptography”. IEEE Trans. IT,
22(6):644-654, 1976.

S. Goldwasser and S. Micali. “Probabilistic encryption”. Journal of Computer and
System Sciences, pages 270-299, 1984.

C. Hall, I. Goldberg, and B. Schneier. “Reaction Attacks Against Several Public-
Key Cryptosystems”. In Proc. of the 2nd International Conference on Information
and Communications Security (ICICS’99), LNCS 1726, pages 2-12, 1999.

K. Kobara and H. Imai. “Countermeasure against Reaction Attacks (in Japanese)”.
In The 2000 Symposium on Cryptography and Information Security : A12, January
2000.

K. Kobara and H. Imai. “Countermeasures against All the Known Attacks to the
McEliece PKC”. In Proc. of 2000 International Symposium on Information Theory
and Its Applications, pages 661-664, November 2000.

K. Kobara and H. Imai. “Semantically Secure McEliece Public-Key Cryptosystems
—Conversions for McEliece PKC-". In Proc. of PKC 01, LNCS 1992, pages 19-35.
Springer—Verlag, 2001.

P. J. Lee and E. F. Brickell. ““An Observation on the Security of McEliece’s Public-
Key Cryptosystem”. In Proc. of EUROCRYPT ’88, LNCS 330, pages 275-280.
Springer—Verlag, 1988.

R. Lidl and H. Niederreiter. “Finite Fields”, page 13. Cambridge University Press,
1983.

P. Loidreau. “Strengthening McEliece Cryptosystem”. In Proc. of ASIACRYPT
2000, pages 585-598. Springer—Verlag, 2000.

P. Loidreau and N. Sendrier. “Some weak keys in McEliece public-key cryptosys-
tem”. In Proc. of IEEE International Symposium on Information Theory, ISIT
’98, page 382, 1998.

R. J. McEliece. “A Public-Key Cryptosystem Based on Algebraic Coding Theory”.
In Deep Space Network Progress Report, 1978.

N. Sendrier. “The Support Splitting Algorithm”. Rapport de recherche: ISSN0249-
6399, 1999.

P.W. Shor. “Polynomial-Time Algorithms for Prime Factorization and Discrete
Logarithms on a Quantum Computer”. SIAM Journal on Computing, 26(5):1484—
1509, 1997.

J. Stern. “A method for finding codewords of small weight”. In Proc. of Coding
Theory and Applications , LNCS 388, pages 106-113. Springer—Verlag, 1989.

H. M. Sun. “Further Cryptanalysis of the McEliece Public-Key Cryptosystem”.
IEEE Trans. on communication letters, 4(1):18-19, 2000.

A. Vardy. “The Intractability of Computing the Minimum Distance of a Code”.
IEEE Trans. on IT, 43(6):1757-1766, 1997.



SPA-Based Adaptive Chosen-Ciphertext Attack
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Abstract. We describe an adaptive chosen-ciphertext attack on a smart
card implementation of the RSA decryption algorithm in the presence
of side-channel information leakage. We studied the information leak-
age through power consumption variation. Simple power analysis (SPA)
of the smart card that is widely used for secure Internet banking, Web
access and remote access to corporate networks, revealed macro charac-
teristics caused by improper implementation of Chinese remaindering.
The findings can be used to eventually improve future implementations
of fast RSA decryption.

1 Introduction

Smart card-based authentication and digital signature generation provide user
identity for a broad range of business applications. The embedded microcon-
troller accompanied with cryptoprocessor and memory capabilities promises nu-
merous security benefits. However, as security processor technology advances,
new techniques are developed that compromise the benefits of its use. The re-
search of new attack techniques contributes to improvement of future products
while new protective measures pose new challenges to cryptoanalysts.

The implementation of a particular cryptographic algorithm often introduces
new attack possibilities. Smart cards are prone to reverse engineering using chip
testing equipment [1)2]. A well-known glitch attack introduces computation er-
rors, which can be used very successfully to recover secrets by an adversary. For
instance, a glitch attack against RSA [3] implementation based on the Chinese
Remainder Theorem (CRT) could recover the private key using only one mes-
sage and corresponding faulty signature [4)5]. Furthermore, the implementation
often leaks additional side-channel information. Non-invasive attacks have been
proposed based on timing information, a device’s power consumption, and elec-
tromagnetic radiation [6]7]. Designers of cryptographic devices are very aware
of attacks based on side-channel information leakage. Much attention has been
given to preventing complex attacks while security holes remain and allow simple
methods to succeed.

Simple Power Analysis (SPA) interprets a circuit’s power consumption. More
advanced techniques, like Dilerkential Power Analysis (DPA) and Inferential
Power Analysis (IPA), allow observation of the e[edts correlated to data val-
ues being manipulated [8]9]. Power analysis attacks have been known for a while

D. Naccache and P. Paillier (Eds.): PKC 2002, LNCS 2274, pp. 252-262] 2002.
€_Springer-Verlag Berlin Heidelberg 2002
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and e [edtive countermeasures exist that pose di [culties, even to a well funded
and knowledgeable adversary [2]. On the other hand, it is di Ccult to address
all weaknesses in implementing a cryptographic algorithm. The intent of this
paper is to show a particular weakness of a smart-card-based RSA implemen-
tation. Little side-channel information is required to break this very common
implementation.

We have applied SPA to a RSA-capable smart card. In particular, we have
been testing a card that is used for secure Internet banking, Web access and
remote access to corporate networks world-wide. The card provider is among
leaders in the integration of strong authentication and electronic certification
technology. The card embeds a cryptoprocessor dedicated to security. On the
card, the DES, Triple-DES and RSA algorithms are implemented. Attention has
been given to the RSA decryption operation.

Protective measures against power analysis attacks have been detected. How-
ever, the card’s implementation of RSA decryption is based on the Chinese Re-
mainder Theorem and leaks the information, which allows an adaptive chosen-
ciphertext type of attack to reconstruct the private key.

The rest of the paper is structured as follows. Section 2 gives a short intro-
duction on Simple Power Analysis. Section 3 defines a power trace, describes
the data acquisition equipment and test parameters. Section 4 analyses a typical
power consumption pattern during RSA decryption. SPA macro-characteristics
are identified. Section 5 correlates power traces with a common RSA decryption
algorithm based on the Chinese Remainder Theorem. The information leakage
function is defined and its properties are studied. In Sect. 6 the adaptive chosen-
ciphertext attack is described that makes use of the information leakage function.
An RSA private key can be reconstructed by performing t/2 decryptions, where
t is the bitlength of public modulus n. We conclude the paper by summarising
our findings in Sect. 7.

2 Simple Power Analysis

Smart cards consist of logic gates, which are basically interconnected transistors.
During operation, charges are applied to or removed from transistor gates. The
sum of all charges can be measured through power consumption. Power analy-
sis techniques are based on measurements of a circuit’s power consumption. A
similar approach may be used on electromagnetic radiation traces.

Several variations of power analysis have been developed [8l9]. The power
consumption measurements of the smart card operations are interpreted directly
in Simple Power Analysis (SPA). SPA can reveal instruction sequence and it
can be used to reveal hidden data in algorithms in which the execution path
depends on the data being processed. Conditional branching causes large SPA
and sometimes timing characteristics. The method has been known for a while
and fairly simple countermeasures exist [8].

The implementers of cryptographic algorithms are usually aware of SPA
based attacks. They decide not to implement appropriate countermeasures only



254 Roman Novak

if they believe that a particular SPA characteristic could not threaten the overall
security scheme.

3 Power Consumption Measurements

Power consumption measurements were obtained by measuring voltage varia-
tions across a resistor (25 ohm) that was inserted in series with the card ground
pin. In the following, a power trace refers to a set of power consumption mea-
surements taken across a smart card operation.

The sampling speed was set at approximately 7.15MSamples/s. 14-bit res-
olution was used. Measurements were taken asynchronously with the internal
processing of the card because the card uses the external clock signal only dur-
ing communication with the reader. Otherwise, it uses an internally generated
randomised clock, which is considered to be, in combination with some other
countermeasures, one of the best countermeasures against power analysis at-
tacks [2]. The internal clock is not available on the card’s contacts.

One of the challenges of taking a measurement is to successfully trigger ac-
quisition at the point of interest. A card actually performs a requested task after
communication has taken place between a reader and the card on the dedicated
line. The acquisition trigger point should be set with respect to the activities
on the communication line. A pre-settable low-to-high edge counter su [Cced for
triggering.

PC based data acquisition cards are available on the market at a price of
several thousand dollars. In order to evaluate the minimum resources needed to
perform simple power analysis we have decided to develop our own data acqui-
sition equipment at minimum cost. Our hardware module has enough onboard
memory to store a power trace of 100 ms duration. The total cost of the module
was less than $100. However, the cost of the development was not negligible.

4 SPA Characteristics of RSA Decryption

In our case, power traces exhibit easily identifiable macro-characteristics of the
RSA decryption algorithm. A 512-bit modulus is used in the example. The length
of decryption varies with time. The average time needed by the card to complete
the operation is approximately 70 ms. Figure 1 shows typical power consumption
patterns during RSA decryption. After the first 3ms of operation the trace
remains periodic for some time. Larger deviations in power consumption occur
approximately at the middle of the trace and in the last 3ms of RSA decryption.

Large macro-features of the RSA decryption operation may be identified,
since the operations performed by dilerent parts of a card’s architecture vary
significantly. Selective use of the cryptoprocessor may cause such variations in
power consumption. We found a more detailed view of the same trace less infor-
mative. Further investigation using more sophisticated equipment showed that
the card uses an internal clock and that the frequency of the internal clock is
probably intentionally randomised.
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Two periodic sequences, which consume more than 90% of the time, come
from two exponentiations. Usually a RSA decryption implementation makes use
of the Chinese Remainder Theorem, where two modular exponentiations with
smaller moduli are performed instead of one. The number of areas with increased
power consumption within each periodic sequence agrees with the number of
squarings and multiplications in a repeated square-and-multiply binary expo-
nentiation algorithm [10]. The number of squarings is one less than the bitlength
of the exponent while the number of multiplications is equal to one less than the

number of 1’s in the exponent’s binary representation. We could not differentiate
multiplyling from squaring with our power sampling equipment.
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Fig. 1. Typical power consumption patterns during RSA decryption
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Fig. 2. Two types of power trace tails

The areas of larger consumption before and after exponentiations have to
correspond to the required math steps of the algorithm outlined in the next sec-
tion. The lengths of these areas appear to be randomised. We have not discovered
any useful correlation with inpul. ciphertext or output plaintext. However, the
comparison between several power traces reveals a slight difference in the com-
putation that follows both exponentiations. In Fig. 2, two similar patterns are
highlighted on the upper trace while the first highlighted patiern is missing from
the lower trace. We thought that a conditional branch in the RSA decryption
might explain the optional pattern.

We ldentified these optional operations as the conditional add in Garner’s
version of CRT modular exponentiation. Figure 3 shows a detailed view of op-
tional pattern. We show that an adversary can use the information about the
algorithm’s execution path in the adaptive chosen-ciphertext attack.

5 Leaked Information

Suppose p and ¢ are distinct primes, and let modulus » = pg. Let € be an
encryption exponent and d a decryption exponent, respectively. Pair (n,e) is
publicly known while d is kept private. The RSA encryption computes ¢ =

z® mod n for some x € Z,,. The decryption also involves exponentiation in 27,
using the decryvption exponent d, z = ¢ mod .
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Fig. 3. Detailed view of optional pattern

When p and q are part of the private key, modular or mixed-radix represen-
tation of numbers can be used to improve the performance of RSA decryption.
Each integer x [Z, can be uniquely represented by the numbers X, = x mod p
and Xq = x mod q. RSA decryption can be performed using modular representa-
tion by two exponentiations, each considerably more e [cieht because the moduli
are smaller. The modular representation of the value ¢ mod n can be computed
as ¢4 mod p and c¢® mod q. In fact, as a consequence of Fermat’s theorem, only
c9—1 mod p and c%—1 mod g may be computed, where dp—1 = d mod (p—1) and
dg—1 = dmod (q — 1). The algorithm that solves simultaneous congruences in
the Chinese Remainder Theorem (CRT) can do the conversion from a modular
representation back to a standard radix representation. Gauss’s algorithm for
solving the associated system of linear congruences is not the best choice for
large integers. Garner’s algorithm has some computational advantages and is
usually used for RSA decryption. Algorithm [ outlines major steps of the RSA
decryption algorithm using Garner’s algorithm for CRT.

Algorithm 1. RSA decryption algorithm using Garner’s algorithm for CRT
INPUT: ciphertext c, primes p and g, p > q, precomputed values d,—; = d mod
(p—1), dg—1 =dmod (g — 1), u=qg~* mod p.

OUTPUT: plaintext x.

Xp = c%—1 mod p.

Xq = c%-1 mod g.

t = Xp — Xq.
.Ift<Othent=t+np.

- x = (((tu) mod p) q) + Xq.

N

Step 4 needs additional explanation. The plaintext X is required to be from
Z . Because the dilerknce in step 3 may be negative an additional conversion
to least positive residue is required. The common way of doing that is to require
prime p to be greater than prime g and to perform an addition in step 4.

Implementation of the above algorithm can produce the optional pattern in
a power trace as a result of the conditional addition in step 4. The addition is
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also performed as the last operation in step 5, which explains the similar pattern
at the end of the power trace.

We define function di[—as the information leakage function (D). It returns
1 if the addition in step 4 is needed and 0 otherwise. Its argument is output
plaintext x. The function can be evaluated only by analysing the power trace of
the RSA decryption.

1 xmodp—xmodg<0
0 otherwise

diL(k) = , P>q. (€]
The information leakage function has the following properties that can be

used in adaptive chosen-ciphertext attack by an adversary:

1. diCdhanges value from 0 to 1 only at multiples of prime p, di C(Bp—1) =0,
dilkp) =1, 0<k<nq.

2. The value of di [Cdemains 1 for | consecutive values of argument x, where
0 <1 <q. | takes each value between 0 and q exactly once.

Proof (of the first property). One should note that, on increasing X, the di [erence
x mod p — x mod g may change its value only in multiples of primes p and g.
Therefore, di [Cthay change its value at the same values. Furthermore, di C(|p) =
1, 0 < k < g, while diling) = 0, 0 < m < p, due to kpmodq & 0 and
mg mod p 8 0. Finally, because di [C(0) = 0 and because the relation p > q
ensures at least one multiple of prime q between two multiples of prime p, di 1
must always change value from 0 to 1 at multiples of prime p. 1

Proof (of the second property). The sequence of 1’s cannot be longer than q—1
because it is started at a multiple of prime p and terminated at a multiple
of prime g. Suppose a sequence is terminated at kq. The sequence length is
then kg mod p, which is one of two components of kq’s modular representation.
Because the other component is 0 and each number has a unique modular repre-
sentation, two sequences cannot have the same length, which proves the second
property. 1

The number of cases for which di C(X) equals each of two values can be
computed using the above properties. Among n possible values for x, di flakes
1in (g —1)q/2 cases and 0 in pg — (q — 1)g/2 cases. Therefore, the probability
to randomly pick a plaintext x where diC(X) = 1 is (q — 1)/(2p). In order to
illustrate the properties of the information leakage function, Tab. [ displays di 1
forn=35 p=7andq=>5.

6 Key Reconstruction

The reconstruction of secret key d is possible by finding prime p. An adversary
may start with plaintexts x; and X;, such that di[[((X;) = 0 and di C(Xp) = 1.
Then, using a binary search-like algorithm and SPA information, he finds the
value X, where diC(X —1) = 0 and di[(X) = 1. The value x is a multiple
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Table 1. The information leakage function diCfbrn =35, p=7and q=>5

X Xp Xq dil(X) X Xp Xq dil(X) X Xp Xq dil(X)
0 0 O 0 14 0 4 1 28 0 3 1
1 1 1 0 15 1 0 0 29 1 4 1
2 2 2 0 6 2 1 0 30 2 o0 0
3 3 3 0 17 3 2 0 31 3 1 0
4 4 4 0 18 4 3 0 32 4 2 0
5 5 0 0 19 5 4 0 33 5 3 0
6 6 1 0 20 6 O 0 34 6 4 0
7 0 2 1 21 0 1 1

8 1 3 1 22 1 2 1

9 2 4 1 23 2 3 1

10 3 0 0 24 3 4 1

11 4 1 0 25 4 0 0

12 5 2 0 26 5 1 0

13 6 3 0 27 6 2 0

of prime p that can be extracted by finding the greatest common divisor of x
and modulus n. The adversary can control the output x of the RSA decryption
by feeding the card with x® mod n. The attack may be classified as SPA-based
adaptive chosen-ciphertext attack. Algorithm [2gives the steps that can be taken
by the adversary to recover key material.

Algorithm 2. Reconstruction of prime p
INPUT: modulus n, public exponent e.

OUTPUT: prime p such that p divides n.

1. Repeat until computed di [(X) equals 1:
(a) Pick random number x, 0 < x < n.

(b) ¢ =x® mod n.

(c) Compute di CCX) by analysing power trace while card decrypts c.

2. m=x/2,1=0.
3. While m & | do:
(@ ¢ =m® mod n.

(b) Compute di () by analysing power trace while card decrypts c.

(c) If di(@n) = 1 then x = m; otherwise | = m.

(d) m=(+x)/2.
4. Compute p = gcd(n, x).
5. Return(p).

The average number of repetitions needed in step 1 is determined by the
probability (q — 1)/(2p), computed in the previous section. The probability is
usually high and only a few repetitions of step 1 is needed to pick x where
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di C(X) = 1. At the end of step 3, variable x holds the value that is a multiple
of prime p. | and x are lower and upper bounds of the search interval. On each
repetition the interval is halved while di C(I) remains 0 and di C(X) remains 1.
At | = x — 1 the first property of the information leakage function guarantees
the upper bound x to be a multiple of prime p.

Primes p and g are in practice about the same bitlength, and su Lciehtly large
to avoid the elliptic curve factoring algorithm [10]. For example, if a 1024-bit
modulus n is to be used, then each of p and g should be about 512 bits in length.
This can be used to speed up the restoration of prime p.

Suppose modulus n has a bitlength of t bits while primes p and g have a
bitlength of t/2 bits, 2271 < p,q < 2¥2, and t is su [<ciehtly large. The first
sequence of 1’s starts at p and ends at 2q — 1, therefore di [(2¥?) = 1. In that
case, the first and fourth steps of the Alg. [2 are not needed, while the second
step may be entered with x = 2¥2, The modified algorithm requires only t/2
power traces.

Algorithm 3. Reconstruction of p when its bitlength is half bitlength of n
INPUT: modulus n with the bitlength t, public exponent e.
OUTPUT: prime p such that p divides n.

1. x=22 m=x/2,1=0.
2. While m & | do:
(@) c=m® mod n.
(b) Compute di (1) by analysing power trace while card decrypts c.
(c) If di(@n) =1 then x = m; otherwise | = m.
(d) m=(+x)/2.
3. Return(x).

Using Alg. 3 we managed to restore one of two secret primes and compute
secret key d, which confirms our hypothesis about the implemented algorithm
on our test card.

7 Conclusion

Power consumption is a well-known source of side-channel information leakage.
Several techniques have been developed in the past to gather leaked informa-
tion. SPA is the simplest among them. E [cieht hardware and software based
prevention measures exist. The implementers of cryptographic operations are
usually aware of SPA based attacks. They decide not to implement appropriate
countermeasures only if they believe that a particular SPA characteristic could
not threaten the overall security scheme. This is not the practice to be followed.

We have reviewed a fast RSA decryption algorithm that is implemented on
the smart card that embeds some state-of-the-art cryptographic solutions. Dedi-
cated hardware for operations with very long integers may enable SPA to reveal
macro steps of RSA decryption. When Garner’s algorithm is used for conversion
from modular representation back to a standard radix representation, improper
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implementation could leak the information about the modular representation of
the plaintext. We have shown how an adversary could use very few bits of in-
formation in an adaptive chosen-ciphertext attack. The algorithm, given in the
paper, requires t/2 decryptions, where t is the bitlength of the public modulus
n. This kind of attack is possible only on open cards, which allow to make the
choice of the input. Timing attack can be mounted under the same principles,
however, the internally generated randomised clock and the additional software
random delays require extraction of the SPA feature.

Proper implementation of Garner’s algorithm should hide SPA characteris-
tics that make factorisation of public modulus feasible. This can be achieved
by balancing conditional operations with dummy operations, or even better, by
changing the algorithm to use a constant execution path. Other protective mea-
sures should be reconsidered. We have shown that the cryptoprocessor carries
an additional threat to security due to the easily detectable patterns of its use.

Every side-channel leakage must be considered with great care at the imple-
mentation phase of the algorithm. Even though countermeasures against sophis-
ticated attacks exist, designs must be carefully checked against simple methods
as well.
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Abstract. In [9 ]Walter and Thompson introduced a new side-channel
attack on the secret exponents of modular exponentiations which uses
techniques from timing attacks to exploit specific information gained by
a power attack. Walter and Thompson assumed that the attacked device
uses a particular table method combined with Montgomery’s algorithm.
In the present paper their attack is optimized and generalized. For 2-
bit tables this leads to a reduction of the necessary sample size to 20
per cent. The original attack cannot be applied if 4-bit tables are used, a
case of particular practical interest, whereas the optimized attack gets by
with 500 measurements. The optimized version can straightforwardly be
adapted to other table methods, other multiplication algorithms and in-
exact timings. Moreover, it is shown that the countermeasures proposed
in [9] do not prevent the optimized attack if unsuitable parameters are
chosen.

Keywords: Timing attack, power attack, Montgomery’s algorithm.

1 Introduction

In the past half-decade side-channel attacks have attracted enourmous attention
as they have turned out to constitute serious threats for cryptosystems, espe-
cially if the cryptographic operations run on smart cards. Various types of timing
attacks were introduced and optimized (|2], [1], [7], [8]), and a large number of
papers were devoted to power attacks ([4] etc.). However, these timing attacks
do not work if appropriate blinding techniques are used and various countermea-
sures against power attacks have been proposed. In [9] a new type of side-channel
attack was introduced which uses techniques typical for timing attacks to exploit
specific timing information stemming from a power attack (or, which made no
di Lerknce in this context, from a radiation attack (cf. [3], for example)). In par-
ticular, this combined attack may be successful even if the attacked device could
resist both, a “pure” timing attack (because blinding techniques are used) and a
“pure” power attack (because appropriate countermeasures are employed). We
optimize and, moreover, generalize this combined attack considerably.

As in [9], we attack the secret exponents of modular exponentiation (e.g.,
secret RSA exponents). We also assume that b-bit-tables (cf. [5], Alg. 14.82) and
Montgomery’s algorithm are used to carry out the modular exponentiations. (A
b-bit table stores the powers of the basis up to the exponent 2° —1.) We assume

D. Naccache and P. Paillier (Eds.): PKC 2002, LNCS 2274, pp. 263-279] 2002.
€_Springer-Verlag Berlin Heidelberg 2002
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that the analysis of the power consumption enables the attacker to determine
the times needed by the particular Montgomery multiplications (e.g., due to
small peaks at the beginning of the modular multiplications), i.e. whether an
extra reduction is necessary. As in [9] the focus of this paper is not the power
measurement part but the guessing of the secret exponent.

The attacker uses a sample of modular exponentiations to guess the type of
the particular Montgomery multiplications (squaring or a multiplication with a
particular table entry) which in turn yields the secret exponent. In [9] for the
most favourable parameter values a sample size of “less than 1000 turned out
to be su [cieht to recover a secret 384-bit exponent if a 2-bit table was used. For
these parameters our optimized attack gets by with 200 samples. The original
attack cannot be applied if 4-bit tables are used which is of particular practical
interest. In contrast, even for non-optimal parameters our attack gets by with
500 samples to recover a 512-bit exponent, or a 1024-bit RSA exponent if the
Chinese Remainder Theorem (CRT) is used, resp. Our approach can directly be
adapted to other table methods and other modular multiplication algorithms.
Even the times needed for the particular modular multiplications need not be
determined exactly. Finally, we show that the countermeasures proposed in [9]
do not prevent our attack if unsuitable parameters are used.

The paper is organized as follows: In Sect. 2 we recall the definition and
basic facts concerning Montgomery’s algorithm and table methods, and general
assumptions are formulated. In Sect. 3 we explain the central ideas of our at-
tack. The optimal decision strategy is derived in Sect. 7. The preliminary steps
are discussed in Sects. 4-6. Experimental results are presented and discussed in
Sect. 8. In Sect. 9 we compare the optimized attack with the original one. Sect.
10 considers generalizations of our attack under weaker assumptions. Then we
propose e [edtive countermeasures and conclude with final remarks.

2 General Assumptions

We assume that the attacked cryptographic device uses a b-bit table to compute
y9(modM). Modular multiplications are calculated with Montgomery’s algo-
rithm (cf. [6]). We begin with some basic definitions.

Definition 1. Asusually, for an integer b the term b(mod M) denotes the small-
est nonnegative integer which is congruent to b modulo M. Further, Zy, =
{0,1,...,M — 1}, and for x IR the term [XICdenotes the smallest integer = X.

The most elementary variant of Montgomery’s algorithm transfers the mod-
ular multiplications to a modulus R > M with gcd(R, M) = 1. Usually, R is a
power of 2 whose exponent perfectly fits to the device’s hardware architecture
(cf. Remark 1(i)). Further, R~! [y denotes the multiplicative inverse of R
in Zm, i.e. RR™ =1 (mod M). The integer M ™[Ar satisfies the integer
equation RR™1 —MM % 1. For input a5/b” Zyy Montgomery’s multiplication
algorithm returns MM(a'b" := a'B'R~*(mod M).
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Montgomery’s algorithm

z:=a’b’

r:=(z(mod R)MD' (mod R)
s:=(z+rM) /R

if s=M then s:=s-M
return s

In particular, MM(aR(mod M), bR(mod M)) = abR(mod M). The subtrac-
tion in line 4 is called extra reduction. For fixed values M and R the time for
a Montgomery multiplication can only attain two diLerent values, namely cq if

no extra reduction has to be carried out and ¢y + cer else. Let (dw—1,...,do)2
denote the binary representation of the secret exponent d where, as usually,
dw—1 denotes its most signific jt. Therefrom we derive Dwl/b[B-bit integers
Drw/br=t, - - - Do With Dj := /5 dbj+k2X. Combining a b-bit table with Mont-
gomery’s algorithm gives Algorithm 1. First, the table entries uy,...,Ux_4 are
computed.

Algorithm 1

u_l:= MM(y, R"2(mod M)) (= yR(mod M))
for j:=2 to 2°(b-1) do  u_j:=MM(u_{j-1},u_1)
temp:=u_{D_{[u}/b[=lL}}
for i:=[u)/b[=P downto 0 do {

for j:=1 to b do  temp:=MM(temp,temp)

if (D_i>0) temp:=MM(temp,u_{D_i})
return MM(temp,1) (=y4(mod M))

The attacker analyzes the power consumption needed for the modular expo-
nentiations yyd(mod M), ..., yn)4(mod M) for a given sample y(y, ..., Y-
The target of the attack is the secret exponent d. Next, we formulate the general
assumptions. Note that our attack does also work under considerably weaker
assumptions (cf. Sects. 10, 11). In particular, assumption e) may completely be
dropped.

General Assumptions

a) The attacked device uses Algorithm 1 to compute y¢(mod M).

b) By observing the power consumption the attacker is able to determine the
times needed by the particular Montgomery multiplications within Algorithm 1,
i.e. he can decide whether an extra reduction is carried out.

c) The attacker has no knowledge about the base y(, nor about the table entries
Uz(k)s - - -+ Uab—1(k) (l=k=N).

d) Algorithm 1 uses the same secret exponent d for all modular exponentiations
ynyd(mod M), ..., ywy%(mod M)

e) The attacker knows the ratios M/R and (R?(mod M))/M.

Remark 1. (i) Many implementations use a more e Lcieht multiprecision variant
of Montgomery’s algorithm than listed above (cf. [5], Algorithm 14.36). Whether
an extra reduction is necessary, however, merely depends on the parameters
a/bt’M and R but not on the chosen variant of Montgomery’s algorithm or any
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hardware characteristics ([8], Remark 1). (The latter aspects, of course, influence
the absolute values of the time constants ¢y and cggr.)

(i) Re: GA a): Our attack can easily be adapted to other table methods (cf.
Sect. 10).

(iii) Re: GA c¢): This could be the consequence of a standard blinding technique
which prevents “ordinary” timing attacks, namely the pre-multiplication of the
base y with a register value v, and a post-multiplication of (yva)?(mod M) with
vy, = v;9(mod M). Before the next exponentiation both register values are up-
dated via v, := v2(mod M) and v, := vZ(mod M) (cf. [2], Sect. 10). Note that
if the attacker knew the bases y(1y,Y(2),... a very small sample size would be
su [cieht to recover the secret key. In fact, the attacker could successively guess
the b-bit blocks D /=1, Dmsb=2, - - ., compare the corresponding extra reduc-
tion / not extra reduction patterns with the observed ones and exclude wrong
assumptions (cf. [9], Subsect. 3.3).

(iv) Re GA d): cf. Sect. 11.

(v) Re GA e): If the ratios M/R and (R?(mod M))/M are unknown they can
be guessed e [ciehtly (cf. Sect. 10).

3 The Central Ideas of Our Attack

In this section we sketch the fundamental ideas of our attack. Technical details
will be treated in the following sections.

After the table entries uj,...,u,_; have been computed (“initialization
phase”) the “computation phase” begins. The “type* T (i) of the i Mont-
gomery multiplication within the computation phase is determined by the secret
exponent d. We distinguish between squarings (i.e., T (i) = ‘S‘) and multipli-
cations of the temp value with table entry u; (i.e. T(i) = ‘M;*). The attacker
guesses the sequence T (1), T(2), . ... If all guessings are correct this in turn yields
d besides its most significant block. The most significant block can be guessed
in a similar manner or determined by exhaustive search.

The probability that a squaring requires an extra reduction equals M/3R
while it is linear in the ratio u;/M if T(i) = ‘M;* (cf. Sect. 4). If T(i) = ‘S*
and if the sample size N is su [ciehtly large the ratio “# extra reductions in the
ith Montgomery multiplication (counted over the whole sample) / N should
approximately equal M/3R. If T (i) = ‘M;* the probability for an extra reduc-
tion depends on the particular base y(., or more precisely, on the (unknown!)
table entry uj. Our attack exploits the di [erknces between these probabilities.
The “source” of our attack is the initialization phase as the attacker knows the
types of the 2° — 1 Montgomery multiplications. The observed extra reductions
within the initialization phase are indicators for the magnitude of the ratios
Uray/M, ... Uz _14n/M. To simplify further notation we introduce er-values
Gjcky and set qgey = (Aggey - - .,q;'b_l(k)) where gj¢,, := 1 if the computation of
the j" table entry, ujq, requires an extra reduction for base y and e =0
else. Conditional to the observed er-vector q(Dk) the attacker first computes the
joint conditional probability density for the vector (Uyy/M, ..., Ux_14n/M) ]
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[0,1)2°~1, denoted by 9(U1gy/M, ..., Up_14y/M | qg,). Dilerent er-vectors
q(Dk) g q”E) yield di [erent conditional densities g(- | q(Dk)) 8o(| q(“f(“)).

To iliustrate the essential ideas we consider the most elementary variant
where the attacker estimates the types T (1), T(2),... separately and indepen-
dent from the others. (Since the extra reductions of subsequent Montgomery
multiplications are not independent it yet may be reasonable to estimate the
types of f consecutive Montgomery multiplications simultaneously, cf. Sects.
4,7,8.) Based on the observed er-values the attacker decides for that alterna-
tive 6 A = {'S*,"My",...,‘Ma_1‘} which appears to be the most likely one
(to be precised later). In a first step the attacker uses the conditional densities
g(: | q(Dk)) from above to compute the conditional probabilities pec{di(k) | q(Dk))
for all k < N and each 8”[C@.. (The index 8”means that the conditional proba-
bility holds under the hypothesis T (i) = 8%) Analogously as above, Qigoy := 111
the i Montgomery multiplication in the computation phase requires an extra
reduction for base yyy.

Tlhisjlraight—forward approach, of course, was to decide for 8= if the prod-

uct | —n Pe{ligk) | q(Dk)) (= joint conditional probability for gig | q(Dk) o

under the hypothesis T (i) = 85 is maximal for 8= 8 (maximum likelihood
estimator). Although already e [cieht the maximum likelihood decision strategy
can still be improved by considering two further criteria. First, not all admissible
hypotheses occur with the same probability. In fact, it is much more likely that a
randomly chosen Montgomery multiplication within the computation phase is a
squaring than a %plication with any particular tal%ntry. Loosely speaking,
compared with ", _\ Pem; o @i | Age) the term —y _ Pesoy (i | dgey) gets
some “bonus”.

Unlike for the timing attacks in [2], [1], [[/] and [8] a false estimator d-dbes
not imply that the subsequent estimators are worthless. Indeed, the correction
of false estimators is possible after the types of all Montgomery multiplications
have been guessed. In fact, squarings occur in subsequences whose lengths are
multiples of b and each subsequence is followed by exactly one Montgomery
multiplication with a table entry. An (isolated) erroneous estimator ‘M;‘ in-
stead of ‘S* (or vice versa) can thus easily be detected and localized (“local
errors”) whereas the detection, localization and correction of an erroneous esti-
mator ‘M;* instead of ‘M requires much greater e [arts (“global errors™). The
optimal decision strategy takes the diLerknt kinds of possible estimation errors
into account. Loosely speaking, it “prefers” local errors instead of global errors.

4 Conditional Probabilities

Recall that the attacker wants to estimate the types of the Montgomery multi-
plications in the computation phase on basis of the observed er-values q:/,, and
Oiky Within the initialization and computation phase, resp. In Sect. 4 we de-
rive explicit formulas for the conditional probabilities mentioned in the previous
section. We first introduce some further definitions.
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Definition 2. A realization of a random variable X is a value assumed by X.
Further, T :={'S*,'M¢", ..., ‘M _4‘}. Analogously to q(Dk) the term ;. i+f—10k)
abbreviates (Qick), - - -» Qi+f—1())- FOr A [Blthe indicator function 1o:B - R
is defined by 1a(X) := 1 if x CAland := 0 else.

] 1
Lemma 1. (i) 7"’"\",\(,,6‘% = abom 4 aliMT (mod R) (5 1),

M M R R
- . - - . M(a'_ﬁ’j‘ EphEm
(ii) In particular, an extra reduction is necessary |Iﬁ'T <&VR-

(iii) Let the random variables V,7...,V,5_, and V1, V>, ... be independent and
equidistributed on [0,1) while Sg;...,S%_, and So, Sy, ... are defined recur-
sively. In particular, S§'is [0, 1)-valued and

1 i _

n_  Sg(R?(mod M}$M)(M/R) +V{gmod1) fori=1

Sit= - i < ob 1)
S{2;SIM/R+V,” (mod1) for2=<i<2’-—1

Similarly, Sp := SFwhere r temporarily stands for the most significant b-bit
block of d, i.e. r = Dg/p=1. Further, fori=1

i, ] .
L Si—iM/R + Vj ~mod 1) if T(i) ="'S*
Si= g shm/R +v if T(0) = M;* @
i-15j i (mod1l) if T(i) = ‘M;

Analogously, let the {0,1}-valued random variables W;. .. ,\Wx_, and W1,W5, ...
be defined by

I?SI%SCRRZ(mod M)/M)(M/R) fori=1

O—
Wi T 15;}Siﬂ_lsllff\/|/R for2<i=<2°—1 and (3)
1 if T(i S
. i 1) ="'S*
W; = Si<SZ M/R ) () 2 (4)
Isi<siisiM/R if T(i) = "M;j

Then the random variables Sg; St ...,Sx_; as well as So, Sy, ... are indepen-
dent. The random variables S .. ., SZDb_l, S1,S, ... are independent and equidis-
tributed on [0, 1). Further, W; and Wy, are independent if |i —h| > 1.

Proof. Assertion (i) follows immediately from the definition of Montgomery’s
algorithm whereas (ii) is a consequence from (i) as the second summand of
its right-hand side lies in [0, 1). The assertions in (iii) concerning the random
variables S-and S; follow from the fact that the random variables V.5V .. and
V1,V>, ... are independent and equidistributed on [0,1). The final assertion in
(iii) follows from the definition of the random variables W;.

Clearly, whether MM(a5bY requires an extra reduction depends determinis-
tically on a%and b" On the other hand, even small deviations in a~or bMusu-
ally cause “vast” deviations in the second summand of the right-hand side in
Lemma 1(i). Recall that we neither know the base y nor the factors of any
Montgomery multiplication. Assume for the moment that a”:= R%(modM)
and y/M [ (cf. the first line in Alg. 1) where I; = [j27V,(j + 1)27V) de-
notes a small interval (e.g. v = 16) and further, that the random variable B is
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equidistributed on the set (Zm/M) n 1. For realistic modulus size M the ran-
dom variable C := (a'BM B{mod R)/R should fulfil Prob(C L) = 2~V for all
i < 2¥ — 1 while the sum a"B/R + C should similarly be distributed as if both
summands were independent (cf. the proof of Lemma A.3(iii) in [7]). In par-
ticular, the remainder of the sum (mod1) then is “almost” equidistributed on
[0,1). An extra reduction is necessary i C(A"B/R + C)(mod 1) < a'8/R. How-
ever, this is a formal analogon to the definitions of SPand W, We can continue
this analogy and derive the following mathematical model.

Mathematical Model. We interpret the components of the er-vector q(Dk) =
(qlm(k), . qz‘%_l(k)) as realizations of the random variables W47 ..., Wx_, with
S§'= Yao/M. Similarly, we interpret iy, G2(k). - - - as realizations of Wy, W5, .. ..

Consequently, we have to study the stochastic processes W, .. W2b , and
Wi, W,,.... As a first result, the probability for an extra reduction in the it
Montgomery multiplication equals

Probw; =1)= 35 T1@='S ©)
' T () = My

Remark 2. The random variables W1, W5, ... are not independent but W; and
Wi are negative correlated. We point out that the random variables Wy, W5, . ..
are similarly defined as in [8] (cf. Theorem 2) or [7] (cf. Lemma 6.3). However,
the requirements on the mathematical model are considerably higher than in [7]
or [8] as we there were primarily interested in the variance of W; + Wy +

to apply a version of the central limit theorem for dependent random variables
which holds under relatively weak conditions. However, the experimental results
(cf. Sect. 8) confirm the suitability of our mathematical model retrospectively.
Lemma 2(ii) provides concrete formulas for the conditional probability densities
g(- | q(Dk)) mentioned in the previous section.

Lemma 2. (i) For 1 <i=<2"—landw 0,1} let C¥i;w) := {(s§’...,shH_,) 1
[0, 1)2b | wD— w}. Then CKi;0) = [0,1)2° \ Ci; 1). In particular, c¥1 1) :=
HET 2b ) g, 1)’ | sP< s5(R2(mod M))/R} and further CHi; 1) =

{(s§....sh_,) 1O, 1)? | sP< s, sIM/R} for i > 1.
(i) Let the random varlable SDbe equidistributed on [0, 1) The distribution of

the random vector_(§E ..., Sk_,) conditional to (W{'= wl, . WZDb 1= Wa_,)
has the joint conditional probablllty density g(s .. szb_1 |w1, e 2Db—1) =
1 LzT_Ilc@ L)(s(‘)j, ST ... Sp_,) dsg’
o= . . (6)
1 @c@i-wﬂ(‘c’o’sl’ ..., Sy, ) dsglist: - dshi_,
[O,l)zb i=1 ]
on [0,1)2"1,

(i) Forw 0,1} andi=sm=<i+f—1let Ce(i,m;w,t) := {(Si=1, ..., Si+f—1)
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9, D) | wm = w, T(m) = t}. Then Ce(i,m; 0,t) =[0,1)T+*1\C¢ (i, m; 1, 1). In
particular, C¢(i,m;1,‘S) = {(Si-1,...,Si+f—1) [10,1)*? | s, < s%,_,M/R}
and Ce(i, m; 1, ‘Mj*) = {(Si-1,- - ., Si+f-1) 10, 1)7* | sy < sm—1S;M/R}.

(iv)

FI’%)Ib(Wi = Wi, .o, Wisfo1 = Wisgo1 [W=Wh oo, Wa_ =wa_) = (7)
(ST -+ Sgp—y | W, Won_y) - 1 IEI L e Gmws T (my) (Sim1s - -5 Siwf—1) X
[0’1)2b+f
x dsl- - dsS_,dsi_y - dSiees.
(v) If S = Sthen
Prob(W; = 1| Wi=wh... ,Wi_, =wkh_;) = (8)
M
g(Shr -, Sop_q |WE ..., Wh_y) - S?E dsy’ - dsh_,.

[0,1)2*3—1

Proof. Assertions (i) and (iii) follow immediately from the definition of the ran-
dom variables W;"and W;. Clearly, {(sg; . ..,sx_,) [0, 12 [Wl=wE...,

Wi, =wh_,}= 5 Lo, wh. Equation (6) follows from the fact that the
random variables S{;... SZb , are independent and equidistributed on [0, 1)
and the definitions of conditional distributions and a marginal densities. As the
random variables Sj_1, ..., Sj+f—1 are independent and equidistributed on [0, 1)
assertion (iv) follows from th(tﬁntlty {(Si=1,-..,Si+f—1) CO, D | w; =
Wiy ooy Winf—1 =W} = Ce(i, m; W, T(m)). The first Montgomery
multiplication in the computatlon phase is a squaring. Hence Prob(W; = 1) =
Prob(Sr@M/R +Vi=1)= SF*’M/R which proves (v).

Example 1. Letb =2, f =1, W’= W}’= 1 and W}’= 0. Then the denominator
of g(s1,52,S3 | 1,0,1) equals

O ety O] Clags
1dsStisstsTts) . 9)
0 o0 sZM o
The nominator of g(s1,S2,83 | 1,0,1) is a weighted indicator function which,
however, need not be evaluated explicitely. If T (i) = ‘My* inserting this nomi-
nator in (7) gives

Prob(W; = 1| W= 1, W= 0,wf= 1) = (o)
2 mo M
|__1_||ng ( mod )M l;‘ 1550 gg_lsz R 1ds;dsi— 1d8%5%5%30

0 o 2ZM o

1 R
I:RZ(mod M)
Ifﬂ ® ?EIM %PSZR 1ds5ts5tsidsy

The calculation of (10), or more generally, of (7) is elementary as it requires no
more than the evaluation of 1-dimensional integrals of polynomials. If T (i) = ‘S*
then Prob(W; = 1| W= wl W= w5 W= wj) = M/3R for all wi wj)wj
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Theorem 1. Letd = (i, ..., 0i+r—1) COT FFG) = ;... TA+f—1) =

.....

.....

initialization phase. In particular,

L] O ] O O O O
Po Qi,....i+F—100) 1 <mn | A0 1y = 9(S - -2 S [ Gaqiys - -2 Uzb 1)) X
k=1 [0’1)2b+f
x 1 I;Fl Cf(i,m;wi,wm)(si_l’ ey Sief—1) dS:II_j o dSZDb_ldSi_l s dSjar—1. (11)

m=i

If Db =1 then

1] 1
Prob  (d1aq)1=k=N |Q(D|()1SKSN = (12)
O ] ] ] M | ]
9(ST: -+ Sgb—q | Ggqiys - - - » Ugb—1.(s))SF R dsy---dsz_;.
k=1[0’1)2b_1

Proof. According to our mathematical model we interpret the observed er-vectors
q(‘jk) and Qi j+f—1(k) as realizations of random variables Wlm(k), . ,WZE‘_l(k)
and Wiqq, - - - » Wiwg—1(1), resp., which correspond T (i) = w;,..., T(i+f—-1) =
wij+f—1 (cf. Lemma 1(iii)). Theorem 1 is an immediate consequence of Lemma
2.

Remark 3. (i) In the proof of Theorem 1 we tacitly assumed that the values
y/M,...,ynny/M L[]0, 1) behave like realizations of independent and equidis-
tributed random variables on [0, 1). This assumption surely is justified if the
blinding technique described in Remark 1(iii) is applied or for RSA encryptions
with (pseudo-)random padding (with or without blinding, resp.), for example.
(i) Consider RSA-based signatures with fixed padding (i.e., integrity and in-
formation bytes [fixed padding bytes [hash value) for which no blinding is
applied. Then the ratios yy)/M,...,yn)/M are almost constant (= cY. Con-
sequently, the conditional probability g(- | -) from Lemma 2(ii) does not fit
to the changed situation. To obtain thetﬂeeded analogon (which has to be
inserted in (11) and (12)) the integrals ... dsg in (6) have to be replaced
by integrals with respect to the Dirac measure with total mass on c¢™ [0, 1).
Equivalently, we may completely drop the integration with respect to s§! set
sg’ := c"in Ci;w) and project C'(i;w) onto the components sf)...,s5_,. If
the CRT is used M = p; for a particular prime factor of the RSA modu-
lus. The (unknown) ratio M/R can be guessed as described in Sect. 10 and
c{R?*(ModM)/R)(M/R) = (qgspy + -+ Qyqny)/N. If the attacked device does
not use the CRT the attack is trivial anyway as no blinding is applied (cf. Re-
mark 1(iii)).

(iii) If the blinding technique from Remark 1(iii) is applied or if (pseudo-)random
padding is used (cf. (i)) the attacker has to derive the needed timing information
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from the power traces of single exponentiations (SPA). In the context of (ii) also
DPA may be applied.

5 A Priori Distribution

Assume that the attacker wants to estimate T (i),..., T (i + f — 1) simultane-
ously (f = 1). Based on the observed er-vectors he decides for that alternative
8 A [CTIf which appears to be the most likely one. For a randomly chosen
position i, however, not all 8 @ occur with equal probability. Therefore, we
derive a probability distribution n on ® which at least approximates the exact
probabilities. For simplicity, we assume f < b + 1.

Recall that squarings occur in subsequences whose lengths are multiples of b
and are interrupted by single multiplications with table values. Hence the set of
all admissible hypotheses © equals

0=0 [{njllsm=sFfl<j=<2’-1} forf=sb+1 (13)

where 8o := (‘S,...,‘S") means that T(i) = ‘S',...T(i + f —1) = 'S‘. Anal-
ogously, 8m j := (‘S*,...,'S",'"M;*, 'S, ..., ‘S") means T (i + m — 1) = ‘M;"* but
T(v)='S'forvEBi+m-—1).

First, let us derive an approximator nmj of the (exact) probability that
(T@,...,T(i + f —1)) = 8y j for randomly chosen i. Without any knowledge
about d it is reasonable to assume ny; = -+ = Ngp—g. INaverage, 275(mi/b=1)
many multiplications with the table entry u; are carried out within the compu-
tation phase and thus (almost) as many blocks of £ consecutive Montgomery
multiplications of type 6y, ; exist. Further, in the computation phase about
(b + (2° — 1)27°)(w/b[F 1) Montgomery multiplications are carried out in
average. (The exact number depends on the concrete value of d.) Altogether, we
hence set

L = 270 (mwi/b[F 1) _ 1

Mg === ”fyzb—llz'l‘ (b+ (2> —1)2-b) (Dw/b[F 1)  b2P + (2b —1) and
. %‘I’—lf b2 —(F—-1)(2°—1)

Mo =1= o+ (-1 b2+ (2*—1) (4

6 Error Detection and Correction

After the attacker has guessed the types T (1), T(2), ... of all Montgomery mul-
tiplications he therefrom determines an estimator d—fr d. Then he computes
yd@nod M) for a reference base y to check whether d= d. Either y9(mod M)
itself is known or the exponentiation of yd%‘lnod M) with the public exponent e

(RSA) givesyy if dHisl correct. (For RSA implementations using the CRT (cf. Sect.
10) M equals a particular prime factor p; of the modulus n = p1p,, and the at-

tack yields an estimator d-8r d(mod (p; — 1)). If d-s correct, ged(y?(mod n) —
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yd¢rhod n), p1p2) = pi and ged(y — ydnod n), pip») = pi.) If dedirns out to be
wrong the attacker has to correct false estimators.

It seems to be inconsequent to consider error detection and error correction
strategies before the decision strategy itself has been derived. However, it will
turn out to be useful to classify the estimation errors first.

Example 2. Let b =4 and let the correct type sequence be given by
ooy 'S MG, 'S 'S S S, FMIgpt, fSE 'S, 'S S M Y, 'S, L L wihereas @),
b) and c) are possible estimation sequences
a)...,'S, ‘Mgz, ‘S*, ‘S, ‘S, ‘M1, ‘Mo, ‘S, 'S, 'S S 'M. Y, S L
b) ...,'S*, ‘Mg, ‘S*, 'S, ‘S, 'S, ‘S, 'S4 'S4 'S 'S ML, SY, L.
€) ...,'S" 'Mg", ‘S, ‘S, 'S, S, *My,', 'S, 'S, 'S 'S M1, S L L

The subsequences a), b) and c) contain exactly one false estimator. The er-
ror in @) (‘Mq;1") can easily be located and corrected as the number of squarings
between two multiplications with a table entry must be a multiple of b = 4. Sim-
ilarly, as in b) nine squarings occur between ‘M3 and ‘M;‘ the fifth Montgomery
multiplication cannot be a squaring. Its correction, however, is not as obvious
as for a). For f = 1, i.e. if the attacker has guessed the types of all Montgomery
multiplications separately, he first tries that alternative which appeared to be
most likely one after ‘S‘. (For ¥ > 1 the situation is similar.) For sequence c) it
is even not obvious that an error (‘My4* instead of ‘Mj,‘) had occurred. It has to
be searched exhaustively over all positions with type estimator & ‘S* (cf. Sect.
8). Of course, it is reasonable to start at those positions where the respective
decisions have been “close”.

Suggestively, we denote errors as in sequences a) and b) as local errors, or
more precisely, as local-a errors and local-b errors, resp. Errors as in sequence c)
are called global errors. The detection and localization of the local errors may be
interpreted as a decoding problem. Therefore, we derive a 0—1 sequence from the
estimated type values by replacing ‘S* by 0 and ‘M;* by 1. The code words are the
0—1 sequences of the same length with isolated ones and subsequences of zeroes
whose lengths are multiples of b. We decide for that code word with minimal
Hamming distance. If the local errors occur “isolated” (as in Example 2) they
can be localized separately, although their positions occasionally are not obvious.
If the attacker has guessed 3b+ 1 consecutive squarings, for example, then either
the (b + 1)t or the (2b + 1)t™" estimator is wrong. Usually, especially for b > 2,
also “neighboured” local errors can successfully be localized. Note, however,
that this need not always be the case. For example, let b = 2 and assume that
...,'SY 'S4, 'S, 'S, ... has been estimated instead of the correct subsequence
...,'M3", 'S 'S ‘ML, . . .. Then both local errors will not be detected. Especially
for b = 2 the sample size N hence should be chosen su Lciehtly large (if possible!)
that neighboured local errors are unlikely. The correction of local-b errors and
the localization and correction of global errors has to be done simultaneously
over all local-b error positions and all positions with estimator & ‘S*, resp. The
optimal decision strategy which will be derived in the next section considers the



274 Werner Schindler

di Cerkent error types. Roughly speaking, it clearly tries to avoid estimation errors
but “favours” local errors instead of global errors.

7 The Optimal Decision Strategy

In the previous sections we have done the necessary preliminary work. Now
we are going to put the pieces together to derive the optimal decision strategy
to guess the types of f consecutive Montgomery multiplications simultaneously
(1 = f = b+1). Therefore, we interpret the estimation of T(i),...,T(i+f —1)
as a statistical decision problem.

Roughly speaking, in a statistical decision problem the statistician observes
a sample w which he interprets as a realization of a random variable X with
unknown distribution pg. On basis of this observation he tries to estimate the
parameter 6 [C@ where © denotes the parameter space, i.e. the set of all admissi-
ble hypotheses (= possible parameters). Formally, a statistical decision problem
is described by a 5-tupel (0, Q,s, A, A) where A denotes the set of all possi-
ble alternatives the statistician can decide for, and Q denotes the observation
space. In our case the observations are the er-vectors (q(Dk), Qi...i+F—1(k))1=k=N

and thus Q = ({0,1}2°~1*F)N_ The parameter space © was defined in Sect.
5, and further A := ©. Applying a deterministic decision strategy T:Q - A
means that the statistician decides for T(®w) upon observation ®w. The loss func-
tion s:©@ x A - [0, 00), quantifies the “damage” of a wrong decision, i.e. if the
statistician decides for 8~ A although 8 @ was the correct parameter. For
our attack potential errors must be “punished” by the loss function with regard
to the e[ant which is necessary for their detection, localization and correction
(cf. Sect. 8). Clearly, s(8,8) =0 for all 6 A (correct decisions).

Optimal Decision Strategy. Let the a priori distribution n be defined as in
Sect. 5. Let Topt((Aggys Gi....i+F—1(k))1=k=n) := 8 the sum

1 1 1
$(8,89pe (Qi,....ivF—100 | dgoy)r=k=n N(B) (15)
o e

is minimal for "= 6"Then topc causes the minimal expected loss of all decision
strategies. That is, Topt is optimal among all decision strategies which estimate
T(i),..., T(i +f — 1) simultaneously.

Proof. After reorde['ﬁihe sums t@ipected loss for a deterministic decision
strategy T equals 0 ({01} 21+ oras(@, T(w))pe(w)n(8). The optimal deci-

Prob (q(Dk))lsksn . The last term is independent of 6 which proves the asser-
tion.
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Remark 4. (i) The optimal decision strategy may not be unique. As O is finite
it su [ced to consider deterministic decision strategies.

(i) The dilerkntiation of the error types, i.e. using dilerknt s(:,-)-values for
local-a, local-b and global errors, does not reduce the total number of errors but
reduces the number of global errors at the expense of the local ones which are
easier to detect, to localize and to correct.

(iii) The types T (1), T(2), ... determine d besides its most significant b-bit block.
The latter can be estimated using (12) (maximum likelihood estimator!).

8 Experimental Results

The er-values gy, - -, 431y aNd d1ky, dzqky, - - - depend on yeey, d, M, R and b
but not on implementation details (cf. Remark 1(i)). As GA b) further assumes
that the attacker can determine the er-values exactly (cf. Sect. 10) Alg. 1 was
emulated on a computer with pseudorandom moduli and pseudorandom bases
Y@y, - -+ Yony- Program output was Gy, - - -, G314 @Nd Q1gky, dagiy, - - - In the
first phase of the attack type estimators 1), ), ... for T(1), T(2),... were
derived using the optimal decision strategy from Sect. 7. For (b = 2,f = 1) we
used the loss function values s(‘S*,‘M;‘) = 1 (local-a error), s('S*,‘M;‘) = 1.5
(local-b error) and s(*M;*, ‘M") = 4.0 for j & t (global error). For (h =4, =1)
we defined s(*S*, ‘M;‘) := 1, s(‘S*,'M;*) = 1.5 and s(‘M;*, ‘M) = 8.0. For
f > 1 we used the loss function s¢((@1, ..., @), (W5 - -+, 0F)) == j—; S(Wj, Wf)-

Table 1. Average number of errors per 100 type estimators

local-a errors local-b errors  global errors

(b =2, M/R = 0.99, f=1, N = 250) 0.8 0.6 0.02
(b =2, M/R = 0.99, f=3, N = 200) 0.4 0.3 0.05
(b=2, M/R=0.7, f=1, N = 375) 0.6 0.6 0.05
(b=2 M/R=0.7, f=3, N = 300) 0.4 0.4 0.06
(b=4, M/R=0.7, f=1, N =500) 0.3 0.7 0.07
(b=4, M/R=0.7, f=1, N = 550) 0.2 05 0.05

In the second phase the local errors were localized which in particular en-
abled the immediate correction of the local-a errors. As described in Sect. 6
we interpreted the localization of the local errors as a decoding problem where
we searched for the code word(s) with minimal Hamming distance. Clearly, the
type estimation and the error correction are easiest for b = 2 as there exist the
fewest alternatives. In contrast, the detection and localization of local errors is
most di Cculit for b = 2 as the subsequences of consecutive squarings are shorter
than for b > 2. For b = 4 and w = 512, for example, (e.g., 1024-bit RSA using
the CRT; cf. Sect. 10) about 632 Montgomery multiplications are carried out in
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the computation phase. For (b = 4, M/R = 0.7, f = 1, N = 500) the attacker
makes about 1.9 local-a, 4.4 local-b and 0.4 global errors in average. From the
attacker’s point of view the case M/R = 0.99 is the most favourable one. If
M/R = 0.5 twice as many samples are needed to ensure similar success rates.
For fixed parameters b, M/R, f and N the probabilities for wrong estimators do
not depend on w = [Idg,(d) [L_IThe total number of errors (especially the global
ones) hence increases linear in w. In particular, the necessary minimal sample
size increases as log,(M) increases.

Finally, the local-b errors and possible global errors have to be corrected.
Therefore, the estimators which have been identified as local-b errors are re-
placed simultaneously by alternatives which had been ranked on positions 2 to
4 (behind the false estimator) in the type estimation phase, the most probable
combinations of candidates first. If no global errors have been made this ap-
proach leads to a quick success. In fact, simulations using the parameters from
Table 1 showed that for (f =1, b =2) and (f = 1, b = 4) the correct estimators
usually are on rank 2, resp. nearly always on rank 2 or 3. In particular, forb = 2
the local-b errors sometimes can be corrected in the first attempt if no global
errors have been made. If this procedure does not yield the searched exponent
d the attacker presumably has made a global error. He then just repeats the
steps from above, additionally changing one ‘Mj‘-estimator (= candidate for a
global error), beginning at the position with the “closest” decision in the esti-
mation phase. Provided that the local errors have been localized correctly this
strategy can correct one global error. (The correction of more than one global
error clearly is also possible but costly.)

Using the parameters from Table 1 for w =384 (asin [9]) and (b =2, f =1)
the attack was successful in about 90 per cent of the trials for both, M/R = 0.99
and M/R = 0.7. (To be precise, we did not actually carry out the final phase
of the attack. To save computation time we resigned on checking the particular
combinations of candidates by exponentiating a reference base y (cf. the first
paragraph of Sect. 6). In fact, an attack was viewed as successful if our program
could localize all local errors correctly and if at most one global error had been
made (cf. the previous paragraph).) For (b = 2, ¥ = 3) the success rate was 92
per cent. For (b =4, f =1) (with N =500, resp. N = 550) and w = 512 about
93 per cent of the trials, resp. more than 95 per cent of the trials were successful.
First simulations confirm that estimating f > 1 types simultaneously will also
reduce the necessary sample size for b = 4.

9 A Brief Comparison with the Original Attack

In [9] Walter and Thompson treat exclusively the case b = 2. Based on Eqi(k)
they first decide whether T (i) = ‘S* or T (i) 8 ‘S*. To distinguish between ‘M,
‘M,‘ and ‘M3‘ they use the subset A := {y(q | qZD(k) =1} P, --- . Yoot
and, additionally, a subset Ag Al The number of extra reductions (counted
over A or A, resp.) needed for the it Montgomery multiplication is plotted
for all i for which T (i) & ‘S* is assumed. In the most favourable case, i.e. for
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M/R = 0.99, for sample size N = 1000 these numbers fall into three more or
less separated subsets corresponding to ‘M;*, ‘My* and ‘M3", resp. (cf. [9], Figs.
2 and 3). (Implicitely, Walter and Thompson exploit that the random variables
W W} and Wi are negative correlated.) Walter and Thompson assume that
about 500 time measurements should also be su [cieht (cf. [9], Sect. 4). Using
the techniques from [9], however, this prognosis seems to be rather optimistic.
First of all, there are no clear-cut decision rules but decisions are made by eye.
Even for N = 1000 some global errors occur (cf. [9], Sect. 4) and for N = 500 the
situation will be considerably less comfortable. Finally, as the random variables
W-and WjDare independent if |i—j| > 1 the original attack cannot be transferred
toh>2.

10 Weakening the Assumptions and Generalizations

The general assumptions GA a)-e) are fulfilled, for example, if an RSA imple-
mentation uses the standard blinding technique against timing attacks described
in Remark 1(iii) but not the CRT. If the CRT is used, the ratios M/R and
(R?(mod M))/M are yet unknown. (Then M equals a particular prime factor
pi. As already pointed out in Sect. 6 it is su [cieht to determine d(mod (p1 —1))
or d(mod (p2—1)).) Let H temporarily denote the total number of Montgomery
multiplications in the computation phase. As the least significant block Dg of d
isnon-zero, T() =---=TM)=TH—-b)=---=T(H —1) ='S*, and further,
the second Montgomery multiplication in the initialization phase is a squaring,
too. As the probability for an extra reduction in a squaring equals M/3R the
attacker uses these (2b + 1)N squarings to estimate the ratio M/R. Similarly,
from the first Montgomery multiplication in the initialization phase an estimator
for (R?(mod M))/M can be derived. Compared with the scenario from the pre-
ceding sections, i.e. that M/R and (R?(mod M))/M are known, the additional
estimation steps cause a lower success rate for equal sample size N. For example,
using the parameter values from Table 1 the success rate for (b =2, M/R = 0.7,
f =1, N = 375), resp. for (h =4, M/R = 0.7, f =1, N = 500), reduces from
90 to 83 per cent, resp. from 93 to 87 per cent.

Ga a) assumes that the attacked device uses a particular table method. How-
ever, our method can be transferred to other table methods (cf. [5], Sect. 14.83
and 14.85) in an obvious manner. Our attack can also be applied if another
modular multiplication algorithm is used than Montgomery’s (e.g. a simple shift-
and-add algorithm) provided that the (random) time needed for a modular mul-
tiplication of a fixed factor with a random cofactor depends significantly on the
fixed factor. Similarly as in Sect. 4 the attacker interprets the times needed
by the multiplications in the |n|t|allzat|on and the coméz)utatlon phase as real-
izations of suitably defined random variables T, ... » Tob_q, Tesp., Tg, To,.... If
these random variables are continuously distributed (e.g. normally dlstrlbuted,
cf. [2]) the conditional probabilities Prob(W; = wj,..., Wj+rf—1 = Wijrf—1 |
W=wp...,Wp_, =ws_,) from Sect. 4 correspond to conditional probabil-
ity densities fF(Ti=ti,..., Tier—1 = tiwg—a | TO=t0 ..., Tp_, = t5_,) where
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to- ,tgj_l and ty, to, ... denote the times needed for the particular modular
multiplications. (Recall that for Montgomery’s algorithm g; 3 ¢+ g; cgr defines
a bijection between the er-values and the running times.)

Moreover, the attacker may only be able to derive inexact values fJDJ::
t + tErr;j and t—E t; + terri from the power trace instead of t; or tj, resp.,
possibly a consequence of countermeasures against power attacks. The attacker

then has to study the random variables T;+ Ty, ..., Tp_, + TS .o, and
T1 + Tere, T2 + Terrs2, ... instead of T47..., Tp_, and Ty, To,.... The general

approach yet remains unchanged.

11 Countermeasures

A standard blinding technique which prevents pure timing attacks is described
in Remark 1(iii). However, it neither prevents the optimized nor the original
attack from [9]. Walter and Thompson hence propose to apply another blinding
technique which was also discussed in [2]. Namely, the base y shall not be expo-
nentiated with the secret exponent d itself but with d~:= d+r@(M) where r is a
non-negative pseudorandom integer which is renewed after each exponentiation
and @(-) denotes the well-known Euler function. In fact, this violates assumption
GA d) but does not necessarily prevent our attack.

Assume, for example, that for e [cighcy reasons 0 < r < 24, If d”has w"
binary digits (0M7b3 1)b many squarings are carried out within the compu-
tation phase. The number #(dY of multiplications with table entries and hence
the total number of Montgomery multiplications, however, depend on d“rather
than on wt If two exponentiations require a di [efent number of Montgomery
multiplications the used exponents must be dilerknt. (Recall that the attacker
knows the total number of Montgomery multiplications within the computa-
tion phase.) Consequently, the attacker divides the sample y(), ...,y into
subsamples with respect to the number of Montgomery multiplications. Then
he attacks each subsample separately as described in the previous sections. If
there is a subsample which belongs to a unique exponent d this attack will be
successful.

The number #(d5 may be viewed as a realization of a normally distributed
random variable X with mean (W7b# 1)(1 — 27°) and variance (MW7b[F
1)(1 —27)27°, If 513 < w"< 516 (e.g. for 1024-bit RSA using the CRT and
d™> 2512) and b = 4, for example, we have Prob(X = 120) = 0.145, Prob(X =
119) = Prob(X = 121) = 0.135, Prob(X = 118) = Prob(X = 122) = 0.114,
Prob(X = 117) = Prob(X = 123) = 0.079, Prob(X = 116) = Prob(X = 124) =
0.051 etc. Hence it is likely that at least one subsample belongs to a unique
exponent dY (In particular, note that for d”= d not 512 but only 508 squarings
are necessary.) Although the e [ciehcy of our attack is reduced by factor 16 it is
still practically feasible. To prevent the attack the range of the pseudorandom
numbers should be chosen su [ciehtly large, e.g. r < 216, Additionally, a lower
bound for r may be chosen such that the number of squarings in the computation
phase is constant for all admissible r’s.
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12 Final Remarks

Using suitable stochastical methods the e [ciehy of the original attack intro-
duced by Walter and Thompson ([9]) was improved by factor 5 for 2-bit tables.
Unlike the original attack the optimized attack works and is also practically
feasible for b > 2. It can be adapted to other table methods, other modular mul-
tiplication algorithms and inexact timings in a straightforward manner. Finally,
for unsuitable parameters the countermeasures proposed in [9] were shown to be
insu [cieht.
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Abstract. This paper proposes a fast elliptic curve multiplication algo-
rithm applicable for any types of curves over finite fields Fp (p a prime),
based on [Mon87], together with criteria which make our algorithm re-
sistant against the side channel attacks (SCA). The algorithm improves
both on an addition chain and an addition formula in the scalar multi-
plication. Our addition chain requires no table look-up (or a very small
number of pre-computed points) and a prominent property is that it can
be implemented in parallel. The computing time for n-bit scalar mul-
tiplication is one ECDBL + (n — 1) ECADD:s in the parallel case and
(n — 1) ECDBLs + (n — 1) ECADDs in the single case. We also pro-
pose faster addition formulas which only use the x-coordinates of the
points. By combination of our addition chain and addition formulas, we
establish a faster scalar multiplication resistant against the SCA in both
single and parallel computation. The improvement of our scalar multi-
plications over the previous method is about 37% for two processors and
5.7% for a single processor. Our scalar multiplication is suitable for the
implementation on smart cards.

1 Introduction

In recent years, several elliptic-curve based cryptosystems (ECC) have been in-
cluded in many standards [ANSI/IEEE,NIST/|SEC/WAP]. The key length of ECC
is currently chosen smaller than those of the RSA and the ElGamal-type cryp-
tosystems. The small key size of ECC is suitable for implementing on low-power
mobile devices like smart cards, mobile phones and PDAs (Personal Digital As-
sistants, such as Palm and Pocket PC). Let E(K) be an elliptic curve over
a finite field K = F, (p a prime). The dominant computation of the encryp-
tion/decryption and the signature generation/verification of ECC is the scalar
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multiplication d [P, where P [EI(K) and d is an integer. It is usually computed
by combining an adding P +Q (ECADD) and a doubling 2 [P (ECDBL), where
P,Q [CH(K). Several algorithms have been proposed to enhance the running
time of the scalar multiplication [Gor98)CMOQ98]. The choice of the coordinate
system and the addition chain is the most important factor. A standard way in
[IEEE] is to use the Jacobian coordinate system and the addition-subtraction
chain. Some e [cieht addition chains use a table look-up method. It is useful for
software implementation but not for smart cards because the cost of the memory
spaces is expensive and an 1/0 interface to read the table is relatively slow.

This paper proposes a fast multiplication which is applicable for any type of
elliptic curves over finite fields K = [, (p a prime). The algorithm improves both
the addition chain and the addition formula in the scalar multiplication. Our
addition chain requires no table look-up (or a very small table) and a prominent
property of our addition chain is that it can be implemented in paraIIeI The
latency of the scalar multiplication is the computation time of one ECDBL +
(n — 1) ECADDs. The improvement from the method in [IEEE] is the time of
(n—2) ECDBLs —(2n +2)/3 ECADDs. Moreover, our proposed addition chain
computes the scalar multiplication after one ECDBL + (n—1) ECADDs exactly,
although the expected time of the binary method is only estimated on average.

The side channel attacks (SCA) allow an adversary to reveal the secret key
in the cryptographic device by observing the side channel information such as
the computing time and the power consumption [Koc96KJJ99]. An adversary
does not have to break the physical devise to obtain the secret key. It is a seri-
ous attack especially against mobile devices like smart cards. The simple power
analysis (SPA) only uses a single observed information, while the dilerkntial
power analysis (DPA) uses a lot of observed information together with statis-
tic tools. There are two approaches to resist the SPA. The first one uses the
indistinguishable addition and doubling in the scalar multiplication [CJO01]. In
the case of prime fields, Hesse and Jacobi form elliptic curves achieve the indis-
tinguishability by using the same formula for both an addition and a doubling
[LSO0T/JQ01]. Because of the specialty of these curves, they are not compatible to
the standardized curves in [ANSITEEE/SEC]. The second one uses the add-and-
double-always method to mask the scalar dependency. The Coron’s algorithm
[Cor99] and the Montgomery form JOKSOO] are in this category. To resist the
DPA, some randomizations are needed [Cor99] and an SPA-resistant scheme
can be converted to be a DPA-resistant scheme [Cor99,JT01]. The cost of the
conversion is relatively cheap comparing with the scalar multiplication itself.

In this paper, we discuss a criteria, which makes our algorithms to be resis-
tant against the SCA by comparing the Coron’s algorithm. Moreover, We also
propose addition formulas which only use the x-coordinates of the points. The
computations of the ECADD and the ECDBL require 9M + 3S and 6M + 3S,
where M, S are the times for a multiplication and a squaring in the definition
field F,. By combination of our addition chain and addition formulas, we estab-

1 Recently, Smart proposed a fast implementation over a SIMD type processor, which
allows to compute several operations in the definition field in parallel [Sma01].
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lish a faster scalar multiplication algorithm resistant against the SCA in both
single and parallel computations. The improvement of our scalar multiplication
over the previously fastest method is about 37% for two processors and 5.7% for
a single processor.

2 Elliptic Curves and Scalar Multiplications

In this paper we assume that K = [F, (p > 3) be a finite field with p elements.
Elliptic curves over K can be represented by the equation

E(K) :={(x,y) K xK]|y? =x®+ax+b (a,b [K, 4a>+27b E 0)} COl (1)

where O is the point of infinity. Every elliptic curve is isomorphic to a curve
of this form, and we call it the Weierstrass form. An elliptic curve E(K) has
an additive group structure. Let P; = (X1,Y1), P2 = (X2,Y2) be two elements of
E (K) that are di[erknt from O and satisfy P, 8 +P;. Then the sum P; + P, =
(X3, Yy3) is defined as follows:

X3 =N — X1 — Xz, Y3 =A(X1—X3) V1, @3]

where A = (y2 — y1)/(X2 — X1) for P1 8 P,, and A = (3x3 + a)/(2y;) for
P1 = P,. We call Py + P,(P; & P5) the elliptic curve addition (ECADD) and
P1+P2(Py = Py), that is 2 [P}, the elliptic curve doubling (ECDBL). Let d be an
integer and P be a point on the elliptic curve E(K). The scalar multiplication
is to compute the point d [R. There are three types of enhancements of the
scalar multiplication. The first one is to represent the elliptic curve E(K) with
a di[erknt coordinate system, whose scalar multiplication is more e [cieht. For
examples, a projective coordinate and a class of Jacobian coordinate has been
studied [CMO98]. The second one is to use an e [cieht addition chain. The
addition-subtraction chain is an example [MO90]. We can also apply the addition
chains developed for the EIGamal cryptosystem over finite fields [Gor98]. The
third one is to use a special type of curve such as the Montgomery form elliptic
curve [OS0Q], or the Hesse form [JQO01/Sma01].

Coordinate System: There are several ways to represent a point on an elliptic
curve. The costs of computing an ECADD and an ECDBL depend on the rep-
resentation of the coordinate system. The detailed description of the coordinate
systems is given in [CMO98|. The major coordinate systems are as follows: the
a [nelcoordinate system (A), the projective coordinate system (P), the Jaco-
bian coordinate system (J), the Chudonovsky coordinate system (J ©), and the
modified Jacobian coordinate system (J™). We summarize the costs in Table
[0l where M, S, | denotes the computation time of a multiplication, a squaring,
and an inverse in the definition field K, respectively. The speed of ECADD or
ECDBL can be enhanced when the third coordinate is Z = 1 or the coe [cieht
of the definition equation is a = —3.
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Table 1. Computing times of an addition (ECADD) and a doubling (ECDBL)

Coordinate ECADD ECDBL
System z81 Z=1 | ag-3 | a=-3
A 2M + 1S + 11 — 2M +2S + 11

P 12M +2S | 9M +2S | 7TM +5S | TM + 3S
J 12M +4S | 8M +3S | 4M +6S | 4M + 4S
Jc¢ 11IM +3S | 8M +3S | 5M +6S | 5M + 4S

Jgm 13M +6S | 9M +5S 4M + 4S

Addition Chain: Let d be an n-bit integer and P be a point of the elliptic
curve E(K). A standard way for computing the scalar multiplication d [R is to
use the binary expression of d = dp—12""1 + dy—2""2 + ... + d;2 + do, where
dh—1 =1land d;j = 0,1 (n =0,1,...,n—2). Then Algorithm 1 and Algorithm
2 compute d [R e [ciehtly. We call these methods the binary methods (or the
add-and-double methods). On average they require (n—1) ECDBLs + (n—1)/2
ECADDs. Because computing the inverse —P of P is essentially free, we can relax
the binary coe [cieht to a signed binary d; = —1,0,1 (i =0,1,...,n —1), which
is called the addition-subtraction chain. The NAF o[erk a way to construct the
addition-subtraction chain, which requires (h—1) ECDBLs + (h—1)/3 ECADDs
on average [IEEE].

INPUT d, P, (n)

QUTPUT dxP

1: Q[0] =P 1: Q[o] =P, Q[1] =0

2: for i=n-2 down to O 2: for i=0 to n-1

3: Q[o] = ECDBL(Q[0]) 3: if df[il==

4: if d[i]==1 4 Q1] = ECADD(Q[1],Q[0])
5: Q[0] = ECADD(Q[O],P) | 5 Q[0] = ECDBL(Q[0])

6: return Q[O] 6: return Q[1]

Algorithm 1 (leftside): Binary method from the most significant bit
Algorithm 2 (rightside): Binary method from the least significant bit

The other enhancement technique is to utilize pre-computed tables. The
Brickell’s method and the sliding windows methods are two of the standard algo-
rithms [BSS99]. These algorithms have been developed for the e [cieht modular
multiplications over finite fields. We can refer to the nice survey paper [Gor98].
In this paper we are interested in e LCcieht algorithms without table look-up (or
with a very small pre-computed table). Our goal is to propose an e [cieht algo-
rithm that is suitable for smart cards, and the pre-computed table sometimes
hinders to achieve the high e [ciehcy because the memory spaces are expensive
and an 1/0 interface to read the table is relatively slow.

Special Elliptic Curves: With a special class of elliptic curves, we can enhance
the speed of a scalar multiplication. Okeya and Sakurai proposed to use the
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Montgomery form [OS00]. The addition formula of the Montgomery form is
much simpler than that of the Weierstrass form, and its scalar multiplication
is also faster. However every Montgomery form cannot be generally converted
to the Weierstrass form, because the order of the Montgomery form curves is
always divisible by 4.

ECC has been standardized in several organizations like ANSI, IEEE, SEC,
NIST, WAP. In all standards, the curves are defined by the Weierstrass form over
Fp or Fom, where p is a prime number or m is an integer. The example curves
over [F, cannot be represented by the Montgomery form. Indeed, all curves in
[NISTJANSI] and all curves defined over a prime field with larger than 160-bit
prime in [IEEE] are not compatible.

3 Side Channel Attacks to ECC

The side channel attacks (SCA) are serious attacks against mobile devices such
as smart cards, mobile phones and PDAs. An adversary can obtain a secret
key from a cryptographic device without breaking its physical protection. We
can achieve the attack by analyzing side channel information, i.e., computing
time, or power consumption of the devices. The timing attack (TA) and the
power analysis attack are examples of the SCA [Koc96/K.JJ99]. The simple power
analysis (SPA) only uses a single observed information, and the di Cerential power
analysis (DPA) uses a lot of observed information together with statistic tools.
As the TA can be regarded as a class of the SPA, we are only concerned with
the SPA and the DPA in this paper.

Countermeasures against SPA: The binary methods of Algorithm 1 and 2
compute ECADDs when the bit of the secret key d is 1. Therefore we can easily
detect the bit information of d by the SPA.

INPUT d, P, (n)

OUTPUT d*P

1: Qo] =P 1: Qo] =P, Q1] =0

2: for i=n-2 down to O 2: for i=0 to n-1

3: Q[0] = ECDBL(Q[0]) 3 Q[2] = EcADD(Q[0],Q[1])
4: Q[1] = ECADD(Q[0],P) 4: Q[0] = ECDBL(Q[0])

5: Q[0] = Qld[il] 5 Q1] = Q1+d[il]

6: return Q[O] 6: return Q[1]

Algorithm 1’ (leftside): Add-and-double-always method from the most
significant bit (SPA-resistant)
Algorithm 2’ (rightside): Add-and-double-always method from the least
significant bit (SPA-resistant)

Coron proposed a simple countermeasure against the SPA by modifying the
binary methods (Algorithm 1°, 2’) [Cor99]. These algorithms are referred as the
add-and-double-always methods. In both algorithms, Step 3 and 4 compute both
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an ECDBL and an ECADD in every bits. Thus an adversary cannot guess the
bit information of d by the SPA. A drawback of this method is their e Lciehcy.
Algorithm 1’ requires (n — 1) ECADDs + (n — 1) ECDBLs and Algorithm 2’
requires n ECADDs + n ECDBLs.

Note that in Algorithm 1’ and 2, there are no computational advantage even
if we use the NAF because we have to compute both ECADD and ECDBL for
each bit.

Mbdller proposed an SPA-resistant algorithm which is a combination of Algo-
rithm 1’ and the window method [MoeO1]. However, his method requires extra
table look-up (at least three elliptic curve points).

Another countermeasure is to establish the indistinguishability between an
ECADD and an ECDBL. Joye, Quisquater and Smart proposed to use the Ja-
cobi and Hesse form elliptic curves, which use the same mathematical formulas
for both an ECADD and an ECDBL [JQ01)Sma01l]. As we discussed above, a
drawback of this approach is that the Jacobi and Hesse form are special types
of elliptic curves and they cannot be used for the standard Weierstrass form.

SPA-Resistance to DPA-Resistance: Even if a scheme is SPA-resistant, it
is not always DPA-resistant, because the DPA uses not only a simple power trace
but also a statistic analysis, which has been captured by several executions of the
SPA. Coron pointed out that some parameters of ECC must be randomized in
order to be DPA-resistant [Cor99]. By the randomization we are able to enhance
an SPA-resistant scheme to be DPA-resistant.

Coron also proposed three countermeasures, but Okeya and Sakurai showed
the bias in his 1st and 2nd countermeasures. They asserted that Coron’s 3rd
method is secure against the DPA [OS00]. The key idea of Coron’s 3rd counter-
measure for the projective coordinate is as follows. Note that in the projective
coordinate, we require 1 inversion and 2 multiplications in the definition fields to
pull back from the projective point (Xq : Yq : Zg) to the a [nelpoint (Xq, Yq). Let
P =(X:Y :2Z) be a base point in a projective coordinate. Then (X : Y : Z)
equalsto (rX : rY :rZ) forall r CK. If we randomize a base point with r before
starting the scalar multiplication, the side information for the statistic analysis
will be randomized. This countermeasure requires only three multiplications be-
fore the scalar multiplication, and no extra cost after the scalar multiplication.

The other enhancement method against the DPA was proposed by Joye-
Tymen [JTO01]. This countermeasure uses an isomorphism of an elliptic curve.
The base point P = (X : Y : Z) and the definition parameters a,b of an el-
liptic curve can be randomized in its isomorphic classes like (r’2X : r3Y : Z)
and r“a, r®b, respectively. Let (XJ': Y47: Z5) be the point after computing the
scalar multiplication. The point (Xq, Yq) is pulled back to the original curve by
computing r=2Xand r—3Y . This method requires 3 squaring and 5 multiplica-
tions for the randomizing the point P, and 1 squaring, 3 multiplications, and 1
inversion for pulling back to the original curve. Joye-Tymen method can choose
the Z-coordinate equal to 1 during the computation of the scalar multiplication
and it improves the e [ciehcy of the scalar multiplication in some cases.
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4 Our Proposed Algorithm

We explain our proposed algorithm for the scalar multiplication in the following.
The algorithm improved on the addition chain and the addition formula. Both
improvements are based on the scalar multiplication by Montgomery [Mon87].
However, we firstly point out that the addition chain is applicable for not only
Montgomery form curves but any type of curves. We enhance it to be suitable for
implementation and study the security against the SPA compared with Coron’s
SPA-resistant algorithm (Algorithm 1%). We also establish the addition formulas,
which only use the x-coordinate of the points, for the Weierstrass form curves.

4.1 Addition Chain

We describe our proposed addition chain in the following:

INPUT d, P, (n)
OUTPUT d*P
1: Q0] = P, Q1] = 2xP

2: for i=n-2 down to O

3:  Q[2] = ECDBL(Q[4[il])
4: Q[1] = ECADD(Q[0],Q[11)
5: Q[0o] = Q[2-d4[i]l]

6: Q[1] = Q[1+d[i]]

7: return Q[O0]

Algorithm 3: Our proposed addition chain (SPA resistant)

For each bit d[i], we compute Q[2] = ECDBL (Q[d[i]]) in Step 3 and Q[1] =
ECADD(QI0], Q[1]) in Step 4. Then the values are assigned Q[0] = Q[2], Q[1] =
Q[1] if d[i] = 0 and Q[0] = Q[1], Q[1] = Q[2] if d[i] = 1. We prove the correctness
of our proposed algorithm in the following.

Theorem 1. Algorithm 3, on input a point P and an integer d > 2, outputs the
correct value of the scalar multiplication d [RH.

Proof. When we write Q[0], Q[1], it means that Q[0] in Step 5 and Q[1] in Step
6 of Algorithm 3 in the following. The loop of Step 2 generates a sequence

(QI0], Q[1n-2, (QI0], Q[ Dn~—a. ... (Q[0]., Q[1])1. (QI0]. Q[1])o. ©)

from the bit sequence d[n — 2],d[n — 3],...,d[1], d[0]. At first we prove Q[1] =
Q[0]+ P for each (Q[0], Q[1Di,i =0,1,..,n—2, by the induction for the number
of the sequence. For n = 2 we have only one loop in Step 3 and we have two
cases d[0] = 0 or 1. Then we obtain Q[0] = 2 [H, Q[1] = 3 [RA for d[0] = 0, and
Q[0] = 3 R, Q[1] = 4 [A for d[0] = 1. The fact Q[1] = Q[0] + P is correct for
n = 2. Next, we assume that Q[1] = Q[0] + P up to n = k. In this case we have
R[1] = R[0] + P, where (Q[0], Q[1])1 = (R[0], R[1]). For n = k + 1 we also have
two cases d[0] = 0 or 1. Then we obtain Q[0] = 2 [R[0], Q[1] = 2 [R[0] + P for
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d[0] =0, and Q[0] = 2 [(R[0] + P, Q[1] = 2 [R[0] + 2 [B for d[0] = 1. The fact
Q[1] = Q[0] + P is correct for n = k + 1. Thus we proved that Q[1] = Q[0] + P
for each (Q[0], Q[1]i,i=0,1,..,n—2.

Next, we prove that Q0] is equivalent to Q[0] in Step 4 of Algorithm 1 (Q[0]
in Step 5 of Algorithm 2) for each loop of d[i], (i = 0,1,..,n — 2). In each loop
of d[i], for given Q[0], Q[1], the new Q[0] is computed as follows: ECDBL(QI0])
for d[i] = 0 and ECADD(QI0], Q[1]) = Q0] + (Q[0] + P) = 2 [Q[0] + P =
ECADD(ECDBL(QI[0]), P) for d[i] = 1. On the other hand, in each loop of d[i] in
Algorithm 1, for given Q[0], the new Q[0] is computed as follows: ECDBL(QI[0])
for d[i] = 0 and ECADD(ECDBL(QI0]),P) for d[i] = 1. They are completely
the same computations. Thus we can conclude that the output d (R is correct.

Algorithm 3 requires one ECDBL in the initial Step 1, and (n — 1) ECDBLs
and (n — 1) ECADD:s in the loop. The computation time of the loop is same as
that of Algorithm 1’.

Remark 1. Algorithm 3 does not depend on the representation of elliptic curves,
and it is applicable to execute a modular exponentiation in any abelian group.
Therefore the RSA cryptosystem, the DSA, the EIGamal cryptosystem can use
our proposed algorithm.

Parallel Computation: First, note that ECADD and ECDBL of each loop
of Algorithm 2’ can be computed in parallel. Algorithm 2’ then requires only n
ECADDs with two processors. However, Algorithm 1’ cannot be parallelized in
this sense, because its loop is constructed from the most significant bit, and the
output of ECADD requires the output of ECDBL in each loop. The addition
chain of Algorithm 3 is also constructed from the most significant bit, but we
can compute the loop of Algorithm 3 in parallel.

Initizl walne T, 2P

Iritial wale P |

(e oo

Q=2+ Q00

@ Q=0+

Q[0]=0M[]

=00+

Fig. 1. Algorithm 1’ (left), the parallel implementation of Algorithm 3 (right)
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In the right side of Figure I we show an architecture of the parallel compu-
tation of the loop of Algorithm 3. It has two registers: Register 1 and Register
2, which are initially assigned Q[0] = P and Q[1] = 2 [R, respectively. In
Step 3, we choose the value Q[d[i]] based on the bit information d[i], then com-
pute ECDBL(QId[i]]) from Q[d[i]]. In Step 4, we compute ECADD(QI0], Q[1])
from the value Q[0] in Register 1 and Q1] in Register 2. In both Step 3 and
Step 4, they do not need the output from Step 3 nor Step 4, and they are
excused independently. After finishing to compute both ECDBL(QId[i]]) and
ECADD(QI0], Q[1]), we assign the values in Register 1 and Register 2 based
on the bit d[i]. If d[i] = 0, we assign the ECDBL(Q[d[i]]) in Register 1 and the
ECADD(QI0], Q[1]) in Register 2. If d[i] = 1, we swap the two variables, then we
assign the ECADD(QI0], Q[1]) in Register 1 and the ECDBL(Q[d[i]]) in Register
1.

In general the computation of an ECADD is slower than that of an ECDBL,
so that the latency of the loop in Algorithm 3 depends on the running time
of ECADDs. Thus the total running time of Algorithm 3 is one ECDBL and
(n — 1) ECADDs, where n is the bit-length of d. Algorithm 1’ always requires
(n—1) ECDBLs and (n — 1) ECADDs. The improvement of Algorithm 3 from
Algorithm 1’ is (n — 1) ECDBLs.

Security Consideration: We discuss the security of Algorithm 3 against the
SCA. Algorithm 1’ is commonly believed secure against the SPA [OS00]. The
relation between Algorithm 1’ and Algorithm 3 is as follows.

Theorem 2. Algorithm 3 is as secure as Algorithm 1’ against the SPA, if we
use a computing architecture whose swapping power of two variables is negligible.

Proof. The dilerknces between Algorithm 1’ and Algorithm 3 are Step 5 and
Step 6 in Algorithm 3. In the steps, if d[i] = 0, we assign the Q[0] = Q[2] and
QI[1] = Q[1], otherwise, we assign Q[0] = Q[1] and Q[1] = Q[2]. We can modify
the steps as follows:

S1: If d[i] = 1 then SWAP(Q[2]1,Q[1]1)
S2: Qo] = Q[2]
83: Q1] = Q[1]

SWAP is a function to swap two variables. Only Step S1 depends on d[i]. If the
power to execute SWAP is negligible, Algorithm 3 is as secure as Algorithm 1’
against the SPA.

Next, an SPA-resistant scheme can be converted to a DPA-resistant scheme
using Coron’s 3rd or the Joye-Tymen’s countermeasure as we discussed in the
previous section. Thus, we have the following corollary.

Corollary 1. Algorithm 3 with Coron’s 3rd or Joye-Tymen’s countermeasure is
as secure as Algorithm 1’ against the DPA, if we use a computing architecture
whose swapping power of two variables is negligible.
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It is possible to implement the swapping of two variables in hardware using
a few logic gates. Its power is usually negligible. In software we can implement it
just to swap two pointer assignments. The swapping of the pointer assignments
in software can be executed in several clocks, whose time or power trace is
negligible. Therefore, our proposed method is secure against the DPA in many
computing environments.

4-Parallel Computation: When a table of pre-computed points is allowed to
be used, we can construct a scalar multiplication, which can be computed in
parallel with more than two processors. There are several scalar multiplications
using a pre-computed table [Gor98]. In this paper we are interested in a scalar
multiplication with a very small table. The method that uses a very small table is
proposed by Lim-Lee [LL94]. The simplest case of the Lim-Lee algorithm requires
only one pre-computed value and its improvement over the binary method is 7/12
on average. We review it in the following. Let d = dp—12"" 1 +d—2" 2+ ... +
d12 + dg be the binary representation of d with d,—; = 1. Let k = [A/2[1The
exponent d is represented as

d = 2%(F[K]2%+F[k—1]2K"1+...+F[0]2°) + (e[K]2X +e[k—1]2K 1 +...+€[0]2°), (4)

where e[i] = d[i], f[i]=d[i+ k] fori =0,1,....k =1, f[lﬁiel[k] =0 for even n,
and f[k] = 1, e[k] = 0 for odd n. Then we obtain d [Pl = i20(2‘) [(a[i] (PI+f[i] ]
((2%) [R)) and d [A can be computed like in the binary method. This method
pre-computes the point (2) [A and it is applied for only scalar exponentiations
of the fixed based P. We modify the Lim-Lee method to be able to compute
in parallel and to be secure against the SPA. The proposed algorithm carries 4
auxiliary variables Q[0][0], Q[0][1], Q[1][C], Q[O][1], which are related with

QI0][1] = Q[0][0]+P, Q[1][0] = Q[0][0]+2" [P} Q[1][1] = Q[0][0]+P +2 [P} (5)

The proposed algorithm is as follows:

INPUT d, P, (2°k)*P, (k, b (= n+1 mod 2))
OUTPUT dx*P

: Q[0 = (2°k)*P, Q[1] = (2"k)*P + P
Qo] [0] = Qlelk-Db]]

Qlol[1] = Q[ol[0] + P
Q[11[0] = Q[0][0] + (2°k)*P
QL11[1] = QL[0I[0] + P + (2°k)*P

for i = k-1-b down to O

QLf[i]+0] [e[i]+0] ECDBL(Q[£f[i]]1[e[i]11)

QLf[i]+0] [e[i]+1] = ECADD(Q[f[i]][e[i]],Q[f[il+0] [e[i]+1])
9: QLf[i]+1] [e[i1+0] = ECADD(QL[f[il][el[i]],Q[f[il+1][e[i]1+0]1)
10:  QUf[il+11[elil+1] = ECADD(Q[£f[il1[e[il],Q[£[i]1+1] [e[i]+1])
11: return Q[0][0]

00 ~NO U WN -
o on

Algorithm 4: Our proposed addition chain Il (SPA resistant)
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Due to space limitations, we omit the proof of the correctness of Algorithm 4.
When we compute from Step 7 to Step 10 in parallel, the latency of each loop is
the time for computing ECADDs. The total number of loops is at most n/2 — 1,
where n is the bit-length of d. Therefore Algorithm 4 can be computed at most
(n/2+3) ECADDs with 4 processors. It is about two times faster than Algorithm
3. Moreover, the security against the SPA can be discussed in the same way like
Theorem 1 for Algorithm 3. If we use a computing architecture whose swapping
powers of four variables are negligible, then Algorithm 4 is secure against the
SPA. It is possible to apply Coron’s 3rd or Joye-Tymen’s countermeasure to
make Algorithm 4 secure against the DPA.

4.2 Addition Formula

Let E be an elliptic curve defined by the standard Weierstrass form (1) and
P1 = (X1,¥1), P2 = (X2,¥2), Ps = P1 + P2 = (X3,y3) be points on E(K).
Moreover, let PJ'=P; — P, = (x5 y5). Then we obtain the following relations:

—a)? — 4b(Xy + Xp) 2(Xq + X2)(X1Xo + Q) + 4b
X .XD: (X1X2 a) , X +XD: . (6
37 (X1 — X2)? s (X1 — X2)? ©)
On the other hand, letting P, = 2 [B; = (X4, Y4) leads to the relation
2 \2 _
s = (X —a)* —8bxy 0

40 +ax; +b)

Thus the x-coordinates of both P3; and P4 can be computed just form the x-
coordinates of the points Py, P,, P4 We call this method the multiplicative (ad-
ditive) x-coordinate-only method. The x-coordinate-only methods for a scalar
multiplication were originally introduced by Montgomery [Mon87]. However, his
main interest was to find a special form of elliptic curves on which the computing
times are optimal. The additive method was not discussed in his paper.

When we use the x-coordinate-only methods, we need the di[erknce of two
points P{’= P; — P,. This may be a problem in general, but not in Algorithm
3. In each loop of Algorithm 3, the two points (Q[0], Q[1]) are simultaneously
computed and they satisfy the equation Q[1]—Q[0] = P, where P is a base point
of the scalar multiplication. Similarly, in each loop of Algorithm 4, the di [erknces
of the points for computing an ECADD are known by equation (). Therefore,
we can assume that the dilerence P, — P; for input values of ECADD(P4, P2)
of Algorithm 3 (or Algorithm 4) are always known. On the contrary, in order to
know that of Algorithm 2’ we need extra computation. The x-coordinate-only
methods for Algorithm 2’ have no computational advantage.

When we apply the x-coordinate-only methods to Algorithm 3 (or Algo-
rithm 4), the output is only the x-coordinate of d . This is enough for
some cryptographic applications such as a key exchange scheme and an en-
cryption/decryption scheme [SEC]|. But other applications also require the y-
coordinate of d [P in the verification of a signature scheme [SEC]. However, the
y-coordinate of d [R is easily obtained in the following way: The final values of
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QI[0], Q[1] in Algorithm 3 (or Algorithm 4) are related by Q[1] = Q[0] + P. Let
P = (X1,Y1), Q[0] = (X2,¥2), Q[1] = (X3, Y3). Here known values are X, Y1, X2, X3
and the target is y,. Using a standard addition formula (2), we obtain the
equation y, = (2y1)71(yZ + X3 + axz + b — (X1 — X2)?(X1 + Xz + X3)). This
y-recovering technique was originally introduced by Agnew et al. for curves over
Fom [AMV93]. The computing time for y-recovering is 16M + 4S + 11.

In the implementation of the x-coordinate-only methods, the projective co-
ordinate system olerk a faster computation. In this system, equations (&) and
(@ turn to be

X3 _ §(X1Xz —aZ1Z,)? — 4Z1Z,(X1Z, + XpZ1)

3 , 8
Z; X (X122 — X32Z1)? ®)
X3 _ 2(X1Zp + XoZ1) (X1 Xz +aZ17Z5) + 407373 X3 )
Z3 (X122 — X32Z1)? zy

Xa (X2 —az2)? —8bX,Z3 (10)

Zs  AOKZi(XZ+az2) +bzdy

The computing times for (8),(@),[0) are ECADDSY = 9M + 2S, ECADDS? =
10M + 2S, ECDBL® = 6M + 3S. If Z{’= 1, the computing times deduce to

ECADDS:ZZ%D = ECADDSE)ZE__D = 8M + 2S. The concrete algorithms to compute

@D, @), (@) are listed in the appendix.

5 Comparison

In this section, we compare the computing times of a scalar multiplication re-
sistant against the SCA. As a result, we show that our proposed algorithm
establishes a faster scalar multiplication. The improvement of our scalar multi-
plication over the previously fastest method is about 37% for two processors and
5.7% for a single processor.

Estimation: We compare the computing times of a scalar multiplication with
Algorithm 1’, 2’, and 3 using dilerent coordinate systems. All algorithms are
assumed to be DPA-resistant using Coron’s 3rd countermeasure or Joye-Tymen’s
countermeasure, which are described in Section[3 We estimate the total times to
output a scalar multiplication d [P = (Xg, Yq) On input d, P = (X, y) and elliptic
curve information (a, b, p). The times are given in terms of the numbers of the
arithmetic in the definition field, i.e., the multiplication M, the squaring S, and
the inverse |. Note that one inversion is always required in order to convert a
point from the projective coordinates to the a Chekoordinates. In the estimation,

2 A similar discussion for y-recovering on Montgomery form is found in [OS01]. How-
ever, Algorithm 2 and Algorithm 4 in [OS01] doesn’t output the expected values. The
formulas for them must be X% = 4ByXg+1Zd+1Z4Xd, Y4 = Z3,,U% — X3, ,V 2,
Z58¢ = 4AByXy+1Z4+1Z3 and y-recovering needs only 13M + 11, which is faster than
Algorithm 3 in [OS01].
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we include the times for randomization by Coron’s 3rd countermeasure or Joye-
Tymen’s countermeasure, and the times for recovering the y-coordinate in the
x-coordinate-only method are also included. [ In the estimation, we also give the
estimated running time for a 160-bit scalar. The last numbers in the brackets
are the estimation for 1S = 0.8M, 11 = 30M [OS01].

Single Case: In Table [2, we summarize the estimated running time using a
single processor. Algorithm 3/Joye-Tymen with the x-coordinate-only methods
is the fastest of all scalar multiplications (2929.0M). The previously fastest al-
gorithm was Algorithm 1'/Joye-Tymen with the Jacobian coordinate system J
(3095.0M). The improvement of the proposed algorithm over it is about 5.7%.

Table 2. Computing times of a scalar multiplication (a single processor)

Addition Computing Time
formula Total n = 160
Algorithm 1’ P (A9n —15)M + (7n —7)S + 11 | 3025M + 1113S + 11 (3945.4M)
/Coron 3rd J (16n — 10)M + (10n — 8)S + 11 | 2550M + 1592S + 11 (3853.6M)
Jc¢ (16n — 10)M + (9n — 7)S + 11 | 2550M + 1433S + 11 (3726.4M)
am (17n — 10)M + (10n — 7)S + 11 | 2710M + 1593S + 11 (4014.4M)
Algorithm 1’ P (16N — 7)M + (7n — 4)S + 11 2553M + 1116S + 11 (3475.8M)
/Joye-Tymen J (12n — 3)M + (9n — 5)S + 11 1917M + 1435S + 11 (3095.0M)
ac¢ (13n — 4)M + (9n — 5)S + 11 2076M + 1435S + 11 (3254.0M)
Jm (13n —4)M + (9n —5)S + 11 2076M + 1435S + 11 (3254.0M)
Algorithm 2’ P (19n + 4)M + 7nS + 11 3085M + 1120S + 11 (4011.0M)
/Coron 3rd J (16n + 6)M + (10n + 2)S + 11 2566M + 1602s + 11 (3877.6M)
ac (16n + 16)M + (9n + 2)S + 11 2566M + 1442S + 11 (3749.6M)
Jgm (A7n +7)M + (10n + 3)S + 11 2727M + 1603S + 11 (4039.4M)
Algorithm 2’ P (19n + 9)M + (7n + 3)S + 11 3049M + 1123S + 11 (3977.4M)
/Joye-Tymen J (16n + 9)M + (10n + 4)S + 11 2569M + 1604S + 11 (3882.2M)
Jc¢ (16n + 9)M + (9n + 4)S + 11 2569M + 1444S + 11 (3754.2M)
am (13n + 9)M + (9n + 4)S + 11 2089M + 1444S + 11 (3274.2M)
Algorithm 3 P (19n — 8)M + (7n — 2)S + 11 3032M + 1118S + 11 (3956.4M)
/Coron 3rd J (16n — 6)M + (10n — 2)S + 11 | 2554M + 1598S + 11 (3862.4M)
aJc¢ (16n — 5)M + (9n — 1)S + 11 2555M + 1439S + 11 (3736.2M)
Jm (17n — 6)M + (10n — 3)S + 11 2714M + 1597S + 11 (4021.6M)
x (mul) | (15n +8)M + (5n + 2)S + 11 |2408M + 8028 + 1I (3079.6 M)
x (add) | (16n +7)M + (5n + 2)S + 11 |2567M + 802S + 1I (3238.6 M)
Algorithm 3 P (19n —4)M + 7nS + 11 3036M + 1120S + 11 (3962.0M)
/Joye-Tymen J (16n — 4)M + (10n — 1)S + 11 2556M + 1599S + 11 (3865.2M)
Jc¢ (16n — 3)M + 9nM + 11 2557M + 1440S + 11 (3739.0M)
am (17n —5)M + (10n — 3)S + 11 | 2715M + 1597S + 11 (4022.6M)
z (mul) | (14n + 15)M + (5n + 5)S + 1I|2255M + 805S + 1I (2929.0M)
x (add) | (14n + 15) M + (5n + 5)S + 11|2255M + 805S + 1I (2929.0M)

3 These algorithms may contain several inversions, but we can compute them by
only one inversion and several multiplications instead. For example, we estimate
two inversions X1, y~! [T}, as the cost for computing z = (xy)™*, x™* = zy and
y 1 = zx, that is, one inversion and three multiplications.
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In order to demonstrate the e [ciehcy of our algorithm, we implemented our
proposed algorithm and the previously fastest algorithm on a Celeron 500 MHz
using the LiDIA library [LiDIA]. It should be emphasized here that our imple-
mentation was not optimized for cryptographic purposes — it is only intended
to provide a comparison. The improvement is about 10%. The results are as
follows:

Table 3. Computing times on a Celeron 500 MHz using LiDIA (a single processor)

25.5 ms
23.1 ms

Previously fastest scheme | Algorithm 1’/Joye-Tymen (J)

Algorithm 3 /Joye-Tymen (X)

Proposed scheme

Parallel Case: In Table[d, we summarize the estimated running time using
two parallel processors. Algorithm 1’ cannot be computed in parallel and Algo-
rithm 2’ has no computational advantage to use the x-coordinate-only methods.
Therefore, the previously fastest algorithm was Algorithm 2’/Coron’s 3rd with
the Chudonovsky coordinate system J < (2181.6M). Algorithm 3/Joye-Tymen
with x-coordinate-only methods provides the fastest multiplication (1593.4M).

The improvement of the proposed algorithm over it is about 37%.

Table 4. Computing times of a scalar multiplication (two parallel processors)

Addition Computing Time
formula Total n = 160
Algorithm 2’ P (12n + 4)M + 2nS + 11 1924M + 320S + 11  (2210.0M)
/Coron 3rd J (12n + 6)M + (4n + 2)S + 11 1926M + 642S + 11  (2469.6M)
Jc (11n +6)M + (3n + 2)S + 11 1766M + 482S + 11 (2181.6M)
Jm (13n + 7)M + (6n + 3)S + 11 2087M + 963S + 11  (2887.4M)
Algorithm 2’ P (12n +9)M + (2n + 3)S + 11 1929M + 323S + 11 (2217.4M)
/Joye-Tymen J (12n + 9M + (4n + 4)S + 11 1929M + 644S + 11 (2474.2M)
Jc¢ (11n + 9)M + (3n + 4)S + 11 1769M + 484S + 11  (2186.2M)
Jam (13n + 9)M + (6n + 4)S + 11 2089M + 964S + 11  (2890.2M)
Algorithm 3 P (12n — 1)M + (2n + 3)S + 11 1919M + 323S + 11 (2207.4M)
/Coron 3rd J (12n — 2)M + (4n + 4)S + 11 1918M + 644S + 11  (2463.2M)
aJ¢ 11nM + (3n + 5)S + 11 1760M + 485S + 11  (2178.0M)
Jm (13n —2)M + (6n + 1)S + 11 2078M + 961S + 11 (2876.8M)
x (mul) | (9n + 14)M + (2n + 5)S + 11 |1454M + 3258 + 11 (1744.0M)
x (add) [(10m + 13)M + (2n + 5)S + 1I|1613M + 325S + 11 (1903.0M)
Algorithm 3 P (12n +3)M + (2n + 5)S + 11 1923M + 325S + 11 (2213.0M)
/Joye-Tymen J 12nM + (4n + 5)S + 11 1920M + 645S + 11  (2466.0M)
Jc¢ (11n + 2)M + (3n + 6)S + 11 1762M + 486S + 11  (2180.8M)
am (13n — 1)M + (6n + 1)S + 11 2079M + 961S + 11  (2877.8M)
xz (mul) | (8n +21)M + (2n + 8)S + 11 |1301M + 328S + 1I (1593.4M)
x (add) | (8n +21)M + (2n + 8)S + 1I |1301M + 328S + 1I (1593.4M)
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Appendix

The appendix describes the formulas of ECDBL®, ECADDSY, and ECADDS?, which
are proposed in Section 5. In order to estimate the e [ciehcy, we use three nota-
tions x, -, [fbr the multiplication of the definition field K. The notation % is a
standard multiplication in K. The notation - is executed in negligible time. The
notation [i% also calculated in negligible time if we choose Z5'= 1.

T1 « Xy x Xz

T2 « Z1 %2>

T3 « X1 %2>

Ta « Xox2Zy

Ts « axTs (= alez)

Te « T1—Ts (= X1 X2 —aZi1Zy)

T7 « T§ (= (Xa Xz — aZ1Z2)?)

Tg < hxT, (= blez)

To « 4:-Tg (: 4bZ;|_Zz)

Tio « Ta+Ta (= X1Z2 + X2Z1)

T11 « To X T1o (= 4bZ1Z>(X1Z2 + X2Z1))
T2 « T7 = T11 (= (X1 X2 — a2122)2 —4hZ1Z5(X1Z2 + X22Z1))
Xz « Z5 T

Tiz « T3 — T4 (= X122 — X2Z1)

T « Ta (= (XiZz — X2Z1)?)

Z3 « X§x Ty

Formula 1. Computing ECADDSY (- is negligible, i negligible if Zz{'= 1)
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T1 « X1 %Xz

T2 « Z1 %2>

Tz « X1 %2>

Ts « Xox2Zq

Ts « Ta+ T4 (= Xi1Zo + Xzzl)

Te « axTs (= alez)

T7 « T1+Te (= X1 X2 +aZ12Z3)

Ts Ts x<xT7 (= (Xlzz + Xzzl)(X1X2 + alez))
Tg « 2-Tg (: 2(X122 + Xzzl)(X]_Xz -+ alez))
Tio « TZ (= 2§Z5)

T11 « b < T1io (bZ%ZZZ)

Tiz « 4-Tu1 (= 4bZ223)

Tiz « To+ T12 (= 2(X1Z2 + X2Z1)(Xa Xz + aZ1Z2) + 4b22732)
Tia « Ta—Ta (= X122 — X2Z1)

Tis « T (= (X1Z2 — X2Z1)?)

Tie « Z5'[Ths

Ti7 « X§>xT1s

Xz « T16 — T17

Z3 « Z5 s

1

Formula 2. Computing ECADDS® (- is negligible, 16 negligible if ZP= 1)

T1 « X2

T, « 22

Tz « ax T, (=az?)

T4 « T1 — T3 (= XZ —az?)

Ts « T (= (X{ —az})?)

T « bx Ty (=bZ?)

T7 « X1 x2Z4 (= Xlzl)

Ts « Te x T7 (= bX1Z3)

To < 8:Tg (= 80X1Z3)

Xs4 « Ts—To

Tio « T1+ T3 (= X2 +az?)

T « T7 %X T1o (= X1Z2(X? + az3))
le - Te x Tz (: be)

Tiz < T11 + Ti (= XaZ1 (X2 + aZz?) + bz1))
Zs < 4Ty

Formula 3. Computing ECDBL®™ (- is negligible)
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Abstract. In February 2000 the NESSIE project has launched an open
call for the next generation of cryptographic algorithms. These algo-
rithms should olerd a higher security and/or confidence level than ex-
isting ones, and should be better suited for the constraints of future
hardware and software environments. The NESSIE project has received
39 algorithms, many of these from major players. In October 2001, the
project completed the first phase of the evaluation and has selected 24
algorithms for the second phase. The goal is to recommend a complete
portfolio of algorithms by the end of 2002. This article presents the status
of the NESSIE project after two years.

1 Introduction

NESSIE (New European Schemes for Signature, Integrity, and Encryption) is a
research project within the Information Societies Technology (IST) Programme
of the European Commission. The participants of the project are:

Katholieke Universiteit Leuven (Belgium), coordinator;
Ecole Normale Supérieure (France);

Royal Holloway, University of London (U.K.);

Siemens Aktiengesellschaft (Germany);

— Technion - Israel Institute of Technology (lIsrael);

— Université Catholique de Louvain (Belgium); and

— Universitetet i Bergen (Norway).

NESSIE is a 3-year project, which started on January 1, 2000. This paper
presents the state of the project after two years, and it is organized as fol-
lows. Section [2 discusses the NESSIE call and its results. Section [3 discusses
the tools which the project is developing to support the evaluation process. Sec-
tions [ and Bl deal with the security and performance evaluation respectively,
and Sect. [@ discusses the selection of algorithms for the 2nd phase. Section [7]
raises some intellectual property issues. The NESSIE approach towards dissem-
ination and standardization is presented in Section Bl Finally, conclusions are
put forward in Section [@.

Detailed and up to date information on the NESSIE project is available at
the project web site http://cryptonessie.org/l

D. Naccache and P. Paillier (Eds.): PKC 2002, LNCS 2274, pp. 297-309] 2002.
€_Springer-Verlag Berlin Heidelberg 2002
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2 NESSIE Call

In the first year of the project, an open call for the submission of cryptographic
algorithms, as well as for evaluation methodologies for these algorithms has
been launched. The scope of this call has been defined together with the project
industry board (PIB) (cf. Sect. [8), and it was published in February 2000. The
deadline for submissions was September 29, 2000. In response to this call NESSIE
received 40 submissions, all of which met the submission requirements.

2.1 Contents of the NESSIE Call

The NESSIE call includes a request for a broad set of algorithms providing date
confidentiality, data authentication, and entity authentication. These algorithms
include block ciphers, stream ciphers, hash functions, MAC algorithms, digital
signature schemes, and public-key encryption and identification schemes (for
definitions of these algorithms, see [14]). In addition, the NESSIE call asks for
evaluation methodologies for these algorithms. While key establishment proto-
cols are also very important, it was felt that they should be excluded from the
call, as the scope of the call is already rather broad.

The scope of the NESSIE call is much wider than that of the AES call
launched by NIST [18], which was restricted to 128-bit block ciphers. It is com-
parable to that of the RACE Project RIPE (Race Integrity Primitives Evalu-
ation, 1988-1992) [22] (confidentiality algorithms were excluded from RIPE for
political reasons) and that of the Japanese CRYPTREC project [4] (which also
includes key establishment protocols and pseudo-random number generation).
Another dilerkence is that both AES and CRYPTREC intend to produce algo-
rithms for government standards. The results of NESSIE will not be adopted by
any government or by the European commission. However, the intention is that
relevant standardization bodies will adopt these results. As an example, algo-
rithms for digital signature and hash functions may be included in the EESSI
standardization documents which specify algorithms recommended for the Eu-
ropean Electronic Signature Directive.

The call also specifies the main selection criteria which will be used to eval-
uate the proposals. These criteria are long-term security, market requirements,
e [ciehcy, and flexibility. Primitives can be targeted towards a specific environ-
ment (such as 8-bit smart cards or high-end 64-bit processors), but it is clearly
an advantage to oler a wide flexibility of use. Security is put forward as the
most important criterion, as security of a cryptographic algorithm is essential to
achieve confidence and to build consensus.

For the security requirements of symmetric algorithms, two main security
levels are specified, named normal and high. The minimal requirements for a
symmetric algorithm to attain either the normal or high security level depend
on the key length, internal memory, or output length of the algorithm. For block
ciphers a third security level, normal-legacy, is specified, with a block size of 64
bits compared to 128 bits for the normal and high security level. The motivation
for this request are applications such as UMTS/3GPP, which intend to use 64-bit
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block ciphers for the next 10-15 years. For the asymmetric algorithms, a varying
security level is accepted, with as minimum about 28° 3-DES encryptions.

If selected by NESSIE, the algorithm should preferably be available royalty-
free. If this is not possible, then access should be non-discriminatory. The submit-
ter should state the position concerning intellectual property and should update
it when necessary.

The submission requirements are much less stringent than for AES, partic-
ularly in terms of the requirement for software implementations (only ‘portable
C’ is mandatory).

2.2 Response to the NESSIE Call

The cryptographic community has responded very enthusiastically to the call.
Thirty nine algorithms have been received, as well as one proposal for a testing
methodology. After an interaction process, which took about one month, all
submissions comply with the requirements of the call. There are 26 symmetric
algorithms:

— seventeen block ciphers, which is probably not a surprise given the increased
attention to block cipher design and evaluation as a consequence of the AES
competition organized by NIST. They are divided as follows:

e six 64-bit block ciphers: CS-Cipher, Hierocrypt-L1, IDEA, Khazad,
MISTY1, and Nimbus;

e seven 128-bit block ciphers: Anubis, Camellia, Grand Cru, Hierocrypt-
3, Noekeon, Q, and SC2000 (none of these seven come from the AES
process);

< one 160-bit block cipher: Shacal; and

 three block ciphers with a variable block length: NUSH (64, 128, and
256 bits), RC6 (at least 128 bits), and SAFER++ (64 and 128 bits).

— six synchronous stream ciphers: BMGL, Leviathan, LILI-128, SNOW,
SOBER-t16, and SOBER-t32.

— two MAC algorithms: Two-Track-MAC and UMAC; and

— one collision-resistant hash function: Whirlpool.

Thirteen asymmetric algorithms have been submitted:

— five asymmetric encryption schemes: ACE Encrypt, ECIES, EPOC, PSEC,
and RSA-OAEP (both EPOC and PSEC have three variants);

— seven digital signature algorithms: ACE Sign, ECDSA, ESIGN, FLASH,
QUARTZ, RSA-PSS, and SFLASH; and

— one identification scheme: GPS.

Approximatelﬂ seventeen submissions originated within Europe (6 from
France, 4 from Belgium, 3 from Switzerland, 2 from Sweden), nine in North

1 Fractional numbers have been used to take into account algorithms with submitters
over several continents/countries — the totals here are approximations by integers,
hence they do not add up to 40.
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America (7 USA, 2 from Canada), nine in Asia (8 from Japan), three in Aus-
tralia and three in South America (Brazil). The majority of submissions origi-
nated within industry (27); seven came from academia, and six are the result of
a joint e [ant between industry and academia. Note however that the submitter
of the algorithm may not be the inventor, hence the share of academic research
is probably underestimated by these numbers.

On November 13-14, 2000 the first NESSIE workshop was organized in Leu-
ven (Belgium), where most submissions were presented. All submissions are avail-
able on the NESSIE web site [15].

3 Tools

Itis clear that modern computers and sophisticated software tools cannot replace
human cryptanalysis. Nevertheless, software tools can play an important role
in modern cryptanalysis. In most cases, the attacks found by the cryptanalyst
require a large number of computational steps, hence the actual computation of
the attack is performed on a computer. However, software and software tools can
also be essential to find a successful way to attack a symmetric cryptographic
algorithm; examples include dilerential and linear cryptanalysis, dependence
tests, and statistical tests.

Within NESSIE, we distinguish two classes of tools. The general tools are
not specific for the algorithms to be analyzed. Special tools, which are specific
for the analysis of one algorithm, are implemented when, in the course of the
cryptanalysis of an algorithm, the need for such a tool turns up.

For the evaluation of the symmetric submissions, a comprehensive set of
general tools is available within the project. These tools are in part based on an
improved version of the tools developed by the RIPE (RACE Integrity Primitives
Evaluation) project [22]. These test include: the frequency test, the collision test,
the overlapping m-tuple test, the gap test, the constant runs test, the coupon
collector’s test, Maurer’s universal test [13], the poker test, the spectral test, the
correlation test, the rank test, the linear, non-linear, and dyadic complexity test,
the Ziv-Lempel complexity test, the dependence test, the percolation test, the
linear equation, linear approximation and correlation immunity test, the linear
factors test, and a cycle detection tool.

The NESSIE project is also developing a new generic tool to analyze block
ciphers with diLerkntial [I] and linear cryptanalysis [1I2]. This tool is based on a
general description language for block ciphers.

In September 2000, the US NIST published a suite of statistical tests for
the evaluation of sequences of random or pseudo-random bits; this document
has been revised in December 2000 [18]. A careful comparison has been made
between the RIPE and NIST test suites.

The software for these tools will not be made available outside the project,
but all the results obtained using these tools will be made public in full detail.
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4 Security Evaluation

We first describe the internal process within NESSIE used to assess submissions.
Initially each submission was assigned to a NESSIE partner, who performed ba-
sic checks on the submission, such as compliance with the call, working software,
obvious weaknesses etc. The aim of this initial check was mainly to ensure that
submissions were specified in a consistent and cogent form in time for the Novem-
ber 2000 workshop. It is vital for proper security assessments that the algorithms
are fully and unambiguously described. This process required interaction with
some submitters to ensure that the submissions were in the required form.

The next internal stage (November 2000) was to assign each submission to
a pair of NESSIE partners for an initial detailed evaluation. Each submission
has then been subject to two independent initial assessments. After the two
initial assessments of a submission have taken place, the two NESSIE partners
have produced a joint summary of their assessments concerning that submission.
Based on this initial evaluation, algorithms were dismissed or subjected to further
dedicated analysis.

Next, an open workshop was organized in Egham (UK) on September 12-
13, 2001 to discuss the security and performance analysis of the submissions.
The presenters include both researchers from the NESSIE project, but also sub-
mitters, members from the NESSIE PIB, and members from the cryptographic
community at large.

Following this workshop, a comprehensive security evaluation report has been
published [19]. The document gives an overview of generic attacks on the di [erknt
type of algorithms. Moreover, for each symmetric algorithm it presents a short
description, the security claims by the designers, and the reported weaknesses
and attacks. The part on asymmetric algorithms contains a discussion of security
assumptions, security models, and of the methodology to evaluate the security.
For each algorithm, a short description is followed by a discussion of the provable
security (which security properties are proved under which assumptions) and of
the concrete security reduction.

5 Performance Evaluation

Performance evaluation is an essential part in the assessment of a cryptographic
algorithm: e [ciehcy is a very important criterion in deciding for the adoption
of an algorithm.

The candidates will be used on several platforms (PCs, smart cards, dedicated
hardware) and for various applications. Some applications have tight timing
constraints (e.g., payment applications, cellular phones); for other applications a
high throughput is essential (e.g., high speed networking, hard disk encryption).

First a framework has been defined to compare the performance of algorithms
on a fair and equal basis. It will be used for all evaluations of submitted candi-
dates. First of all a theoretical approach has been established. Each algorithm is
dissected into three parts: setup (independent of key and data), precomputations
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(independent of data, e.g., key schedule) and the algorithm itself (that must be
repeated for every use). Next a set of four test platforms has been defined on
which each candidate may be tested. These platforms are smart cards, 32-bit
PCs, 64-bit machines, and Field Programmable Gate Arrays (FPGAS).

Then rules have been defined which specify how performance should be mea-
sured on these platforms. The implementation parameters depend on the plat-
form, but may include RAM, speed, code size, chip area, and power consumption.
On smart cards, only the following parameters will be taken into account, in de-
creasing order of importance: RAM usage, speed, code size. On PCs, RAM has
very little impact, and speed is the main concern. On FPGAs, throughput, la-
tency, chip area and power consumption will be considered. Unfortunately, the
limited resources of the project will not allow for the evaluation of dedicated
hardware implementations (ASICs), but it may well be that teams outside the
project can o [erl assistance for certain algorithms.

The project will also consider the resistance of implementations to physi-
cal attacks such as timing attacks [9], fault analysis [213], and power analysis
[10]. For non constant-time algorithms (data or key dependence, asymmetry be-
tween encryption and decryption) the data or key dependence will be analyzed;
other elements that will be taken into account include the dilerknce between
encryption and decryption, and between signature and verification operation.
For symmetric algorithms, the key agility will also be considered.

This approach will result in the definition of a platform dependent test and
in several platform dependent rekeying scenarios. Low-cost smart cards will only
be used for block ciphers, MACs, hash functions, stream ciphers, pseudo-random
number generation, and identification schemes.

In order to present performance information in a consistent way within the
NESSIE project, a performance ‘template’ has been developed. The goal of this
template is to collect intrinsic information related to the performance of the
submitted candidates. A first part describes parameters such as word size, mem-
ory requirement, key size and code size. Next the basic operations are analyzed,
such as shift/rotations, table look-ups, permutations, multiplications, additions,
modular reduction, exponentiation, inversion,.... Then the nature and speed
of precomputations (setup, key schedule, etc.) are described. Elements such as
the dependence on the keys and on the inputs determine whether the code is
constant-time or not. Alternative representations of the algorithms are explored
when feasible.

The result of the preliminary performance evaluation are presented in [21].
This document contains an overview of the performance claimed by the designers,
a theoretical evaluation, and performance measurements of optimized C-code on
a PC and a workstation. However, due to limited resources and the large number
of algorithms, it was not possible to guarantee full optimization for all algorithms.
Nevertheless, it was felt that these results provide su [cieht information to make
a selection of algorithms for the 2nd phase of the project.
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6 Selection for the 2nd Phase

On September 24, 2001, the NESSIE project has announced the selection of
candidates for the 2nd phase of the project. Central to the decision process has
been the project goal, that is, to come up with a portfolio of strong cryptographic
algorithms. Moreover, there was also a consensus that every algorithm in this
portfolio should have a unique competitive advantage that is relevant to an
application.

It is thus clear that an algorithm could not be selected if it failed to meet
the security level required in the call. A second element could be that the al-
gorithm failed to meet a security claim made by the designer. A third reason
to eliminate an algorithm could be that a similar algorithm exists with better
security (for comparable performance) or with significantly better performance
(for comparable security). In retrospect, very few algorithms were eliminated
because of performance reasons. It should also be noted that the selection was
more competitive in the area of block ciphers, where many strong contenders
were considered. The motivation for the decisions is given in [20].

Designers of submitted algorithms were allowed to make small alterations
to their algorithms; the main criterion to accept these alterations is that they
should improve the algorithm and not substantially invalidate the existing secu-
rity analysis. More information on the alterations can be found on the NESSIE
webpages [15].

The selected algorithms are listed below; altered algorithms are indicated
with a “'Block ciphers:

IDEA: MediaCrypt AG, Switzerland;

Khazad™'Scopus Tecnologia S.A., Brazil and K.U.Leuven, Belgium;

MISTY1: Mitsubishi Electric Corp., Japan;

— SAFER++64, SAFE++128: Cylink Corp., USA, ETH Zurich, Switzerland,
National Academy of Sciences, Armenia;

— Camellia: Nippon Telegraph and Telephone Corp., Japan and Mitsubishi
Electric, Japan;

— RC6: RSA Laboratories Europe, Sweden and RSA Laboratories, USA;

— Shacal: Gemplus, France.

Here IDEA, Khazad, MISTY1 and SAFER++64 are 64-bit block ciphers. Camel-
lia, SAFER++128 and RC6 are 128-bit block ciphers, which will be compared
to AES/Rijndael [5]7]. Shacal is a 160-bit block cipher based on SHA-1 [g]. A
256-bit version of Shacal based on SHA-256 [17] has also been introduced in the
second phase; this algorithm will be compared to an RC-6 and a Rijndael [5]
variant with a block length of 256 bits (note that this variant is not included in
the AES standard). The motivation for this choice is that certain applications
(such as the stream cipher BMGL and certain hash functions) can benefit from
a secure 256-bit block cipher.
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Synchronous stream ciphers:

— SOBER-t16, SOBER-t32: Qualcomm International, Australia;

— SNOW " Lund Univ., Sweden;

— BMGL"'Royal Institute of Technology, Stockholm and Ericsson Research,
Sweden.

MAC algorithms and hash functions:

— Two-Track-MAC: K.U.Leuven, Belgium and debis AG, Germany;

— UMAC: Intel Corp., USA, Univ. of Nevada at Reno, USA, IBM Research
Laboratory, USA, Technion, Israel, and Univ. of California at Davis, USA,;

— Whirlpool %'Scopus Tecnologia S.A., Brazil and K.U.Leuven, Belgium.

The hash function Whirlpool will be compared to the new FIPS proposals SHA-
256, SHA-384 and SHA-512 [17].

Public-key encryption algorithms:

ACE-KEM©S'IBM Zurich Research Laboratory, Switzerland (derived from
ACE Encrypt);

EPOC-2'Nippon Telegraph and Telephone Corp., Japan;
PSEC-KEM™Nippon Telegraph and Telephone Corp., Japan (derived from
PSEC-2);

ECIES: Certicom Corp., USA and Certicom Corp., Canada
RSA-OAEPL'RSA Laboratories Europe, Sweden and RSA Laboratories,
USA.

Digital signature algorithms:

ECDSA: Certicom Corp., USA and Certicom Corp., Canada;
ESIGN"™Nippon Telegraph and Telephone Corp., Japan;

RSA-PSS: RSA Laboratories Europe, Sweden and RSA Laboratories, USA;
SFLASH™'BULL CPS8, France;

— QUARTZSBULL CPS8, France.

Identification scheme:

— GPS%'Ecole Normale Supérieure, Paris, BULL CP8, France Télécom and
La Poste, France.

Many of the asymmetric algorithms have been updated at the beginning of
phase 2. For the asymmetric encryption schemes, these changes were driven in
part by the recent cryptanalytic developments, which occurred after the NESSIE
submission deadline [8/I1)23]. A second reason for these changes is the progress of
standardization within ISO/IEC JTC1/SC27 [24]. The standards seem to evolve
towards defining a hybrid encryption scheme, consisting of two components: a
KEM (Key Encapsulation Mechanism), where the asymmetric encryption is used
to encrypt a symmetric key, and a DEM (Data Encapsulation Mechanism), which
protects both secrecy and integrity of the bulk data with symmetric techniques
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(a “digital envelope™). This approach is slightly more complicated for encryption
of a short plaintext, but it o [erk a more general solution with clear advantages.
Two of the five NESSIE algorithms (ACE Encrypt and PSEC-2) have been
modified to take into account this development. At the same time some other
improvements have been introduced; as an example, ACE-KEM can be based
on any abstract group, which was not the case for the original submission ACE
Encrypt. Other submitters decided not to alter their submissions at this stage.
For further details, the reader is referred to the extensive ISO/IEC draft docu-
ment authored by V. Shoup [24]. The NESSIE project will closely monitor these
developments. Depending on the progress, variants such as ECIES-KEM and
RSA-KEM defined in [24] may be studied by the NESSIE project.

For the digital signature schemes, three out of five schemes (ESIGN, QUARTZ
and SFLASH) have been altered. In this case, there are particular reasons for
each algorithm (correction for the security proof to apply, improve performance,
or preclude a new attack). The other two have not been modified. It should also
be noted that PSS-R, which o [erk very small storage overhead for the signature,
has not been submitted to NESSIE.

7 Intellectual Property

An important element in the evaluation is the intellectual property status. While
it would be ideal for users of the NESSIE results that all algorithms recom-
mended by NESSIE were in the public domain, it is clear that this is for the
time being not realistic. The users in the NESSIE PIB have clearly stated that
they prefer to see royalty-free algorithms, preferably combined with open source
implementations. However, providers of intellectual property typically have dif-
ferent views.

One observation is that in the past, there has always been a very large di [erk
ence between symmetric and asymmetric cryptographic algorithms. Therefore it
is not so surprising that NIST was able to require that the designers of the block
cipher selected for the AES would give away all their rights, if their algorithm
was selected; it is clear that this is not a realistic expectation for the NESSIE
project.

In this section we will attempt to summarize the intellectual property state-
ments of the submissions retained for the 2nd phase. Note however that this
interpretation is only indicative; for the final answer the reader is referred to
the intellectual property statement on the NESSIE web page [15], and to the
submitters themselves.

Twelve out of 24 algorithms are in the public domain, or the submitters
indicate that a royalty-free license will be given. These are the block ciphers
Khazad, Mistyl, Shacal, Safer++, the stream ciphers BMGL, SNOW, Sober-
t16 and Sober-t32, the MAC algorithms Two-Track-MAC and UMAC, the hash
function Whirlpool, and the public-key algorithms RSA-OAEP? (public-key en-
cryption) and RSA-PSY] (digital signature scheme).

2 This statement does not hold for the variants of RSA with more than two primes.



306 Bart Preneel

Royalty-free licenses will be given for the block cipher Camellia, for the
public-key encryption algorithms EPOC-2 and PSEC-KEM, and for the digi-
tal signature scheme ESIGN, provided that other companies with IPR to the
NESSIE portfolio reciprocate.

The block cipher IDEA is free for non-commercial use only; for commercial
applications a license is required.

Licenses under reasonable and non-discriminatory terms will be given for
ACE-KEM (the detailed license conditions are rather complex). Additions to
the ‘reasonable and non-discriminatory’ terms are required for the public-key
algorithms ECDSA and ECIES; it is required that the license holder reciprocates
some of his rights.

For the digital signature schemes SFLASH and QUARTZ the licensing con-
ditions are expected to be non-discriminatory, but no decision has been made
yet. A similar statement holds for the identification scheme GPS, but in this
case certain applications in France may be excluded from the license.

Finally, the submitters of RC6 are willing to negotiate licenses on reasonable
terms and conditions.

It is clear that intellectual property is always a complex issue, and it will not
be possible to resolve this completely within the framework of NESSIE. However,
IPR issues may play an important role in the final selection process.

8 Dissemination and Standardization

8.1 An Open Evaluation Process

The NESSIE project intends to be an open project, which implies that the
members of the public are invited to contribute to the evaluation process. In
order to facilitate this process, all submissions are available on the NESSIE
website, and comments are distributed through this website. In addition, three
open workshops are organized during the project: the first two workshops have
taken place in November 2000 and September 2001; the third one has been
scheduled for November 2002.

8.2 The Project Industry Board

The Project Industry Board (PIB) was established to ensure that the project
addresses real needs and requirements of industry dealing with the provision and
use of cryptographic techniques and cryptographic products. The goals for the
Board may be summarized as follows:

— contribute to dissemination: outwards through a member’s contacts with
industry and users, and also through passing NESSIE information into the
member’s own organization influencing products and directions;

— collaboration with the Project in formulation of the call and its goals and
requirements;
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— contribution to consensus building through influence and contacts in the
industry and marketplace;

— identification of industry requirements from market needs and corporate
strategies;

— guidance and judgment on the acceptability and relevance of submissions
and evaluation results;

— support in standardization of NESSIE results;

— contribution to Project workshops;

— practical contributions to analysis and evaluation of submissions;

— identification of gaps in the scope of the submissions;

— ongoing guidance during the evaluation of the processes and validity of re-
sults.

Two meetings are held per year, but the PIB may request additional meetings
to address specific issues or concerns that may arise. Membership was originally
by invitation, but subsequently a number of additional companies have requested
and obtained membership. Currently the PIB consists of about twenty leading
companies which are users or suppliers of cryptology.

8.3 Standardization

Together with the NESSIE PIB, the project will establish a standardization
strategy. It is not our intention to establish a new standardization body or
mechanism, but to channel the NESSIE results to the appropriate standard-
ization bodies, such as, ISO/IEC, IETF, IEEE and EESSI. We believe that the
NESSIE approach of open evaluation is complementary to the approach taken by
standardization bodies. Indeed, these bodies typically do not have the resources
to perform any substantial security evaluation, which may be one of the reasons
why standardization in security progresses often more slowly than anticipated.

The NESSIE project will also take into account existing and emerging stan-
dards, even if these have not been formally submitted to the NESSIE project.
Two recent examples in this context come from the standardization e [adts run
by NIST: AES/Rijndael [5l[7] will be used as a benchmark for the other 128-bit
block ciphers, and the NESSIE project will study the security and performance
of the new SHA variants with results between 256 and 512 bits [17].

9 Conclusion

We believe that after two years, the NESSIE project has made important steps
towards achieving its goals. This can be deduced from the high quality submis-
sions received from key players in the community, and by the active participation
to the workshops.

The first two years of the NESSIE project have also shown that initiatives
of this type (such as AES, RIPE, CRYPTREC) can bring a clear benefit to the
cryptographic research community and to the users and implementors of cryp-
tographic algorithms. By asking cryptographers to design concrete and fully
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specified schemes, they are forced to make choices, to think about real life opti-
mizations, and to consider all the practical implications of their research. While
leaving many options and variants in a construction may be very desirable in a
research paper, it is often confusing for a practitioner. Implementors and users
can clearly benefit from the availability of a set of well defined algorithms, that
are described in a standardized way.

The developments in the last years have also shown that this approach can
result in a better understanding of the security of cryptographic algorithms. We
have also learned that concrete security proofs are an essential tool to build
confidence, particularly for public key cryptography (where constructions can
be reduced to mathematical problems believed to be hard) and for constructions
that reduce the security of a scheme to other cryptographic algorithms. At the
same time, we have learned that it is essential to study proofs for their correctness
and to evaluate the e [ciehcy of such reductions.

Finally, the NESSIE project is inviting the community at large to further
analyze the candidates for the 2nd phase, and to o Lerlcomments on their security,
performance and intellectual property status. The project is accepting comments
until mid November 2002, and the final selection will be announced by December
2002.
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Abstract. The Frobenius endomorphism is known to be useful in e =1
cient implementation of multiplication on certain elliptic curves. In this
note a method to minimize the length of the Frobenius expansion of
integer multiplier, elliptic curves defined over small finite fields, is intro-
duced. It is an optimization of previous works by Solinas and Miiller.
Finally, experimental results are presented and compared with curves
recommended in standards by time-performance of multiplication.

1 Introduction

Recent issues of implementation of elliptic curve cryptosystems(for short, ECC)
are primarily focused on fast scalar multiplication on elliptic curves. Traditional
‘exponentiation’ methods for multiplicative groups are straightforwardly applied
to scalar multiplication. Such a modification seems to be a bottleneck in accel-
erating multiplication on elliptic curves since doubling operation is as expensive
as addition. In [4], [9], [5] and [6], multiplication on elliptic curves defined over
small finite fields is carried out rapidly using the Frobenius map. As known re-
cently in [8], in case of odd characteristic field, it is also possible to speed up
scalar multiplication in a similar way. In addition, the length of the Frobenius
expansion can be reduced to one half with the use of a division algorithm by
a specific algebraic integer whose norm is equal to the order of a given elliptic
curve. Roughly replacing doublings by the Frobenius maps together with the
reduction gives the running time improvement of 400% (see [96]).

ECC-related standards almost all recommend to use so-called good’ curves.
Here the 'good’ curves mean that they are cryptographically secure and e =1
cient in implementation. To satisfy such two properties, commonly recommended
curves may be chosen to be of compactness in that the security parameter of
each curve is almost the same as its field-size. This requirement may come to ex-
treme restriction of the use of Frobenius-based methods since the size of defining
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fields should be very small, say like a binary field. We here would like to discuss
an observation in order to extend properly the concept of the compactness. For
cryptographic uses of elliptic curves, their order should has a large prime factor
and scalar multiplication is performed actually on a cyclic subgroup of the large
prime order, rather than on the whole group. This observation indicates that
the reduction method mentioned above holds a redundant factor. In this note
we’ll introduce a method to minimize the length of the Frobenius expansion for
scalar multiplication on certain elliptic curves by cutting o [the redundant and
so show that this approach can widen the margin of the 'good’ curve.

This paper is organized as follows: In Section 2 an introduction to elliptic
curves is given and the previous works, for convenient description, are reviewed
briefly. In Section 3 we describe an improved reduction method which removes
the redundant. Curves for use in public key cryptography are listed in Table
3 and we compare the length of Frobenius expansion on them by using three
di Cerknt methods in Section 4. In Section 5 we present new ’good’ curves with
e [cieht and secure property and give a comparison of them with recommended
curves in standards. In Section 6 attacks known so far against subfield curves
are introduced.

2 Frobenius Map and Integer Representation

From the viewpoint of application, a class of non-supersingular curves defined
over finite fields of characteristic two has attracted attention of cryptographers.
In particular, we are concentrated on elliptic curves defined over small fields,
say, F2s s < 5. The reason that we restrict the category of fields is to speed up
multiplication on elliptic curves. As well-known, expensive doubling operations
on non-supersingular curves defined over small fields, can be replaced by the
much easier Frobenius map. Hence, in what follows, all elliptic curves mean
non-supersingular curves defined over small finite fields of characteristic two
and their underlying fields are extensions of the small defining field with odd
prime exponents. Let Fy be a finite field of q elements where ¢ is a power of
characteristic 2, which is rather small. We denote by Fq an algebraic closure of
Fq. Take an elliptic curve E/Fq given by the Weierstrass equation of the form

yZ +xy = x° + apx? + ag €))

where ay, ag in Fq and ag £ 0. Then the gth-power Frobenius endomorphism of
E/Fq is defined by

®:E(Fq) - E(F), (x,y) B (x%,y9).

From Hasse’s famous result, the number of [Fy-rational points of E is closely
related to an integer t by the formula:

H#HE[F ) =q+1—t
where t is the trace of the Frobenius endomorphism @ satisfying the equation

®2—td+q=0.
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Note that t should be odd for a non-supersingular elliptic curve E/F,. Some
facts related with the Frobenius expansion of elements in Z[®] are presented
with no proof. For details, the reader can be referred to [6].

Lemma 1. [6] Let p [CA[®], there exists an integer r, —q/2 < r < ¢/2, and
u [Z[®] such that
p=ud+r.

In particular, if we choose r [({#q/2+1,---,9/2}, then r and u are unique.
Lemma 2. For q =4, let p CZ®] be such that Nyey/z(p) < (\/q+ 1)2. Then

p has a ®-expansion of length at most 4, where the magnitude of each integral
coe [cieht is bounded by q/2.

Theorem 1. [6] For g =4, let p CZ[®]. Then p can be represented as

| S—
p= o
i=0

where ri [{+q/2+1,---,9/2} and k < [Zllog, [p[TH 3.

In Theorem [, [1theans the Euclidean norm.

Algorithm 1 (Frobenius expansion of p)

Input: p=r; +r,® [Z[D].
Output: m; islia;s_eguence of integers such that
p= —omi®, m; (I3Fq/2+1,0/2]

1) Setx=r;,y=ryandi=0.
2)  While |x] = q/2 or |y| > q/2, do the followings :

a) Compute 7= (mod q).

.z if z=<q/2,

b) Setmi= , _ q otherwise.

c) Seth=(m; —x)/q, x=y—th, y=h,andi=i+1.
3) mj = X, Mj4+1 =Y.
4) Return m;.

3 Reduction of the Length of Frobenius Expansions

For public key cryptography, the group order of E (Fyn) should have a large prime
factor p. Let P be a point of E(Fgn) of prime order p. We denote #E (Fyn) the
group order of E(Fgn) and write #E(Fgn) = hp where h is called the cofactor
of E(Fgn). The main computational problem in elliptic curve public key cryp-
tosystems is scalar multiplication mP for a large integer m < p. According to
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Theorem [T the length of Frobenius expansion of m depends on the norm of m,
i.e Ngezo(m) = m? which is approximately equal to g?". As in [9] and [8], by
a reduction modulo ©" — 1, they could reduce the expansion length by nearly
50% as follows:

1) o"(Q) = Q implies (" — 1)Q = O for any point Q [H(Fy~), where O
denotes the point at infinity.
2) Dividing m by ®" — 1, we obtain a remainder p” CZ[®] such that

9+ 4q 9+ 4q

NQ[@]/Q((Dn - 1) = #E(Fqn) = qn+l_

Noopo(P) <

3") We have mQ = p'€) for any point Q [H(Fqn).
4") Replacing multiplication by m by multiplication by pPreduces its expansion
length by nearly half.

Under the consideration of cryptographic applications, we want to utilize
scalar multiplication on the subgroup < P > rather than that on all points
of it. In this aspect, if the cofactor h is not trivial, that is h = #E(F,) B
1, then this approach for reduction has some redundant factor. Because it is
achieved by modulo ®" — 1 whose norm is the order of an elliptic curve, that is
NQ[CD]/Q((D“ - 1) = #E(]Fqn)

To exclude the aforementioned redundant and so to minimize the length of
the Frobenius expansion, we now will give an improved method which general-
izes that of Miller[6] and Smart[8]. Let us consider multiplication on the cyclic
subgroup < P > of large prime order p, rather than on the whole group E(Fgn).
Recall that the Frobenius map ® acts on < P > as a multiplication map A,
where A is a root of the characteristic polynomial of ® modulo p. Hence, we have
®(P) = AP and since > —t®+q is the characteristic polynomial of ®, ® =t—®
is the conjugate of ®. We assume that there exists an element a = a+hb® [Z[®]
such that

Nopei/g(a +b®) = spp and (a+b®)P =0 2

for some small positive integer sp. In fact, if we find o = a+b® [Z[®] such that
Nope/o(a) = spp then we have

(@+bA)(@+bt—bA)=0 (mod p)

since (a + b®)(a + bq_J) = (a+bhd)(a+b(t—P)) = (a+bd)(a+ bt —bd) = syp.
Therefore, we have (a+ b®)P = O or (a+hbh®)P = O.

Remark 1. It is clear that there exists a positive integer s, < h = #E(Fyn)/p
satisfying (2) since Ngoy/q(®" — 1) = #E(Fgn) = hp. But the s, is in general
smaller than the cofactor h. (See Theorem [2land Table[Il)

Roughly speaking, the main idea of our method is to replace " — 1 by
a = a+ bh® by which we divide a multiplier m in order to reduce the expansion
length. Since Z[®] is p-Euclidean for some positive real number p (see [8]), we
can divide m by a and obtain a remainder p with Ngey/0(P) < UNge/o(Q).
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So we replace mP by pP. Our method gives the Frobenius expansion of p which
is shorter than that of p~by the previous works and in fact, it has minimal
length. It will be shown theoretically and on experiment that this method reduces
the expansion length by roughly [dg,(#E(Fqn)/(spp)) = [dg,(h/sp) [{see
Theorem[3 and Table[3). Compared with the cofactor h, the fact that s, is small
leads us to decrease the length. But notice that it does not work on all of points
of E(IFqn) but all of points of order p. This method can be briefly described as
follows:

1) Find a = a + b® such that Nge)/q(a) = spp for some small positive integer
Sp and (a+b®)P = O.

2) Dividing m by a = a + b®, we obtain a remainder p [Z[®] such that

(9 +4q)
16

3) We have mP = pP for any point in the subgroup of order p.
4) Replacing multiplication by m by multiplication by p reduces its expansion
length by a little more than that of [9] and [8].

Ngpeo(P) < UNgeg(a), with0<p =

Now we describe our method in detail. First, we give a good upper bound on

Sp satisfying (2) which guarantees that s, be a small integer.
Lemma 3. (See [10]). Let K = Q( D) be an imaginary quadrgtie-fjeld. Then
every non-zero ideal P of K has an ideal I with Nk (1) = % D] such that

IP = (a) for some a O, the ring of integers in K.

Theorem 2. Let #E(Fqn) be divisible by a large prime p and p? { #E (Fgn). If
D = t2—4q has no square factor, then there exists an element o = a+b® [Z[P]
such that

Noper/g(a +b®) = spp
for some positive integer s, < 1.28 " 0.

Proof. Let #E(Fqn) = hpand K = Q(\/B). Since Ngop/(®"—1) = Nk /o (®"—
1) = #E(Fyn) = hp, it is obviously that p splits in K/Q. Let P be a prime ideal
of K such that Nk/q(P) = p. By Lemma thﬁxists an ideal I such that
IP = (a) for some a Ak and Nk/o(l) = % [D]. Set sy = Nkg(l). From
Hasse theory, we have

—1 —1
S, < 2 D] :E [t2 —4q| < EZ\/ﬁ < 1.28\/@
p T T T

Heng; we have o [k such that Nk/g(a) = Nk/g(IP) = spp with s, <
1.28 ' 1. N?w it remains to prove that a CZ[®]. Notice that Ok = Z[8] where
=1+ D)/2 hgcause tis odd and D =1 (mod 4). Since P?—td+q =0,
we have ® = (t= D)/2 and

1 v_
O—(t—1)/2 if = (t+ D)/2,
—0+(t+1)/2 ifO=(t— D)/2.

Therefore a Ok if and only if a CZI®], which completes the proof. [

g =
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Corollary 1. Under the condition above, assume that D = t2 —4q has a square
factor, s?|D and D™= D/s? has no square factor. Then there exists an element
a =a+bd Z?P] such that

Ngeo(p)(@ +b®) = spp

for some positive integer s, < 1.2832\/@

Proof. From the fist part of the proof of Theorem 2 we have
o~ Ok such that N /q(a’ = s,b

with sj'< 1.28\/6. But in general a“IZ[®]. It is easy to check that sat CZ[®].
Put o = sa”[Z[®] and s, = s?sj! Then Ngjoy/q(0) = spp, which completes the
proof. [

In Theorem[Z, we have obtained an upper bound 1.28\/6 ons, if D =t2—4q
has no square factor. Since q is small, so is the upper bound and notice that
loggsp < 1. If D = t?> — 4q has a square factor, it is also guaranteed that
there exists an element a [Z[®] such that Ngje)/(a) = spp. But s, in general
increases in size. The case where g = 16,n = 47,t = —1 in Table[lis an example.
It iy easily chgcked that D = t* — 4q = —3% - 7. Since the ring of integers of
Q( D) = Q( —7) is principal domain, we have s;’= 1 and so s, = s?s;’= 9.
The following Table Mgives upper bounds on s, for g = 25 < 32 where D = t?—4q

has no square factor.

Table 1. Upper bounds on small positive integer sp for g = 2° < 32

Qg 248 16 32
mee¥gril 2 3 5 7

It should be briefly pointed out that we need in advance to find a CZ[®] sat-
isfying (2). The problem of solving norm equations in Z[®] can be done using the
known methods such as Shanks’ algorithm [7], lattice reduction method [11] or
Cornacchia’s algorithm [1]. In fact, this can be performed in the setup procedure
for elliptic curve E(IFqn) and so it takes no costs for scalar multiplication.

Proposition 1. Let a = a+b® & 0 [CA[®]. If B [A[P] then there exist
9, p CZ[®] such that B = da + p and Ngey/z(P) < UNgez(a) with 0 < p <
(9 + 4q)/16.

v_
Proof. Since ®? — t® + ¢, we say ® = (t+ D)/2 where D = t?> — 4q. Set
No = Nzepz(a) and ¢ = —[I42[0Setting o= & + ¢, we c\r}ange a Z-basis
{1,d} to {1, 9T and then Z[®] = Z[®]. Notice that ®"”= (1+ D)/2 since t is
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odd. Then a can be written by a; + b;®"in term of this new basis. For a given
dividend 3, we let y = /a and then we have

O
y = B/a = Ba/Ng = X1+ X"
Ng

where a denotes the complex conjugate of a. Take & = y; + y,®Pwith y; =
Xj/Ng (i = 1,2), where XI_tlenotes the nearest integer to x. Finally, take
p =a(y —0), then since B = ay,ad [Z[P], p CZ[P]. It is easily checked that

v__
Ngpopo(P)/Ngee(@) = Ngopoly =) = Ngepe(; +3452)
= %N@[w]/@(g“LTD) = ;332
< 1@+ 4q)74). 1

Proposition [ shows that Z[®] is p-Euclidean for some p such that 0 < p <
(9+4q)/16. This improves a bound of p by 1/4 compared to that of [8, Theorem
5]. Our computational experiments show in Table [2] that the averages of upper
bounds of s listed in TableBlare roughly 70% smaller than that of Proposition[il

Table 2. Experimental Comparison of pu for ¢ = 2° < 32

q 2 4 8 16 32

(9 +4qg)/16 1.06 156 2.56 4.56 8.56
Average of upper bounds of p 0.25 0.40 0.69 1.21 2.29

Using the proof of Proposition[Il, we consequently give an e [cieht Algorithm
to compute a remainder p from m,q,t and a = a + bo.

Algorithm 2 (Divide m by a = a + bg)

Input: m [N,q,tand a = a+ b®.
Output: p =r; + r2® such that Nyzey/z(p) < UNz)/z(Q).

Precomputations
1) Na = Nzgyz(a) = spp, ¢ = —[{42[]
2) Set "= 0 +cand N = Ngy/z(®9.
3) a; =a—bc, by =b. (Represent a = a; + b @Y.
Main
4) x3 =m(a; +by) and x, = —mb;.
5) vyi = Xj/Ng (i = 1,2).
6) rr’=m — (ary: — Nbyys) and rz'= —(a1y- + byy; + bays).
7) ry=(rP+r5t) and r; =r}
8) Return rq,ro.
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Proof. From the proof of Preposition [T, if we put ¢ = —[{42[and ¢"= ¢ + c,
then a = a+bd = a+b(d~—c) = (a—hbc) +bd = a; + b;®~ Note that Putting
B=mand T = TrZ[q,]/Z(CDS in the proof of Proposition [I, we have

_ m(ag + by T) —mby®Y x5 + x,0H

y = m/a = ma/Ng N No

Since & = y; + y,® with y; = [X}/Ng (i = 1, 2), we have
p=m—ad=m— (arys — Nb1ys) — (ary2 + b1y + Thyy,)®"
Notice that T = TrZ[q,]/Z(‘D@ =1 if t is odd, which justifies Algorithm 2. [

According to Proposition[I], the length of Frobenius expansion of p obtained
by dividing m by a instead of ®"—1 can be determined in the following Theorem.

Theorem 3. For any integer m, let p CZ[®] be a remainder obtained by di-
viding m by a = a + b® in Algorithm 2. The expansion length of p is at most
(Idg, (uspp) [+ 4.

Proof. It follows from Theorem [l that the length k + 1 of Frobenius expansion
of p is at most [2llog, ||p||(3 4 = [dg, Noey/o(p) (3 4 < [dg,(Mspp) [+ 4 by
Proposition 2. 1

For a random large integer m = p, the expansion length of p is in general
equal to [dg,(uspp) [+ 4, and similarly that of pYobtained by dividing m by
®" —1is in general equal to (dg, (W#E(Fqn)) [+ 4. Hence, the dilerénce of the
two lengths is roughly [dg, (#E(Fqn)/(spp)) [F [dg,(h/sp) LAt will be exactly
shown in our computational experiments.

4 Experimental Results

In this section we will first deal with a general method computing the order
#E(Fgn) of an elliptic curve E defined over a small field Fy, which can be
described as follows: Let tg = 2,t; =t =q+ 1 —#E(Fy), and for | = 2,

4 = tt—1 — qt—2.

Then the group order of E is given as #E(Fqn) = q" + 1 — t,.

Now experimental results for the previous theoretical claims are given for
q < 25. This restriction of q allows us to use the Frobenius map for fast multipli-
cation on elliptic curves. For reference, the larger q is hardly useful in practical
implementation since it requires too much precomputation. Also, for crypto-
graphic use, the order of each curve should have a large prime factor. We looked
at extension fields Fqn with " < 25°° and tried to find curves whose order have
a large prime factor p at least 160 bits and whose cofactor h < 224, The cases of
its cofactor being equal to the order of the group E(Fy) were left out in Table 3.
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In Table 3, we compared the lengths of expansion by using three dilerent
methods with 10° random numbers m [, p — 1] for each curve. If one uses no
reduction method, the length of expansion of m is expected to be less than or
equal to [Idg, m2[= 4. If one uses a reduction method modulo ®" — 1 to obtain
a remainder p“then its expansion length of p™is expected to be less than or
equal to [dg, (WH#E (Fqn)) [#4. In a similar way, if one divides m by a satisfying
(@) to obtain a remainder p, we expect that the length of expansion of p is at
most [dg, (Kspp) [+ 4. To minimize the length of expansion we applied the new
reduction method to these curves, which was more e [cieht than the previous
methods (see Table [3).

Table 3. Thecase q=2

The expansion length by using

n t log,p h Sp K noreduction ©"—1 a
277 1 264 15514 1 0.25 523 274 260
307 -1 289 351212 1 0.25 575 304 286

Table 3. (continue). The case q =4

The expansion length by using

n tlog,p h Sp M no reduction ®" —1 a
97 1 179 58204 1 0.42 176 96 88
139 1 266 6676 1 0.42 264 138 131
163 3 316 1306 1 0.25 315 162 157
181 1 349 13036 1 0.42 347 180 173
191-1 363 880134 1 0.42 361 190 180
239 -1 464 20082 2 0.42 462 238 231
251 -1 482 1518054 1 0.42 480 250 239
271 1 522 1645516 1 0.42 519 270 259

5 New Concept of Compactness

We begin by recalling the concept of compactness mentioned in the introduction.
A compact curve has the security parameter which is almost the same with the
bit-size of the underlying field. Table @ lists a correspondence of ECC(in [12])
to RSA, where the securities of ECC and RSA are estimated in terms of the
Pollard-p method and the general number field sieve method respectively. Curves
in Table [ are used widely in almost all standards for public-key cryptography
including P1363 and ANSI X9.62. They are secure and compact. For example,
the security parameter and the underlying field size of the curves in sect193
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Table 3. (continue). The case g =8

The expansion length by using

n tlog,p h s, W noreduction " —1 a
71 -3 199 30684 2 0.58 131 70 66
71 -1 200 12790 2 0.75 131 70 66
89 3 257 1074 2 0.58 170 88 85
101 -1 288 62630 1 0.75 190 100 95
107 1 309 6856 1 0.74 204 106 102

Table 3. (continue). The case q = 16

The expansion length by using

n t log,p h Sp W no reduction " —1 a
47 -1 166 5042178 9 1.42 82 46 42
97 3 367 2118494 3 1.25 183 96 91

Table 3. (continue). The case q = 32

The expansion length by using

n tlog,p h Sp M no reduction " —1 a
37 -5 163 7491206 4 2.25 64 37 33
41 3 183 8297610 5 2.60 72 40 37
41 9 195 1992 1 1.08 77 41 38
47 -1 220 57562 4 2.75 87 46 44
73 -3 349 120924 6 2.60 138 72 70
101 -7 491 32360 2 1.76 195 101 98
101 1 491 19424 2 2.72 195 100 98

series are 192-bit and 193-bits respectively. In particular, sect163, 233 and 283,
except for sect193, include elliptic curves defined over F,.

As well-known in [9], multiplication on them is performed very fast using
the Frobenius map, when compared with that on curves defined over large finite
field. Table Blshows that e [cieht implementation of curve arithmetic is essential
in ECC for constrained applications such as mobile communication. In fact, the
running time of multiplication on sect163rl is not adequate for practical mobile
service, say digital signature. In this context, it is natural that we focus on
elliptic curves defined over small finite fields of characteristic 2 which are the
Frobenius operation-available. Except for binary curves, they may not fulfill the
previous concept of compactness. Here we want to expand it reasonably in order
to contain them into the category of 'good’ curves.

Now we note two factors which play an important role in e [Ccieht imple-
mentation of arithmetic in curves given here. One of them is the size of the
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underlying field. The other is the length of the Frobenius expansion for multipli-
cation on such curves. The previous sections show how to minimize that easily.
Table [6 shows that harmonizing properly two factors can give a new concept of
compactness in aspects of e Lciehcy and security. Indeed, a new curve E(IF5213)
have a good favor over the sect193. For example, the former allows the stronger
security and higher performance as compared with them of the latter. In par-
ticular, we note that no Frobenius-operation available curves defined over Fjies
exist.

Hence we propose to add to a family of compact curves, the Frobenius
operation-available curves with the su Lciehtly large security parameter.

Table 4. Comparison of ECC with RSA

~

ECC RSA  security(—™)
sect163[12] 1024 bits 280
sect193[12] 1536 bits 2%
sect233 [12] 2240 bits 2112
sect283[12] 3456 bits 2128

Table 5. Elliptic Curve Arithmetic on mobile

1 full multiplication CDMA3100 (ARM7 TDMI)  Pentiumll 650Mhz

sect163kl 0.48 sec 1.32 ms

sect163rl 1.82 sec 5.02 ms

Table 6. Elliptic Curves for ECC

Elliptic Curves q=8n=71,t=-3 q=8n=101,t=-1
Sp =2 p = 199 bits Sp =1 p = 288 bits
Reduction by o Fy213 Fs303
(Full multiplication) (9.01 ms) (25.29 ms)
Reduction by o™ — 1 Fy213 Fy303
(Full multiplication) (9.62 ms) (26.71 ms)
Elliptic Curves sect193 [12] sect283 [12]
With no Frobenius map Fy103 Fy283

(Full multiplication) (20.4 ms) (53.32 ms)
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6 Attacks against Subfield Curves

Let E be an elliptic curve defined over a subfield Fy of Fqn, where q is a power
of 2. We can consider attacks against the discrete logarithm problem(for short,
DLP) on the curve E in two ways. In case of n being a large prime, the DLP is
infeasible under all attacks known so far, including the GHS attack [2] and the
Pollard p-methods [3)13]. For the others, it can be broken by taking an isogeny
E - EYsuch that Eis defined over Fqn and applying to the GHS attack.
The underlying fields focused in this paper satisfy the former condition and are
secure.

7 Conclusion

We have introduced a method of improving performance of scalar multiplica-
tion on certain elliptic curves and have presented theoretical reasons on it. The
proposed method is to minimize the length of the Frobenius expansion under
the consideration of cryptographic use and takes roughly the improvement of
dg, (#E(Fqn)/(spp)) [F Odg,(h/sp) Ltompared with the old reduction meth-
ods. As pointed out in previous sections, the proposed method shows that a
lot of e Lcieht curves for ECC can be optimized in aspects of compactness. To
conclude, we propose the Frobenius operation-available curves for use in mobile-
based ECC.
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Abstract. In this paper the Gallant-Lambert-Vanstone method is re-
examined for speeding up scalar multiplication. Using the theory of p-
Euclidian algorithm, we provide a rigorous method to reduce the theo-
retical bound for the decomposition of an integer k in the endomorphism
ring of an elliptic curve. We then compare the two di [erent methods for
decomposition through computational implementations.

1 Introduction

Public key cryptosystems based on the discrete log problem on elliptic curves
over finite fields(ECC) have gained much attention as a popular and practical
scheme for computational advantages as well as for communicational advantages.
As the complexity of protocols based on ECC relies mostly on the complexity of
scalar multiplication, the dominant cost operation is computing kP for a point
P on an elliptic curve.

Various methods for faster scalar multiplication have been devised by select-
ing relevant objects involving base fields and elliptic curves [13]. For example,
by considering elliptic curves defined over the binary field, say Koblitz curves,
Koblitz [5], Meier and Sta [elbach [7] and Solinas [12/13] employed the Frobenius
endomorphism to introduce an algorithm for faster scalar multiplication that do
not use any point doublings. Extending their ideas, Muller [6] and Smart [11]
came up with practical methods which are applicable to elliptic curves over small
finite fields of small characteristic.

Recently, Gallant, et al. [3] presented a new method for faster scalar mul-
tiplication on elliptic curves over (large) prime fields that have an e [ciehtly-
computable endomorphism. The key idea of their method is decomposing an
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arbitrary scalar k in terms of an integer eigenvalue A of the characteristic poly-
nomial of such an endomorphism(See 83). The problem with this method is how
e [ciehtly a random integer k [T1, n— 1] could be decomposed into k = k; + koA
modulo n with the bitlengths of k; and k;, half that of k where n is a large prime
number. They gave an algorithm for decomposing k into the desired form using
the extended Euclidean algorithm and did not derive explicit bounds for decom-
position&omponents. However, they expected that the bounds are approximately
near to n on the basis of numerous implementations.

In this paper, we present an alternate algorithm for decomposing an integer
k using the theory of p-Euclidian algorithm. This algorithm runs a little bit
faster than that of Gallant et al.’s and unlike their algorithm, our algorithm
gives explicit bounds for the components. To compare the two algorithms for
scalar decomposition we give a precise analysis of all elliptic curves treated in
[3].

This paper is arranged as follows. In Section 2, we recall some basic facts on
elliptic curves and in Section 3 we briefly discuss the Gallant-Lambert-Vanstone
method for comparison with ours. Section 4 is concerned with decomposing
an integer k via p-Euclidian algorithm in the endomorphism rings of elliptic
curves. Section 5 contains various examples of elliptic curves and then we give
explicit bounds for decomposition components. In the final section we compare
two methods to draw our conclusions.

2 Endomorphism Rings

We begin with introducing some basics to elliptic curves. Let Fqy be a finite field
of g elements and E be an elliptic curve over Fq given by a Weierstrass equation

E/Fq :y? +aixy + agy = X3 + apX® + ayX + ap

with a; [CIFy. E(Fy) denotes the set of Fy-rational points on E together with
the point at infinity O and End(E) denotes the ring of Fg-endomorphisms of E.
It is well known that (non-supersingular) elliptic curves over finite fields have
complex multiplication. Indeed, End(E) is isomorphic to a complex quadratic
order.

The Frobenius endomorphism @ CEhd(E) is the morphism given by ®(x,y) =
(x9,y9). It satisfies the quadratic relation ®> —t® + q = 0 in End(E), where t
is called the trace of the Frobenius ®. More importantly, t is related closely to
the order of E(IFy) by the formula: #E(F,) = q + 1 —t. By Hasse’s remarkable
work on #E(Fg), we have

Theorem 1. Let E be an elliptic curve over Fy and let n denote the number of
E(Fy), then v
ltt=lg+1-nl<2"q.

For cryptographic applications, one deals with only non-supersinglar elliptic
curves Eg-se-ghe endomorphism ring of E is an order in the imaginary-gugdratic
field Q( t2 —4q). Hence it is easily seen that Z[®] CEhd(E) CQI t2 —4q).



Faster Point Multiplication on Certain Elliptic Curves 325

3 Gallant-Lambert-VVanstone Method

Let E be an elliptic curve over Fy and ¢ be an e [ciehtly-computable endomor-
phism in End(E). For cryptographic purposes, the order of E(IFg) must have
a large prime factor n. Let P [CH(Fy) be a point of prime order n. Then the
map @ acts on the subgroup of E(F) generated by P as a multiplication by A,
where A is a root of the characteristic polynomial of @ modulo n. In place of the
Frobenius, Gallant et al. exploited ¢ to speed up the scalar multiplication by
decomposing an integer k i{}to a sum of the form k = k; +k,A (mod n), where
k [J1,n —1] and k1, ke, = n. Now we compute

kP = (k1 + koA)P = k1P + kAP = k1P + ko @(P).

Since @(P) can be easily computed, a windowed simultaneous multiple exponen-
tiation applies to k;P + k,@(P) for additional speedup. It is analyzed in [3] that
this method improves a running time up to 66 % compared with the general
method, thus it is roughly 50 % faster than the best general methods for 160-bit
scalar multiplication. The problem we face is how e [ciehtly a randomly chosen
k can be decomposed into a sum of the required form and how explicitly upper
bounds of the lengths of the components k; and k, can be given.

For complete comparison with our method we will now describe the algorithm
in |3] for decomposing k out of given integers n and A. It is composed of two steps.
By considering the homomorphism f : Z x Z — Z,, defined by (i,j) B (i +JA)
(mod n) we first find linearly independent short vectors vy, Vv, [ZIx Z such that
f(v1) = f(v2) = 0. As a stage of precomputations this process can be done by
the Extended Euclidean algorithm, independently of k. Secondly, one needs to
find a vector in Zv; +Zv, that is close to (k, 0) using linear algebra. Then (ki, k»)
is determined by the equation:

(k1 k2) = (k,0) — (b1 0} + [b3 [v3),

where (k, 0) = byvy +bovs is represented as an element in Q x Q and [hI“denotes
the nearest integer to b. We provide an explicit algorithm in [3] as follows:

Algorithm 1 (Finding (ki, k»))

Input: k = n, the short vectors vi = (X1, Y1), V2 = (X2, V2).
Output: (kq, ko) such that k = k; + koA (mod n).

1) D =X1y2 — XaYy1, a1 = Y2K, ap = —y1k.

2) zi=@/DIori=1,2.

3) ki =k—(zax1 + 22X2), Ko = z1y1 + Z2Y>.
Return: (kg, ko).

This algorithm takes two round operations and eight large integer multipli-
cations. In [3, Lemma 2], an upper bound of the vector (ki, ko) obtained from
Algorithm 1 is estimated by the Euclidean norm inequality :

[(ka, ko) (S max(Dvy L0 O
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In the procedure of finding two independent shgrt vectors vy, Vo such that f(v,) =
f(v2) = 0, Gallant, et al. showed [y [I2 n but could not estimate [\, []
explicitly. However they expected heuristically that v, would also be short. For
this reason, they could not give explicit uppgr bounds of k; and k, although the
lengths of components prove to be near to  n through numerous computational
experiments.

4 An Alternate Decomposition of k

We are now describing a new method for decomposing k from a viewpoint
of glgebraic number theory. Recall that End(E) is a quadratic order of K =
Q( —D)(D = 0), which is contained in the maximal order of K, denoted Ok.
Let @ be an e [ciehtly-computable endomorphism in End(E). Then we have
Z[e] CEhd(E) [Ok. Since ¢ is in general not a rational integer, it satisfies a
guadratic relation
0> —ty@ +ny = 0. Q)
We assume that the discriminant of ¢ defined by Dy, = t(2p —4ng is of the
form —Dm? for some integer m. As usual, for a point P [CEI(Fq) of a large prime
order n we want to perform scalar multiplication kP for k [T, n — 1]. Suppose
now that there exists an element a = a + bg [Z[¢] such that

Nzfg/z(d) = snn and ()P =0 @

for some positive integer s, which is relatively small to n. We then want to
decompose a scalar k using a division by a in the pu-Euclidean ring Z[¢], where
L is some positive real (see Lemma 2 or [1I]). First of all, the existence of such
a is guaranteed from the following Lemma.

Lemma 1. There exists an element a [Z[g] satisfying (@) for some positive
integer sn < 3ny. Moreover, s, = 1 when Z[g] is a principal maximal order and
n splits in Q()/Q.

Proof. Let v; = (a,b) be the short vector constructed in [3] such that f(v1) = 0.
Since f(v1) =a+bA=0 (mod n), itisclear that (a+h@)P = O. Put a = a+ho
and nt= Nzg)/z(@+bo) Then we have Nzjp/z(a+be) = (a+bg)(a+hbe) =
nsonP = (a+bg)(a+b)P = Q Itimplies thatn"=0_, (mod n) and n”= shn
for some integer sn. Since a,b< nin [3] and | t, |< 2 "Ny, we have

snn = a% + abty, + b?ny < a%+ | abt, | +b%n, < ny(a+ | ab | +b%) < 3n,n.
The second assertion follows from [14]. [—1

Motivated by the work of [3] we give an alternate decomposition of k in terms
of ¢ in place of A in [3]. Viewing a k as an element of Z[@] we divide k by a
satisfying (@) in Z[o] and write

k=Ba+p
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with Nzg1/z(P) < UNzg)/z(0) for some B and p [Z[@]. We then compute
kP = (Ba+p)(P) =B(a(P)) +p(P) = p(P).
From a representation of p, that is, p = k; + k@, it turns out that
kP = pP = k]_P + kz(p(P)

Since @(P) is easily computed we can apply a (windowed) simultaneous multiple
exponenciation to yield the same running time improvement as in [3]. Unlike [3]
our method gives rigorous bounds for the components ki, k, in term of ny. To
see this, we give the following theorem estimating Nzq1/z(p).

Theorem 2. Leta=a+hg 8 0 [Z[g]. If B [Z[g] then there exist 6, p [Z[@]
such that B = da + p and Nzjgy/z(p) < UNz[e/z(Q) With

(9+4ny)/16 if ty is odd,
O<u= (1+ny)/4 if ty is even.

1
Proof. Since ¢”—ty@+ny = 0, we take ¢ = (t,+ Dgy)/2 where D, =t —4n,.
Put Ng = Ngzgp/z(a) and ¢ = —[{}/2[Betting ¢"'= ¢+c and changing a Z-basis
{1, ¢} to {1, 0}, we have Z[g] = Z[¢'f and

( Dy)/2 if ty, is odd
1 IS 0daq,
o= &I/Z ¢ =
De otherwise.

Then a can be written as a; + b;@™in term of this new basis. For a given
dividend B, we let y = /a and then we have

O
y = B/o = BaA/Ng = LT X2¢
Ng

where a denotes the complex conjugate of a. Take § = y; + y>@"with y; =
Xj/Ng (i = 1,2), where XI_tlenotes the nearest integer to x. Finally, take
p =a(y —6), then since B = ay,ad [ZI[g], p CZ[g]. It is easily checked that

Nzgo1/2(P)/Nz172(0) = Noggpo(y —3) =< NugroG +2¢)
Lo 3+ Doy o,
Nzi/z(—5—) if tg is odd,

2+ D _
7Nz z(—5—) otherwise.

%(%) < 2((9+4ny)/4) if t, is odd,
1(82e) < 1((4+4ny)/4) otherwise. 1
From the proof of Theorem[Z, we can produce an e Lcieht algorithm to com-

pute a remainder p = k; + ko from k and a = a + bg. It is also composed of
two steps as in [3]. As a stage of precomputations, we first compute

Nz z(1 + @Y =

Precomputations
1) N = Nyg/z(a) = snn, to = Trzez(9) and ¢ = — /201
2) Set "= @ +c. N = Nygz(0) and T = Trygz(@" =

3) a; =a—bc, by =b (to represent a = a; + by Y.

if ty is odd,
0 otherwise.
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Algorithm 2 (Divide k by a = a+ b)

Input: k=nand Ng,T,N,c,as,b;.
Output: p =Kk + k20 such that Nyzg/z(p) < UNz[g/z(Q).

1) X1 = k(a1 + blT) and X, = —kb;.
2) yi=XI/Ng{i=1,2).
3)  kI’=k—(aiy1 — Nbyy,) and k5= —(ayyz + byy; + Thyys).
4) kg = (KP+kEe) and k, = kY
Return: kq, ks.

Algorithm 2 takes in general two round operations and eight large integer
multiplications as in Algorithm 1. But if the values t, and ny are rather small,
then the values ¢ and N are also expected to be small, which reduces 8 large
integer multiplications to 6. From this observation we may expect that the pro-
posed algorithm will be a little bit more e [cieht than that of [3]. In Table [I] we
compare running times of two algorithms applied to Examples 1-4 in §5.1.

Table 1. Comparison of Two Algorithms(on Petiumll 866Mhz)

tb=0 th=-1 tp,=1 t, =0
neg =1 ne =1 Ne =2 Ng =2

Gallant’s Algorithm 1 0.072 ms 0.069 ms 0.071 ms 0.069 ms
Our Algorithm 2 0.053 ms 0.054 ms 0.053 ms 0.054 ms

5 Examples and Upper Bounds

5.1 Examples

In this subsection we list up a family of elliptic curves over a large prime field I,
with e Ccieht endomorphisms treated in [3] and give the characteristic polynomial
of such an endomorphism in each case.

Example 1. Letp =1 (mod 4) be a prime, and let E; be an elliptic curve
defined by
E1/Fp 1 y? = x3 +ax.

Let B [F, be an element of order 4. Then the map ¢ : E1 -~ E; defined by
x,¥y) B (—x,By) and O B O belongs to End(E;). Moreover, it is easily seen
that ¢ satisfies the quadratic equation

0> +1=0,

sotp = 0,ny = 1 and End(E,) is isomorphic to Z[¢], the maximal order of

QC D).
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Example 2. Letp=1 (mod 3) be a prime, and let E, be an elliptic curve
defined by

Eo/Fp 1 y? =x3 +b.
Let y [, be an element of order 3. Then the map ¢ : E; -~ E; defined by
x,y) B (yx,y) and O B O is an endomorphism defined over I,. Moreover, the
guadratic equation of @ is given by

P> +o+1=0,

so tp = —1,ny = 1 and End(E;) is isomorphic to Z[g], the maximal order of

Q( —3).
It is noted in both Examples 1 and 2 that the map ¢ can be easily computed
using only one multiplication in Fp.

Example 3. Let p > 3 be a prime such that —7 is a perfect square in Fp,, and
letw=(1+ -7)/2,and let a = (w— 3)/4. Let E3 be an elliptic curve defined

by
Es/Fp:y? =x3— %xz —2x—1.

Then the map ¢ : Ez —» Ej3 defined by

X2 —w X2 —2ax+w
X,y) B (02 LWy &

)

and O B O belongs to End(E3). Moreover, ¢ satisfies
¢’ —@+2=0,

sotp = 1,ny = 2 and End(Es) is isomorphic to Z[g], the maximal order of
QC ).
Example 4. Let p > 3 be a prime such that —2 is a perfect square in Fy. Let
E4 be an elliptic curve defined by

E4/Fp @ y? = 4x3 — 30x — 28.
Then the map ¢ : E4 —» E4 defined by

2x2 +4x +9 B g>;2+8x—1

By T kv 2

y)

and O B O belongs to End(E,4). Moreover, the quadratic equation of ¢ is given
by
0> +2=0,
sotp = 0,ny = 2 and End(E,) is isomorphic to Z[¢], the maximal order of
Q( -2).
In Examples 3 and 4, computing an endomorphism is a little harder than
doubling a point.
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5.2 Upper Bounds on the Components ki, kx

Now we restrict ourselves to elliptic curves E(IF,) only in the previous subsection.
For cryptographic applications, let P be a point of E(F,) of large prime order
n, so #E(Fp) = hn where h is called the cofactor of E(Jj,). Recall that for each
1 <i =< 4,End(E;j) = Z[g] is the maximal order of Q( —D) where D =1,3,7
or 2, respectively. By Lemmal[l there exists an element a = a + bo [Z[@] such
that Nyzpg/z(a) = n and (a)P = O. Finding such an a boils down to solving
out a quadratic equation in Z[@]. Indeed, this process can be done using the
known methods such as Shanks’ algorithm [9] and lattjge reduction method [10].
Especially, one can also represent n, which splits in Q( —D)/Q, by the principal
form only by using the Cornacchia’s algorithm [2]. We use Theorem [2] to give
explicit upper bounds on p in the p-Euclidean ring Z[g].

Lemma 2. Let a = a+ b such that Nz/z(a) = n. For any integer k, there
exists a remainder p [Z[g] such that k = Ba + p for some B [Z[g] with

% for E4,
/4 for Es,
Nzio1z(p) = Ex for Ea,
3n/4 for E4.
Proof. Recall that t, is even for E; and E4, and tg is odd for E, and E3. From
the proof of Theorem[2, we get
1(2=Pe) if ty is odd,
1(8Pe) ifty is even,

Nzie17z(P)/Nzg1/z(0) <

which gives the desired result. [

Finally, Lemma 2] gives explicit upper bounds on the components of k.
Theorem 3. For any k, let p be a remainder of k divided by a using Algorithm
2 and write p = ky + k. Then we have

CI1 1
@/2 for Eq,

I—ﬁ_—L for E2:
max{|ki|, |kz[} = n/7 for Es,
n/2 for E4.

Proof. In case of Ej, it is easy to see that Nyzg/z(P) = Nzz(Ki + k@) =
k? + k3. Lemma 2l immediately gives k? + k3 < n/2, which completes the proof
for E;.

In case of Ep, we have Nz/z(p) = k2 + |1§_;i§1k2- If kik, < 0 then it
follows from Lemma [2 that max{|ky|,|kz|} = 3n/4. Assume k;k, > 0 and
[kz2| = |k1] = 0. Then by LemmalZ, we easily deduce

1 3
ki + k2 — kakz = [kal® + [kal? = [Kallko| = (Ika| = Slka])? + Zko|* < 3n/4.

Hence |k1]?> < |kz2|? < n implies that max{|ki|, |k2|} = |k2| = N, completing
the proof for E,. The other cases are also done similarly. [1
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6 Comparisons of the Two Methods and Conclusion

6.1 Comparisons

In this section we compare the two methods by decomposing many integral
scalars on all elliptic curves in Section 5. To protect Pohlig-Hellman attack [8]
the group order of E(Fp,) has a large prime factor n at least 160-bit. The problem
of determining the group order of a given elliptic curve is not an easy task in gen-
eral but thanks to an improved Schoof’s algorithm one can figure out the group
order of an elliptic curve. However, in the case where the endomorphism ring is
known, computing the group order of E(Fp) is rather easy and it is explicitly
given by a well known formula in [4]. Conversely, determining the elliptic curve
having a given group order is not easy. For this reason, it is not easy to take
‘cryptographically good’ elliptic curves whose the group order has a large prime
factor n and has a small cofactor. Without knowing the exact group order of
elliptic curves we here decompose scalars by the two methods under the assump-
tion that elliptic curves in consideration are good cryptographically. Indeed our
method gives a decomposition of a scalar if only we know the quadratic equation
satisfied by an e [cieht endomorphism on elliptic curves.

For each example in subsection 5.1, we considered various primes p where p
is the norm of some element  [Z[@] satisfying Nz41/z(1 — m) = nh for a large
prime n and a small h. We then decomposed 10° random integers k [, n —1].
In an appendix we put a list of tables showing comparable data in two decompo-
sitions. Here we briefly describe implementation results. For Example 1 the two
decompositions are identically same for 20 di Lerknt primes p. In other examples
di Cerent decompositions of k occurred but for most of scalars k the decomposi-
tions are exactly same and in di [erknt cases the length di Cerknces for components
are within 2 bits because the ratios of maximum lengths are less than 3, so it
makes no big dilerkence in applying the simultaneous windowed techniques. On
the whole, we can analyze that the two decompositions are same for more than
80 % out of all cases we have investigated. In di Lerent decompositions, the length
di Cerknces are almost negligible.

6.2 Conclusion

We described an alternate method of decomposing k using the theory of p-
Euclidian algorithm. The proposed method gives not only a dilerent decompo-
sition of a scalar k but also produces explicit upper bounds for the components
by computing norms in the complex quadratic orders. We then compare the two
di Cerent methods for decomposition through computational implementations.
From these we conclude that the two decompositions are same for most of cases
of elliptic curves we have considered. Even in di Lerent decompositions of a same
scalar, the two methods makes no big dilerknce in a sense that the length dif-
ferences of components are very small. So this shows that the algorithm of [3]
runs smoothly with desired bounds for components, as expected.
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Appendix: Implementation Results

We list up tables showing comparable data in two decompositions. For each ex-
ample in subsection 5.1 we considered 3 di [erknt primes p and then decomposed
10° random integers k [0, n — 1] for each p. Each example consists of 3 tables
and each table pairs with two parts. One part in each table consists of 4 data,
p,n,a and A. The other part shows the degree of likeness in two decompositions.
It contains the ratio of the same dggompositions to di [erknt ones and the ratio of
maximum lengths, maxgi=1 »3 to N where max; denotes the maximum length
of the components by our method and max, denotes that by Gallant et al.’s
method.
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Example 1: 9> +1=0
p 243565077856178942435675064648653565341982256141
n 121782538928089471217837129718716275477823778781
A 46308316286753456460287381300232203960042557786

a 344020884210249105176430 + 58584726296944062172859 ¢
VA VA

same di Cerkent maxi1/ n maxz/ n

100% 0% 0.576 0.576

p 73218518567862951418412496115887978012488022377
n 36609259283931475709206372356291283402327940473
A 19769856633674487989568880377360877117950324407
o 182324503299070277988048 + 58026156004674194058763 ¢

N — N —
same di Cerkent maxi/ n maxz/ n
100% 0% 0.628 0.628

p 3930678888074997741808595252689014229714795666337
n 1965339444037498870904297555040731424331941753793
A 1309814068063573440285466856760823735681467247754
a 955003786398729195609953+ 1026307562089254651689328 ¢

N — M —
same di [erkent max:/ n maxz/ n
100% 0% 0.706 0.705

Example 2: > +@+1=0
g 1220661975006673910903067813381247142962340996767
n 305165493751668477725767239564012652535330395111
A 256830761758906032868730036022774491978136833295
a 13427969703513498583905 -545581462326562493124029]¢

EV A EV A
same dilerknt max; > max; max;/ n maxz/ n
100 % 0% 0% 0.517 0.517

p 950221446324235968403059855257696651387176185739
n 316740482108078656134353712393812433628538586883
| 282351485077898513737832695111818872635483464575

a 427307913549832813191637 -210370149109814056450749 ¢
EV A N —

same dilerknt max; >max; maxi/ N maxz/ n
75% 25% 21 % 0.938 0.743

p 102141088351305829127384982729193913756927751223
n 102141088351305829127384437816439248390624478251
A 29377624209728221104940825415138564729613238982
a 192902776209697260883689-176004989227834521194641 ¢

N — N —
same dilerknt max; > max; maxi/ n maxz/ n
74% 26% 14% 0.878 0.844
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Example 3: 9> —@+2=0

Q >35S ©

1220661975006673910903067813381247142962340996767
305165493751668477725767239564012652535330395111
256830761758906032868730036022774491978136833295
13427969703513498583905 -545581462326562493124029 ¢

EVA

BV VA
same dilerent max; > max; maxi/ n maxz/ n
100% 0% 0% 0.518 0.518

Q ¥ IS ©

2781189092944197387439531156403663331323230903297
927063030981399129146509532434827196498555896781
219182799978228032966133538064490739403593626775
853033060580609187737651 -190989728098028002286769¢

N N —
same dilerknt max; >maxz maxi/ N maxz/ n

75% 25% 24% 0.982 0.640

Q » 3 ©

950221446324235968403059855257696651387176185739
316740482108078656134353712393812433628538586883
282351485077898513737832695111818872635483464575
427307913549832813191637-210370149109814056450749 ¢

N — N —
same dilerknt max; > max; maxi/ n maxa/ n

75% 25% 21% 0.941 0.750

Example 4: 9> +2 =0

Q » 3 ©

563632937115951694076446048851688169341933858747
281816468557975847038222704663449942157079908971
89410463644172197664541344572565104224954335021
480304564005069232838013-159881197071256943510201 ¢

LV A EVA
same dilerknt max; > max; maxi/ n maxz/ n

100% 0% 0% 0.753 0.753

Q >» S ©

681467908765229024305247629959086033509735746451
340733954382614512152623155749477043588700478113
92899111242628958306702491539054896203949387582
351342873047286962313279-329615032986583083697556 ¢

N VA
same dilerknt max; > max; maxi/ n maxx/ n

75% 25% 13% 0.864 0.864

p 563632937115951694076446048851688169341933858747
n 281816468557975847038222704663449942157079908971
A 89410463644172197664541344572565104224954335021

a 480304564005069232838013-1598811970712569435102 ¢

VA N —
same dilerent max; > max; maxi/ N maxz/ n

100% 0% 0% 0.752 0.752
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Abstract. Recent attacks show how an unskilled implementation of el-
liptic curve cryptosystems may reveal the involved secrets from a sin-
gle execution of the algorithm. Most attacks exploit the property that
addition and doubling on elliptic curves are di[Lerknt operations and so
can be distinguished from side-channel analysis. Known countermeasures
suggest to add dummy operations or to use specific parameterizations.
This is at the expense of running time or interoperability.

This paper shows how to rewrite the addition on the general Weierstral}
form of elliptic curves so that the same formula apply equally to add two
di [erkent points or to double a point. It also shows how to generalize to
the Weierstral form a protection method previously applied to a specific
form of elliptic curves due to Montgomery.

The two proposed methods o[en generic solutions for preventing side-
channel attacks. In particular, they apply to all the elliptic curves rec-
ommended by the standards.

1 Introduction

Elliptic curve cryptosystems become more and more popular. With much shorter
key lengths they (presumably) o[er the same level of security than older cryp-
tosystems. This advantage is especially attractive for small cryptographic de-
vices, like the smart cards.

In the last years, a new class of attacks was exploited to retrieve some se-
cret information embedded in a cryptographic device: the so-called side-channel
attacks [Koc96KJJ99]. By monitoring some side-channel information (e.g., the
power consumption) it is possible, in some cases, to deduce the inner workings
of an (unprotected) crypto-algorithm and thereby to recover the secret keys. To
counteract these attacks, a variety of countermeasures have been proposed (e.g.,
see [KJJ99|Cor99/L. D99/0S00,JQ01|LS01JT01MBI01]).

This paper only deals with simple side-channel analysis (e.g., SPA), that is,
side-channel analysis from a single execution of the crypto-algorithm. The more

D. Naccache and P. Paillier (Eds.): PKC 2002, LNCS 2274, pp. 335-345] 2002.
€_Springer-Verlag Berlin Heidelberg 2002
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sophisticated di[erential side-analysis (e.g., DPA) plays the algorithm several
times and handles the results thanks to statistical tools. This second type of
attacks is not really a threat for elliptic curve cryptography since they are easily
avoided by randomizing the inputs [Cor99/JTO01].

Simple side-channel analysis is made easier for elliptic curve algorithms be-
cause the operations of doubling and addition of points are intrinsically di[ert
ent. E [cieht countermeasures are known but they only apply to specific elliptic
curves. Although one can always choose of an elliptic curve of the required
form, it is very likely that people will select elliptic curves recommended in a
standard. For example, over a large prime field, the National Institute of Stan-
dards and Technology (NIST) [NISTQ0] (see also [SECGO0Q]) recommends to
use elliptic curves of prime order whereas the order of the curves suggested
in [OS00)JJQO1ILS01] is always divisible by a small factor.

The rest of this paper is organized as follows. In the next section, we review
SPA-like attacks. In Section Bl and B} we present two dilerknt approaches to
prevent these attacks for elliptic curve cryptosystems using the (fully general)
Weierstrall parameterization. Finally, we conclude in SectionE. (An introduction
to elliptic curves may be found in appendix.)

2 SPA-Like Attacks

The most commonly used algorithm for computing Q = kP on an elliptic curve is
the double-and-add algorithm, that is, the additively written square-and-multiply
algorithm [Knu8Z, §4.6.3]

Input: P, k= (k|_1, Ceey k0)2
Output: Q = kP

1. Ro=P
2. for i =1 —2 downto 0 do
3. Ro <« 2Ro

4. if(kig0)then Rp « Ro+P
return (Q = Ro)

Fig. 1. Double-and-add algorithm for computing Q = kP.

Suppose that the doubling of a point and the addition of two dilerknt
points are implemented with di[erent formulee, these two operations may then
be distinguished by simple side-channel analysis, e.g., by simple power anal-

1 Noting that the computation of the inverse of an point is virtually free, we can
advantageously use a NAF representation for k —that is, k = (kf;...,k5) with
kP{3+1,0,1} and kP, = 0— and replace Step 4 in the double-and-add algorithm
by Ro « Ro + kiP. The expected speedup factor is 11.11% [MO90].
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ysis (SPA) [KJJ99]. When the power trace shows a doubling followed by an
addition, the current bit, say k;, is equal to 1; k; = 0 otherwise.

The usual way to prevent simple side-channel attacks consists in always re-
peating the same pattern of instructions, whatever the processed data. This can
be done by

— performing some dummy operations [Cor99];
— using an alternate parameterization for the elliptic curve [LS01,JQO01];
— using an algorithm already satisfying this property [LD99/OS00,M06l01].

In [Cor99], it is suggested to use the double-and-add-always variant of the
double-and-add algorithm (Fig.[I): a dummy addition is performed when k; = 0.
The drawback in this variant is that it penalizes the running time.

There are other algorithms towards SPA-resistance (e.g., [CJ01]) but they
require the elementary operations —in our case the doubling and the addition
of points— to be indistinguishable. To this purpose, several authors suggested
to use alternate parameterizations for the elliptic curves. In [LS01], Liardet and
Smart represents points with the Jacobi form as the intersection of two quadrics
in P2. In [JQU1], Joye and Quisquater suggest to use the Hessian form. Unfor-
tunately, contrary to the WeierstraR form, these parameterizations are not fully
general. The Jacobi form has always a point of order 4 and the Hessian form a
point of order 3. This implies that the cardinality of the corresponding elliptic
curve is a multiple of 4 and 3, respectively. On the other hand, standard bod-
ies [INISTOOQ] or companies [SECGO00] recommend elliptic curves that do not all
fit in these settings. For instance, they recommend to use several elliptic curves
of prime cardinality over a large prime field. Rather than investigating specific
forms for parameterizing an elliptic curve, we show in the next section how to
perform —with the same formula— a doubling or an addition with the general
Weierstra parameterization.

The third approach for defeating SPA-like attacks is an application of Mont-
gomery’s binary technique [Mon87] (see also [M&l01] when memory constraints
are not a concern). For elliptic curves over binary fields, the algorithm is de-
scribed in [LD99]. Over large prime fields, the algorithm is described in [OS00].
This latter algorithm is unfortunately limited to the Montgomery parameteriza-
tion (that is, elliptic curves with a point of order 2). We generalize it in Section
so that it works with the general Weierstral3 parameterization.

3 Revisiting the Addition Formulee

As given in textbooks (see also Appendices[A.T and[A3), the formula for adding
or doubling points on a Weierstral3 elliptic curve are dilerent. The discrepancy
comes from the geometrical interpretation of the addition law on elliptic curves,
the so-called chord-and-tangent rule (see Fig.[Z).

Let e the line passing through P and Q (tangent at the curve E if P = Q)
and let T be the third point of intersection of Cwith E. If [Sis the line connecting
P and O then P + Q is the point such that E intersects E at T, O and P + Q.
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Fig. 2. Chord-and-tangent rule.

It is however possible to write the slope of line [[IA, so that its expression
remains valid for the addition or the doubling of points, which consequently
unify the addition formula. This is explicited in the next proposition.

Proposition 1. Let E be the elliptic curve over a field K, given by the equation
E/x : Y2 +aixy + azgy = x5 + ayx? + azx + ag. Let also P = (xg,y1) and
Q = (X2,y2) LH(K)\{O} with y(P) 8 y(=Q). Then P + Q = (x3,y3) where
X3 =)\2+a1)\—a2—x1—x2, Y3 = —()\+a1)x3 —UH—a3 with

_ X% + X1Xo + X% +axX; +axXe +ag —aiy:
Y1 +Yy2+aixXs +as

A

and B4 =y1 — AX3.

Proof. The condition y(P) & y(—Q) is equivalent to y; 8 —y, — ajx, — as.
Starting from the definition of A when P 8 Q (see Eq. (@3) in Appendix [AT),
we obtain

A= Ya7V2 — ViV, Yi—(=Yy2—aiX>—az)
X3 —Xz X1—Xz  y1—(—Yy2—aiXz—ag)
y1+aiXgyi+agyi—y5—aiXzy2—aszyz
(X1—X2)(Y1+Yy2+a1X2+2az)

(y2+aix1y1+agy1)—(ys+ai Xay2+azyz)+ai Xoy1 —a1X1y1

(X1—X2)(y1+Yy2+aixXz>+az)
(X3 +apx5 +agxg +as) — (X3 +azx5 +as Xz +as)—a1y1 (X1—X2)
) ) (X1—X2)(y1+yz2+aixz+az)
_ XZ4X1Xo+X5+aAxX1 +aAxXp+Ag—a1Y1

yityz+aiXzo+az )

We see that if we replace x, by x; and y, by y; (i.e., if we assume P = Q), the

2 — . .
above formula for A yields A = 3X1;§fj§i:ia:1yl, that is, the A for the doubling

(again see Eq. (T3) in Appendix [AT). 1

The above proposition can be particularized to the simplified Weierstral3
equations (see Appendix [A.3), depending on the field of definition.
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Corollary 1. Let K be a field of characteristic CharK & 2,3, and let E be the
elliptic curve given by the equation E x : y?> = x3 + ax + b. Then for any P =
(X1,y1) and Q = (x2,y2) LH(K)\{O} withy; & —y,, we have P+Q = (X3, Ys)

where
« _I%+x1x2+x§+a|—2_—|_x . )
°T y1+Yy2 ' ?
and
_l;%+x1x2+x§+a|:)|( ) — )
y3 = Vi+Y2 (X1 —X3) —Vy1 . @3]
1

Corollary 2. Let K be a field of characteristic CharK = 2, and let E be the
non-supersingular elliptic curve given by the equation E i : y?+xy = x3+ax?+b.
Then for any P = (X1,y1) and Q = (X2,y2) [CBH(K) \ {O} with y; 8 y, + X,
we have P + Q = (X3, y3) where

_ I%+x1x2+x§+axl+axz+)’1 EI_F

X3
Yi+y2+ X 1 3
I¥1+x1x2+x§+axl+ax2+yl At ©))
y1+Yy2+Xo
and @ )
+ X1Xo + X5 +axXq, +axy +
yg = L7272 : 27N (X +X3) +X3+Yy1 . 4)
y1+Yy2+Xo
1

Over a field K of characteristic CharK & 2, 3, remarking that x% + X1Xo +
X3 = (X1 + X2)? — X1 %o, our formulee (Egs. @ and (2)) require 1 inversion and
5 multiplications for adding two points. Over a field K of characteristic Char K =
2, our formulee (Egs. (3) and (@) require 1 inversion and 3 multiplications plus
1 multiplication by a constant for adding two points (we neglect the cost of a
squaring).

When CharK & 2, 3, projective coordinates are preferred [DMPW98]. (See
Appendix [A.Z] for a short introduction to projective coordinates.)

We now give the projective (homogeneous) version of Egs. (@) and (). Write

2 2 2
— XiHXaXp+Xz;+a __ (X1+X2)—X1X2+a .
A= Vatys = E=A . Owing to the symmetry of A, we may

Y.
write from Eq. (@), y3 = A(X2 —X3) — Va2, since P+Q = Q+ P, and consequently

we have 2y3 = A(x1 + Xz — 2x3) — (Y1 +Y2). Setting x; = 3 and y; = 2+, we so
obtain after a few algebra
C1
X3 =2FW
léﬁ: R(G — 2W) — L2 (5)
3 = 2F3

where Up = X125, Uy = X524, Sl =Y12Z,, Sz =VYy2Z1,Z =212, T =U; + Uy,
M=S5+S,, R=T2-U;U, +az2 F = ZM, L = MF, G = TL, and
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W = R? — G. Therefore, adding two points with our unified formula require 17
multiplications plus 1 multiplication by constant. When a = —1 then we may
write R = (T — Z)(T + Z) — U;U, and the number of multiplications decreases
to 16.

4 Generalizing Montgomery’s Technique

In [Mon87], Montgomery developed an original technique to compute multiples
of points on an elliptic curve. His technique is based on the fact that the sum
of two points whose dilerknce is a known point can be computed without the
y-coordinate of the two points.

Input: P, k = (ki—1, ...,ko)2
Output: x(kP)

1. Ro=P; R1=2P

2. for i =1 —2 downto 0 do

3 if (ki = 0) then

4. X(R1) « X(Ro + R1); X(Ro) « X(2Ro)
5 else [if (ki =1)]

6. X(Ro) « X(Ro + R1); X(R1) <« X(2R1)

return (X(Ro))

Fig. 3. Montgomery’s technique for computing x(kP).

(Observe that the di Lerence R;—R remains invariant throughout the algorithm:
R;1—Ro=P)

For sake of e [Cciehcy, Montgomery restricted his study to elliptic curves of
the form by? = x3 + ax? + x over a field K of characteristic £ 2,3. The next
proposition gives the corresponding formulea in the general case. The formulae
over a field of characteristic 2 are given in [LD99, Lemmas 2 and 3].

Proposition 2. Let K be a field of characteristic CharK & 2, 3, and let E be the
elliptic curve given by the equation E k : y? = x3+ax+b. Let also P = (X1, Y1)
and Q = (X2,y2) [CH(K)\ {O} with P 8 Q. Given the point P — Q = (X,V),
the x-coordinate of P + Q satisfies

—4b(x1 + X2) + (X1X2 — @)?

P+ =
X(P+Q) o =) ()
Furthermore, if y; & 0 then the x-coordinate of 2P satisfies
2 _ 2 _
%(2P) = (x1 a)c — 8bxy %

4(x13 +axy +h)
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Proof. From Eg. ([I68) (in Appendix[A.3), letting X3 the x-coordinate of P + Q,
we have

X3(X1 — X2)? = (Y1 — ¥2)? — (X1 + X2)(X1 — X2)?
= ()/12 + YZZ —2y1y2) — (Xl3 +x2° —x1%2 %o — X1X22)
= —2y1y2 +2b + (@ + X1 X2) (X1 + X2) .

Similarly, the x-coordinate of P — Q satisfies X(X; — X2)? = 2y1y» + 2b + (a +
X1X2)(X1 + X2). Now by multiplying the two equations, we obtain

Xg - X(X1 = X2)* = —4y1? y,% + [2b + (& + X1%2) (X1 + X2)]?
= —4(x1® + axq + b) (%22 +ax, +b) +
[2b + (a+ X1X2) (X1 + X2)]J?
= [—4b(xXq + X2) + (XaX2 — @)*](X1 — X2)*

which, dividing through by (x; — X,)?, yields the desired result.
When y; 8 0 (i.e., when 2P & O), we have from Eq. (IT8) (in appendix) that

_ 2+ 2 _ 2__ 2—8b
x(2P) = S92 oy, = Ga B R 1
Another useful feature of Montgomery’s technique is that the y-coordinate
of a point P can be deduced from its x-coordinate, the x-coordinate of another
point Q and the coordinates of the point P — Q. This is explicited in the next

proposition.

Proposition 3. Let K be a field of characteristic Char K & 2, 3, and let E be the
elliptic curve given by the equation E x : y? = x® +ax+b. Let also P = (X1,Yy1)
and Q = (X2,Y2) [H(K) \ {O} with P 8 Q. Given the point P — Q = (X,Y), if
y 8 0 then the y-coordinate of P satisfies

2b + (a+ xx1) (X + X1) — Xa(X — X1)*
2y '

Proof. DefineD =P —-Q = &Iy). él_tice Q =P+ D = (Xz,Y2), we obtain from

y(P) =y1 =

(®)

Eq. @) (in appendix) x; = =L —x; —x = “2EERECACDA) which
concludes the proof, multiplying through by (x; — X)?. —1

Assume we are working on an elliptic curve over a field K of characteristic
di Cerent from 2 or 3. We refer the reader to [LD99] for a field of characteristic 2.
Within projective (homogeneous) coordinates, Equation (@) becomes

1
X(P + Q) = —4bZ,Z,(X1Z, + X2Z;) + (X1 X2 — aZ125)?, ©)
Z(P + Q) = X (X1Z, — X2Z1)?.

Hence, the addition of two points requires 7 multiplications plus 3 multiplications
by a constant.
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The formula to double a point within homogeneous projective coordinates
are obtained similarly from Eq. (). We get

1
X(2P) = (X1? — aZ1%)? — 8hX1 2,3,

Z(2P) = 4Z1(X1® + aX1Z.% + bZ,%). (10)

This can be evaluated with 7 multiplications plus 2 multiplications by a constant.
Consequently, the whole protected algorithm of Fig.[3 requires roughly 141
multiplications, 51 multiplications by a constant and 1 inversion for computing
x(kP), where | is the bit-length of k. This is more than in [OS00] but our
method does not require specific curves. Note also that, by Proposition [3 the
y-coordinate of Q = kP can be recovered from x(Rp) = x(Q), x(R1) and P.

5 Conclusion

This paper described two alternative approaches in the development of counter-
measures against simple side-channel attacks. The main merits of the proposed
methods is that they are not specific to a particular class of elliptic curves. In
particular, they apply to all the elliptic curves recommended in the standards.
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A Mathematical Background

A.1 Elliptic Curves

Consider the elliptic curve defined over a field K given by the Weierstral equa-

tion:

E/x Y2 +aixy +azy = x5 +ayx? +auX +ag . (11)

It is well-known that formally adding the point O makes the set of points
(x,y) [KIx K satisfying Eq. (LT) into an Abelian group [SiI86, Chapter II1]. We
denote this group E(K). We have:

(i) O is the identity element: [(E(K), P+ 0O =P.
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(i) The inverse of P = (X1,y1) is —P = (X1, —Yy1 — a; X1 — az).

(iii) fQ=—-PthenP+Q =0.

(iv) Let P = (X1,y1) and Q = (X2,y2) [H(K) with Q B —P. Then P+ Q =
(X3,y3) where

x3=)\2+a1)\—a2—x1—x2 and y3=—()\+a1)xg—u—a3 (12)

with _
@ iftPEQ

A= 3L 3 (13)
B roaata—ay o g

2y1 +a;X; +as

and B =vy; — AX3.

A.2 Projective Representations

The formula for A involves an inversion and this may be a rather costly operation.
For this reason, one usually prefer projective coordinates.

Within projective Jacobian coordinates, we put x = X/Z2 andy = Y/Z3 and
the WeierstraR equation of the elliptic curve becomes

E/x:Y2+aiXYZ +asYZ3=X3+a,X?Z2% + a4 XZ* + agZ® (14)

where the point at infinity is represented as O = (82, 83, 0) for some 8 K\ {0}.
The a [Melpoint (x1,y:1) is represented by a projective point (8%xy, 8%y, 8) for
some 8 [CKI\{0} and conversely a projective point (X1, Y1,Z1) & O corresponds
to the a [nelpoint (X1/22,Y1/Z3).

Within projective homogeneous coordinates, we put x = X/Z andy = Y/Z
and the Weierstral? equation of the elliptic curve is

E/x:Y?Z+aiXYZ+asYZ?=X3+a,X%Z +ay,XZ%+agZ® . (15)

The point at infinity is represented as (0, 8, 0) for some 6 [KI\ {0}. The a [nel
point (X1,Yy1) is represented by a projective point (6xq,0y,68) for some 6 [
K\ {0} and a projective point (X1, Y1,Z;) 8 O corresponds to the a Cnelpoint
(X1/21,Y1/2,).

Note that in projective coordinates (Jacobian or homogeneous), only the
point at infinity has its Z-coordinate equal to 0. The addition formulee in pro-
jective coordinates are derived from the a Cnelformulee by replacing each a [nel
point (Xj,Yi) by a projective equivalent (Xj, Yj, Z;).

A.3 Simplified Equations

Two main families of elliptic curves are used in cryptography, according to the
base field K over which the curve is defined. In this appendix, we give the cor-
responding simplified formulae for each family.
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CharK & 2,3

In this case, the general Weierstral equation (Eqg. (II)) may be simplified to
E/x:y?=x3+ax+bh .

Taking a; =a; =a3z3 =0, a4, =a and ag = b in Egs. (L2) and (I3), the sum
of P = (X1,y2) and Q = (Xz2,y2) (with P B —Q) is given by P + Q = (X3, Y3)
where

X3 =N =x1—Xz and yz=A(X1—X3) — VY1 (16)

with A= 222 if PEQ, and A= 242 if P = Q.

Char K = 2 (Non-supersingular Curves)

Supersingular elliptic curves are cryptographically weaker, we therefore consider
only non-supersingular elliptic curves. The simplified Weierstra3 equation then
becomes

E/x:y>+xy=x3+ax®+b .

Again, from Egs. (I2) and (I3), the sum of P = (X1,y2) and Q = (X2,Y2)
(with P 8 —Q) is given by P + Q = (X3, Y3) where

X3 =N +A+a+x;+X and Yz = A(X1 + X3) + Xz + Y1 17

With)\Z%ifP@Q,and)\=X1+){—iifP=Q.
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Abstract. This paper considers the problem of e Cciehtly generating
a sequence of secrets with the special property that the knowledge of
one or several secrets does not help an adversary to find the other ones.
This is achieved through one-way cross-trees, which may be seen as a
multidimensional extension of the so-called one-way chains. In a dual
way, some applications require the release of one or several secrets; one-
way cross-trees allow to minimize the amount of data necessary to recover
those secrets and only those ones.

1 Introduction

In [10], Lamport proposed a login protocol based on the iterative use of a one-way
function. This elegant construction was exploited in many cryptographic appli-
cations, including the S/KEY one-time password system [8], electronic micro-
payment schemes [2/16], generation of sever-supported digital signatures [3] or
with bounded life-span [5], and also one-time sighature schemes [[7/9/13//14].
Lamport’s one-time password scheme can briefly be described as follows.
From an initial value S; and a one-way function h, a user computes S; = h(Sj—1)
for i =2,...,n. The final value Sy, is given, in a secure manner, to the remote
system (i.e., the verifier). The first time the user wants to login, he will be
asked to deliver Sn—; as password. The remote system then checks whether

Snh 2 h(Snh—1). If yes, then access is granted to the user and the remote system
updates the password database by storing Sh—1. This is a one-time password.
The next time the user will login, he has to send S,—, as password, the remote

system then checks whether S,_, = h(Sh—1), ... and so on until S; is used as
password. The main advantage of this method over the fixed password solution
is that replay attacks are no longer possible.

Roughly speaking, one-way cross-trees generalize the idea behind Lamport’s
scheme through the use of several one-way functions and several initial values.

D. Naccache and P. Paillier (Eds.): PKC 2002, LNCS 2274, pp. 346-356] 2002.
€_Springer-Verlag Berlin Heidelberg 2002
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The resulting constructions naturally introduce a pyramidal hierarchy between
the secrets (passwords) and therefore provide a simple means to allow control-
lable delegation. Lamport’s scheme also presents some hierarchy but only ver-
tical; for example, given the secret S, anyone can compute Sy+1, Sr+2,...,Snh.
Consequently, if for some reason or other, secret S, has been disclosed, then the
security of secrets Sy, ..., is compromised. One-way cross-trees are more flexi-
ble, the delegation is fully parameterizable. Such desirable property is useful for
key escrow systems. It is so possible to construct a system wherein the release
of some secret keys only enables to recover the messages encrypted under those
keys and not all the past and future communications.

The rest of this paper is organized as follows. In Section 2] we formally
define one-way cross-trees. We also derive some useful properties. Section [3shows
how one-way cross-trees allow to e [ciehtly generate and release secrets. Some
applications are then presented in Section 4l Finally, we conclude in Section

2 One-Way Cross-Trees

We begin by formalizing the necessary definitions.

Definition 1. A function h : x B h(x) is said one-way if when given x, h(x) is
easily computable; but when given h(x), it is computationally infeasible to derive
X.

Notation. When a function h is iteratively applied r times to an argument X, we
will use the notation h"(x), that is h"(x) = fll_qﬂ_(- - (t&()) )R

r times

h°(x) = x = h*(x) = h?(x) == - -+ — h"(x)

Fig. 1. One-way chain.

The iterative application of a one-way function h results in the generation of
a one-way chain. Once generated, the chain is then employed in the backward
direction, exhibiting the useful property that it is computationally infeasible to
derive h'=%(x) from h'(x). One-way cross-trees generalize this concept. Loosely
speaking, in a K-ary one-way cross-tree, there are K possible one-way directions
from a given position—a one-way chain corresponds to a unary one-way Cross-
tree, there is only one possible one-way direction. More precisely, we have:

Definition 2. Let hy, hy, ..., hg be one-way functions and let (I, 15,...,1k)
be a k-tuple. A K-ary one-way cross-tree (K-owcT for short) is a structure T
consisting of vertices and directed edges. Each vertex is labeled with a k-tuple of

the form | =
Virne = hit(11),hz2(12), ..., hie(ly) @
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where rq,ra, ..., e [CN. The vertex corresponding to the k-tuple I = (I, 15,...,
I) is called the root (or generator) of T. Each vertex (except the root) has at
least one edge directed towards it. Moreover, each vertex (including the root) has
at most K edges directed away from it. Given an edge directed away from a vertex
P towards a vertex S, vertex P is called the predecessor of S and vertex S is
called the successor of P. A vertex without successor is called a leaf. A k-owcT

is iteratively constructed as follows. Given a vertex labeled V ¢, r,,. 1., re, IS
ﬂpossmle) successors are given by the yeytices labeled Vo, r, ri+1..r. =
1(|1),h52(|2),...,h{i+1(|i),...,h;K(|K) with i [{4,...,k}.
(I, I»)
(hi(I1), I2) (11, h2(I2))
h1 L), (h1(I1), ha(I2)) Il,hz (I2))
(R3(I1), ), ha(I2)) (hi(I),h%(I2)) (I, h3(I2))
Fig. 2. Binary one-way cross-tree (2-owcCT).
Proposition 1. Let T be a k-owcT. Given any K-tuple V r, r,,... r. LI, itis
(P1) computatlonally |nfea5|ble to find another k-tuple V (oro ro if ri<r,

l<i<k.

Proof. This immediately follows from the one-wayness of T (see Eq. (T))). Finding
VorOrb g for some ri’< j; requires the inversion of the one-way function h;,
Whlch is assumed to be computationally infeasible. 1

Definition 3. Theﬁﬂht of ak-tuple V¢, r,.. r. in@K-oWCT T is defined as

WV rir,.or) =  i=1 Fi- The depth of V rz r. CIis given by

.....

) =W rirnd) —W(AD), @3]

where 1 denotes the root of T. Moreover, the depth of T is defined as being the
depth of the element of greatest depth.

A(V ry,rz
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Definition 4. A k-owcT T is said complete if all of its leaves have the same
weight.

Proposition [ is the fundamental property of a one-way cross-tree. It indi-
cates that given one element V ¢, r,.. . r., Only the elements of the K-ary one-way
subcross-tree generated by V v, r,....r. Can be evaluated. In other words, when
given one element, no elements of lower or equal weight can be computed.

Proposition 2. A complete k-owcT T of depth & has exactly

-
N(K,5)=%IH6(_1 ®3)

(distinct) elements of depth .

Proof. We use induction on k. The casmz 1 corresponds to one-way chains
and we obviously have N(1,9) = 1 = 5 . Suppose now that K = 2 and that
Eqg. Q) holds for k — 1. Let R = (R1, Ry, ..., Rk) be the root of T. Then, the
number of elements of depth 3 is given by

N (K, 8) = #{(hS: (R1), K& (Ra). ... h* (R) | 7, & = 5
= #{(h%*(R1), K2 (R2), ..., h*(RQ)) | 0= 818, ', =& — 51}

-

= N(k—1,5 — ;)

$1=0

1
TS1TK=27" by the induction assumption

= 1:0 5—51
Ty O

o -
Lot
Corollary 1. A complete k-owcT T of depth 3 has °;" elements.
1 1 1 [
Proof. Obvious, since  §_o N(k,d) = 5, lT—f“Lg_l = @g“ ; 1

Proposition 3. Let T be a k-owcT. Given one or several k-tuples of T, all the
K-tuples in the smallest one-way subcross-tree containing the given k-tuples can
be evaluated.

L1 Lo r r@ I
Proof. Let S = Vr?),réj) ..... r® = hl (Il),hz (|2)1---: K (IK) 1Sjs|:|be

the subset of the given Kk-tuples. If Fj denotes the smallest ri(j) (1 =j = Dlsuch

that hir‘m(li) is a component of a K-tuple in S, then the one-way subcross-tree
generated by V # ... /. Will contain all the k-tuples of S and is the smallest one.
From the root V & ... = (W2 (11), h%2(12), . .., hf<(1,))) of this subcross-tree,
all its k-tuples can be evaluated. 1

Alternatively, one-way cross-trees may be described in terms of integer lat-
tices (see Fig.[@). Let T be a k-owcT and let (I, 15,..., k) be its root. Each
element (h1*(11), h%2(12), ..., hi<(1k)) T may uniquely be represented by the
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® @ . AN

0 1 2 3 X N
[} [} [}
(a) Unary case. N

0@ ® @ @
1 3 X1

\\X1+X2=2
AN

(b) Binary case.

Fig. 3. Lattice interpretation.

integer vector (rl,rz,...,rK).ﬂ’/iJiLIcan therefore define a lattice L containing
those integer vectors: L = { ;_;Xje; | Xi [N} where {e;} is the standard
basis—that is, e; is a vector with a ‘1’ in the it" position and ‘0’ elsewhere. Fig-
ure [3 depicts the lattice analogues of a one-way chain and of a binary one-way
cross-tree. The elements of depth & correspond to the lattice vectors lying in the
hyper-plan My = X1 + X, + - - + X, = 8. Increasing the depth of one unit means
“jumping forward” away from the hyper-plan N5 towards the parallel hyper-
plan Hgﬂ;Mloreover, each lattice vector (s1,S2,...,S«) [Lldefines a sublattice
L ={ j—;xiei | Xi [N,x; = s;}. The one-wayness of cross-tree T implies
that from the only knowledge of the k-tuple (h3*(l1), h32(l2), ..., h$<(1k)), only
the k-tuples (h3*(11), h32(12), ..., h¥<(lk)) with (X1,X2,...,Xx) O may be
computed. Note that, although less practical in higher dimension, the lattice
formulation can be useful for theoretical purposes. For example, N(k, ) (see
Proposition[Z) may be considered as |L n M;].

3 Generation/Release of Secrets

Suppose that a sequence of n secrets (S1, S2, ..., Sp) has to be generated. There
are basically two ways to do it:

(M1) A first method consists in randomly choosing Si, ..., Sh.
(M2) Another method is to randomly choose S; and then evaluate S; = h(Sj—1)
for i =2,...,n, where h is a one-way function.

In this section, we will see that k-owcTs unify these two approaches and
oleda fine control on both e [ciehcy and security.
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3.1 E Lciehcy

Method (M1) is computationally more e [Ccieht while Method (M2) is more ef-
ficient in terms of storage—only S; has to be stored and S; is computed as
Si = h'~1(S;). Note that, in (M1), Sy, ..., Snh can be considered as the root of a
n-owct and, in (M2), as the elements of a 1-owcT (one-way chain). Therefore,
if the secrets are constructed as elements of a K-owcT where K varies between 1
and n, we obtain a full range of possibilities, enabling to choose the best trade-o ]
between computational speed and storage requirements.

However, one-way functions such as SHA [1] or MD5 [I5] are very fast; the
storage limitation is thus more restrictive. Consequently, Method (M2) seems
to be optimal since it only requires the storage of one secret, but the following
paragraph brings the opposite consideration.

3.2 Security Considerations

From a security point of view, Method (M1) is superior because the secrets
are totally independent; in Method (M2), from a secret S,, anyone is able to
compute Sy+1,Sr+2,...,5n. Note that this property is sometimes desired in
certain applications such as Lamport’s one-time password scheme (see Section ).

3.3 Generation/Release of Secrets in a K-OWCT

In this paragraph, we discuss in more details how to generate and release a se-
guence of n secrets in a K-owcT T with 2 < K < n — 1. A first idea is to use
the elements of T as secrets. However, special precautions must be taken: the
elements in a k-owcT are not completely independent (see Proposition [3). An-
other idea is to only use the leaves of a complete k-owcT. Even in that case,
independence between secrets is not guaranteed. Consider for example a com-
plete 3-owcT of depth 4 with root (ly, 12, 13). The leaf V 5,11 = (h?(11), h2(12),
hz(l3)) may for example be obtained from leaves V 20, = (h3(l1), 12, h3(13))
and V 121 = (h1(11), h3(12), h3(13)) (which are also of depth 4).

Consequently, the elements of a k-owcT T may not be used like this as
secrets, they have first to be passed through a one-way hash function H, i.e. the
secrets will be

Si=HWN rirar) 4)

where V ¢, r,....r. 1. The use of the hash function H also results in better
performances since it reduces the size of the secrets.

To release a subsequence of secrets {S;,...,S;}, it su[ced to reveal their
common predecessor of highest weight, say P [Tl Note however that, by Propo-
sition 3] this allows to construct all the secrets in the subcross-tree generated by
P . So, several elements of T must sometimes be released in order to reconstruct
only the secrets in {S;,...,S;}. Consequently, the secrets have to be carefully
arranged into the owcT in order to minimize the number of elements to release.
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3.4 Binary-OWCT vs. OWCT of Higher Dimension

We already learned in 8371 that a small parameter K enhances the storage ef-
ficiency in the construction of a k-owcT. It is worth noting that it may also
enhance the overall security, simply because the database containing the root
element I = (I, 15,..., k) is smaller (k secret components have to be stored,
the other ones are computed), making its maintenance easier.

Another advantage of binary-owcrTs is that each elements has at most two
successors. Therefore the release of one element of depth & enables to derive at
most 2 elements of depth (3 + 1) (and hence at most 2 secrets instead of K for a
K-OWCT).

Finally, we can remark that, contrary to owct of higher dimension, all the
components of elements of same depth in a 2-owcT tree are dilerent. So, for
e [ciehcy purposes, if only the leaves of a complete 2-owcT are used then one-
way hash function H (see Eq. @)) may advantageously be replaced by the xor
(exclusive OR) operator in the construction of the secrets. More explicitly, if T
is a complete 2-owcT of depth n — 1 with root (I, I,), then secrets Sy, ...,Sh

are given by S; = hi=1(1;) ChI™'(1,).

4 Applications

4.1 Key Escrow

It is well-known that key escrow systems are proposed to reach a balance be-
tween the user’s privacy and the society security if those systems are employed
by an organization or a country. Briefly, a key escrow system goes as follows.
A trusted escrow agent is assumed to hold the secret key of each person in the
group and it will be asked to reveal the secret key under authorized law enforce-
ment when required. Unfortunately, the main problem in key escrow systems,
especially hardware-oriented systems, is that once the personal secret key has
been disclosed, all the past and future communications are no longer secure.
Consequently, a scheme with time-constrained release of personal secret keys
would be very useful. The proposed construction (namely, generation and re-
lease of secrets using k-owcTs) can successfully be applied to construct such a
scheme.

Imagine a company where user’s secret keys are periodically updated for
security reasons, say each day. Consider a complete 2-owcT T of depth 364. By
Proposition 2} T has 365 leaves V ; ss4—i = (hi(11), h3%*7'(1,)) with 0 < i < 364.
As remarked in §3.4] the xor operator may be used to construct the secrets;
therefore we define secret S; by

Sj =h7i(1y) A (1) (1=<j=<365) . (5)

Note that the same one-way function h; = h, := h has been chosen.
The scheme can therefore be described as follows. At the beginning of each
year, each user A receives a tamper-proof hardware from the trusted center or
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key escrow agent. Note that this is also the assumption made in the original key
escrow standard. In the hardware, there is a real-time clock or a counter that
can be used as input to compute the sequence of numbers {1,2,3,...,365}. The
tamper-proof device also stores a secret value 1 and user’s identity 1D . Define
I; =H{ D and I, = H(I 2} where H is a one-way hash function. When user
A wishes to encrypt a message m to receiver B using a shared session key Kag,
both the message and the session key Kag are sent into the hardware and the
hardware outputs

O O
C = J,{KaB}sk;, IDa, {M}k e (6)

where 1 < j < 365 is the number of the day and {p}x denotes the encryption
(any encryption algorithm adopted by the hardware) of message p under secret
key k. From integer j (computed from the embedded real-time clock or counter)
and the identity 1Da, the hardware computes A’s secret key SK; as

SKj = h~(1,0Da) CE¥* I (1,0D,) . ™

On the receiver’s (i.e., B) side, his hardware contains the same information
except that the identity is now IDg. From the transmitted C (Eq. (6)), A’s
secret key SK; can be recovered (by Eq. (7)) and thus the session key Kag can
be correctly extracted. If the computed session key and the entered session key
are the same, then receiver’s hardware starts to decrypt the ciphertext {m}k .z,
otherwise rejects the decryption request.

Suppose now that for some reason, the wire-tapped communication initiated
from A during days 30 till 116 has to be decrypted. Then the law enforcement
agent submits the set of numbers {30,31,32,...,116} to trusted key escrow
agent and receives

(h~1(1, DA), W33 118(1, [TDA)) = (h?°(11 [TDA), h2*°(1,IDA)) . (8)

From this information, all the secret keys between SK3g and SKi;5 can ev-
idently be recomputed. Therefore, all the session keys protected by these se-
cret keys can be extracted and the corresponding wire-tapped ciphertexts can
be correctly decrypted. Note that, from Proposition [3, only one release of the
form (h"(1,0DA), hs(1, D)) is permitted. For example, if the law enforce-
ment agent requests the secret keys SKszos,...,SKz0, he may not be pro-
vided with (h3%° (1, IDA), h>°(1, IDA)) because he is then also able to compute
SKi17,...,SKszpo. Secret keys SKsoy, ..., SK310 must thus be released individ-
ually.

To overcome this drawback, one can for example construct a complg;t?_-
owct of depth 6 with root (I, 7). By Corollary [l this owct has ¢ =
28 elements. These elements are then numbered in a publicly known way as
E.1, Eo, ..., Ezs. We define

Ri = (Ri1,Ri2) = (H(E2i—1),H(E2i)) (1=i=<12), 9

where H is a one-way hash function. From the discussion in §33] we know that
all of the H(E;) are independent. Therefore, R; (1 < i < 12) may be used as
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roots to construct 12 independent 2-owcTs. The secret keys of user A are now
given by ) )

SKij =™ (R;10Da) [h¥ I (R;,DA), (10)
where 1 < i < 12 denotes the number of the month and 1 < j < 31 denotes
the number of the day in month i. Suppose now that the law enforcement agent
requests A’s secret keys used during 20th March till 10th April, then he will
receive

(h**(R3,10DA), Rs2 MDA, Rs,1 MDA, h? (R4, 2 0DA)) - (11)

The advantage of this second construction is that one release of a sequence of
secret keys is permitted each month instead of each year.

4.2 Delegation

Consider as the previous paragraph that for security reasons secret keys are
changed each day. Suppose an employee in a company needs to go on a business
trip, and he has no special portable computer available for the access to the
company. Before going on his trip, he plans to give the secret keys (for logging
into his computer account, for decrypting emails, etc.) to his secretary. Since the
secret keys are constructed from owcTs, the employee has just to release some
secret values and not all the secret keys. Then the secretary can compute the
corresponding secret keys. She can thus decide in place of the employee according
to his policy told beforehand; or if the employee can make a call to the o [ce lshe
follows instructions given by him. Note that the secretary can only recover the
secret keys corresponding to the period during those the employee is away from
the o [celShe is not able to substitute the employee afterwards or to decrypt
past communications.

4.3 Lamport-Like Schemes

If the elements of a k-owcT (with K = 2) are passed through a one-way function
(see Eq. (@), they constitute independent secrets—that is, given one or sev-
eral secrets, it is computationally infeasible to find another one. OwcTs provide
thus a simple and e [cieht means to construct independent secrets. Moreover,
to enhance the performance, one can attribute an element of lower weight to a
secret which is more often used; the computation of this element (and thus of
the corresponding secret) from the root of the owcT is then speeded up.

Suppose that an user generates N independent secrets in a K-OowcCT (K = 2).
These secrets may represent the initial values of N one-way chains (see Fig. [I)).
Each of these chains can then for example be used to construct a micro-payment
protocol with a given merchant [2/16]. The owcT just serves as a memo to
compute the initial value of a one-way chain. The advantages are (1) the user
has just to remember (or store) the root of a owcT; and (2) if for some reason
one secret has been disclosed, the security of the transactions with the other
merchants is not compromised. Of course, other applications based on one-way
chains (e.g., [35617/89/10/13/14]) may also be adapted advantageously to such
a construction.



5

One-Way Cross-Trees and Their Applications 355

Conclusions

This paper generalized the concept of one-way chain. The resulting construction,
called one-way cross-tree, finds interesting applications in the generation and
release of secrets. In a K-owcT, only K secrets have to be stored; moreover, when
required, some selected secrets (and only those ones) may e [ciehtly be released.
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Abstract. We consider the problem of proving that a user has selected
and correctly employed a truly random seed in the generation of her
RSA key pair. This task is related to the problem of key validation, the
process whereby a user proves to another party that her key pair has
been generated securely. The aim of key validation is to pursuade the
verifying party that the user has not intentionally weakened or reused
her key or unintentionally made use of bad software. Previous approaches
to this problem have been ad hoc, aiming to prove that a private key is
secure against specific types of attacks, e.g., that an RSA modulus is
resistant to elliptic-curve-based factoring attacks. This approach results
in a rather unsatisfying laundry list of security tests for keys.

We propose a new approach that we refer to as key generation with veri-
fiable randomness (KEGVER). Our aim is to show in zero knowledge that
a private key has been generated at random according to a prescribed
process, and is therefore likely to benefit from the full strength of the
underlying cryptosystem. Our proposal may be viewed as a kind of dis-
tributed key generation protocol involving the user and verifying party.
Because the resulting private key is held solely by the user, however, we
are able to propose a protocol much more practical than conventional
distributed key generation. We focus here on a KEGVER protocol for
RSA key generation.

Key words: certificate authority, key generation, non-repudiation, public-
key infrastructure, verifiable randomness, zero knowledge

1 Introduction

In this paper, we consider the problem of demonstrating that a public key P K
is well selected, in other words, that it has been chosen so as to benefit strongly
from the security properties of the underlying cryptosystem. This problem has
been typically refered to in the literature as that of key validation. Interest in
key validation arises when a user registers a public key P K of some kind with a
certificate authority (CA) or presents it for use in some other application, such
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as a group signature scheme. The structure of PK o [erk only limited assurance
about the strength of the corresponding private key SK. For example, in the
RSA cryptosystem, it may be that the public modulus n is long, ensuring se-
curity against the general number field sieve. At the same time, one of the two
component primes may be short, creating vulnerability to elliptic-curve-based
factoring attacks. Thus, it is easily possible for a user to generate SK of some
weak form so as to render it vulnerable to any of a range of common attacks,
without the knowledge of the CA. If SK is, say, a private signing key, then a
malicious user of this sort can seek to repudiate transactions based on digital
signatures generated using SK, claiming that the vulnerability of SK led to key
compromise. The user might, for instance, place an order for a purchase of stock,
and then repudiate it if the market subsequently goes down. Weakness in a key
may alternatively result because a user has made inappropriate use of the same
“stale” key across multiple platforms. For example, a user might choose to make
use of the same key for her magazine subscription as for her financial trans-
actions. Finally, and probably most importantly, a weak key may be produced
by bad software. Faulty or malicious software might induce a subtle weakness
by using a “stale” prime in RSA keys, i.e., using the same component prime in
di Cerent moduli. As demonstrated by Young and Yung [36], malicious software
might create a key that appears to have been correctly generated, but is primed
for theft by the creator of the software, a process dubbed “kleptography”. A
software package may also generate a key that is weak simply because of faulty
programming. This last is of perhaps the greatest concern to security architects.

Such concerns and the liability risks they create for certificate issuers have
been a recurrent issue in standards bodies for some time, and have thus served
as an impetus for investigation into key validation techniques. A key validation
protocol aims at enabling a user to prove to a verifying party, with minimal
information leakage, that her private key SK has a particular security property
that may not be evident from inspection of P K. For example, researchers have
proposed protocols enabling the possessor of an RSA private key to prove to a
CA with little information leakage that the corresponding public modulus n is
the product of two primes p and g of roughly equal length. Such a protocol is
included in the appendix to the ANSI X9.31 standard for digital signatures used
in financial services applications [2].

Note, however, that an RSA key can also be constructed in such a way that it
is vulnerable to any of an arbitrarily long list of special-form factoring algorithms:
examples of ones popular in the literature include the so-called p — 1 attack and
p + 1 attack [27]. Recognizing that a host of dilerent types of attacks against
the RSA cryptosystem are possible, ANSI X9.31 for example includes discussion
of a range of key validation tests. It is clear from the outset, though, that this
kind of ad hoc approach is fundamentally limited: One can always devise a hew
type of attack and corresponding key validation protocol to add to the list, and
no set of litmus tests can guard against use of a stale key.

In this paper, we propose a novel alternative to or enhancement of key vali-
dation that we refer to as key generation with verifiable randomness, and denote
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for brevity by KEGVER. A KEGVER protocol shows not that a key is resistant to
a list specific attacks, but instead that the key has been generated as an honest
party would, and is therefore unlikely to be weak with respect to any known
attack and unlikely to be stale. The starting point for our approach may be
thought of as an ideal process in which a trusted dealer or trusted third party
(TTP) generates a key pair (SK, P K) according to a universally agreed upon
process, e.g., the example methods presented in the IEEE P1363 standard [1]. In
this ideal process, the TTP sends (SK, P K) privately to the user and P K to the
CA. The user is assured here that the privacy of her key SK is as good as if she
had generated it herself. The CA is assured that the key pair (SK, P K) was gen-
erated securely, namely according to published guidelines, and therefore benefits
from the full strength of the underlying cryptosystem. It should be noted that
TTPs form a component of many secret sharing and key distribution schemes,
e.g., [32]. The role of the TTPs in these schemes, however, is to e [edt a correct
sharing of secrets. In our ideal process, it is to ensure correct key generation.

Of course, involvement by a TTP in real-world settings is generally undesir-
able and impractical. It is well known, however, that such a TTP can be sim-
ulated by the user and CA alone using fundamental cryptographic techniques
known as general secure function evaluation [21J35]. While o[ering rigorously
provable security characteristics, such techniques remain highly impractical, par-
ticularly for such computationally intensive operations as key generation. Our
contribution in this paper is a technique that simulates the TTP e [ciehtly in
a practical sense. The one drawback to our proposal is that it involves a slight
weakening of the ideal process: The user is able to influence the TTP to a small
(but negligible) degree. We believe that our proposal is of great practical inter-
est, and note that it can even be achieved in a non-interactive setting. We focus
on KEGVER protocols for RSA in this paper.

A capsule description of our KEGVER protocol for RSA is as follows. The
user and CA jointly select random integers x and y; these integers are known
to the user, but not the CA. The user then produces an RSA modulus n. She
proves to the CA that n is a Blum integer and the product of two primes, p and
g. She furthermore proves that p and q lie in intervals [x,x + 1] and [y, y + 1] for
some public parameter I, i.e., that they are “close” to x and y. The parameter
| is selected to be small enough to constrain the user in her construction of the
modulus n, but large enough to ensure that she can very likely find primes in the
desired intervals. Secure, joint generation of X and y, judicious selection of I, and
a number of implementation details form the crux of our work in this paper. As
an additional contribution, we propose new definitions required to characterize
the security of a KEGVER protocol.

1.1 Previous Work

While general secure function evaluation and zero-knowledge proof techniques
are largely impractical, researchers have devised a number of e [cieht protocols
to prove specific properties of public keys. One of the earliest such protocols
is due to van de Graaf and Peralta [33], who present a practical scheme for
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proving in zero knowledge that an integer n is of the form p"g® for primes p
and g such that p,q = 3 mod 4 and the integers r and s are odd. Boyar et al.
[7] show how to prove that an integer n is square-free, i.e., is not divisible by
the square of any prime factor. Together, these two proof protocols demonstrate
that an integer n is a Blum integer, i.e., an RSA modulus that n = pq such that
p,q = 3 mod 4. Gennaro et al. [19] build on these two protocols to demonstrate
a proof system showing that a number n is the product of quasi-safe primes,
i.e., that n = pg such that (p — 1)/2 and (q — 1)/2 are prime powers (with
some additional, technical properties). Camenisch and Michels [8] extend these
proof techniques still further, demonstrating a protocol for proving that an RSA
integer is the product of two safe primes, i.e., primes p and g such that (p—1)/2
and (q — 1)/2 are themselves primes. While asymptotically e [Cieht, however,
this last protocol is not very practical.

Chan et al. [11ﬂ and Mao [25] provide protocols for showing that an RSA
modulus n consists of the product of two primes p and q of large size. Liskov
and Silverman [23] describe a protocol interesting for its direct use of number-
theoretic properties of n to show that p and q are of nearly equal length. Fu-
jisaki and Okamoto [I516] present related protocols for proving in statistical
zero knowledge that a committed integer lies within a given range. All of these
protocols are largely superseded for practical purposes by the work of Boudot
[6], who, under the Strong RSA Assumption, demonstrates highly e Lcieht, sta-
tistical zero-knowledge protocols for proving that a committed number lies in
a given range. The Boudot protocols permit proofs of very precise statements
about the sizes of p and q.

Loosely stated, all of these protocols demonstrate that a committed number
(or public key) lies in a particular set or language. Our aim, which may be
viewed as complementary, is to show that a committed number has been selected
from a given set at random according to some publicly specified process. Thus,
these previous protocols, and particularly the Boudot protocols, are useful in
the construction of our KEGVER scheme. Our focus in this paper, however, is on
the additional apparatus required to make broader statements about adherence
to a prescribed key-generation protocol.

A simple approach to ensuring freshness in RSA key generation is for the
CA to select a random string s of, say, 100 bits, and require that the leading
bits of the public key PK be equal to s. This method, however, has several
drawbacks. It only ensures freshness in a narrow sense: While the CA can be
assured with high probability that the user has not registered P K before, there
is no assurance that the user has not re-used one of the constituent primes of the
modulus before. Moreover, by constraining the form of P K, the CA naturally
constrains the possible set of private keys SK, leading to some degradation in
security. Finally, the required alteration to the key generation process limits
compatibility with current prime generation techniques.

1 The original version of this paper contained a technical flaw, and was subsequently
republished as a GTE technical report.
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A broader but still simple approach proposed for verification of the key gen-
eration process is to derive all underlying randomness from application of a
pseudo-random number generator to a random initial seed s. Of course, this ap-
proach only provides ex post facto arbitration of potential disputes, as revelation
of s also discloses the private key.

Distributed key generation is an area closer in spirit to our work in this
paper, and can in fact serve directly to achieve a KEGVER scheme for RSA. (For
discrete-log based systems, the idea is straightforward and very practical, but we
do not have space enough to describe it here.) The best basis is a distributed key
generation protocol presented by Boneh and Franklin [5] and further explored
most recently in, e.g., [10J20)j24]. In this protocol, a minimum of three players
(or two, in some variants) jointly generate an RSA modulus n. At the end of
this protocol, each of the players holds a share of the corresponding private key.
No player learns the whole private key at any point.

To see how such a distributed key generation protocol for RSA can serve as
the basis for a KEGVER protocol, consider the two-party case. The idea here is
to have the CA act as one player and the user as the other. At the end of the
protocol, the CA sends its private key share to the user, who is able then to
reconstruct and verify the correctness of the entire private key. This approach
enables the CA to be assured that n is generated according to a prescribed
protocol, e.g., that p and g are generated uniformly at random from a prescribed
range. Likewise, the user in this case can be assured that her private key is
not exposed to the CA or to an eavesdropper. The idea for the three-party (or
multi-party) case is analogous.

The main drawback to distributed key generation for RSA is that it is quite
slow. Malkin et al. [24] present experiments involving a highly optimized version
of the three-party Boneh and Franklin protocol [5]. These experiments suggest
that about 6 minutes of work is required to generate a 1024-bit modulus across
the Internet using fast servers. In contrast, convention generation of a 1024-bit
RSA on a fast workstation requires less than a second [34]. The basic Boneh
and Franklin protocol, moreover, is not secure against active adversaries, and
thus would not be suitable by itself as the basis for a KEGVER protocol. Instead,
it would be necessary to employ a variant with robustness against malicious
players, e.g., [24]. These variants are even less e [cieht than that of Boneh and
Franklin. It is possible to construct a non-interactive KEGVER protocol based
on distributed RSA key generation by having the user simulate other players
(by analogy with our discrete-log-based example above). The overall costs and
complexity of such an approach remain high, however.

Since our aim is not sharing, but rather correct generation of a private key,
we adopt an approach in this paper rather dilerkent in its technical details from
distributed key generation. As a result, we are able to present a KEGVER protocol
for RSA that is quite e [cieht and also has a natural, fully non-interactive variant.



362 Ari Juels and Jorge Guajardo

1.2 Our Approach

Let us sketch the intuition behind our KEGVER protocol for RSA, expanding on
our capsule description in the introduction to the paper. One common technique
for generating a component prime of an RSA modulus n is to pick a random
starting point r in an appropriate range, and apply a primality test to successive
candidate integers greater than r until a (highly probable) prime p is found. This
basic approach may be enhanced by means of sieving or other techniques, but is
essentially the same in almost all systems in use today. The pivotal idea behind
our KEGVER scheme is for the user and CA to generate r jointly in such a
way that r has three properties: (1) r is selected uniformly at random from an
appropriate interval; (2) The user knows r; and (3) The CA holds a commitment
to r, but does not know r itself. The user performs the same process to derive a
starting point s for a second component prime.

Ideally, we would then like the user to furnish an RSA modulus n and prove
that the constituent primes p and g are the smallest primes larger than r and s.
In the absence of any known practical technique to accomplish this, we adopt a
slightly weaker approach. We restrict the user to selection of a modulus n that
is a Blum integer, i.e., the product of primes p and g such that p,q = 3 mod 4.
We use well known protocols to have the user prove in zero knowledge that
n is indeed a Blum integer. We then employ techniques for proofs involving
committed integers, and for range proofs in particular. These enable the user to
prove in zero knowledge that p is “close” to r and that g is “close” to s.

As a result of this last proof and the fact that r and s are generated jointly,
the user is greatly restricted in her choice of p and g. In particular, she must
choose each of these primes from a small interval generated uniformly at random.
The result is that the user has very little flexibility in her choice of n, and must
therefore select a modulus n nearly as strong as if she had adhered honestly to
the prescribed key generation protocol. As a tradeo [Cabainst the high e [ciehcy
of our protocol, a malicious user does in fact have a little “wiggle room” in her
choice of n, but this is small for practical purposes. At the same time, use of
zero-knowledge (and statistical zero-knowledge) protocols ensures that the CA
gains no information about the private key other than that contained in n itself.

Although we do not dilate on the idea in our paper, we note also that KEGVER
can also be employed by a user as a local check against “kleptographic” attacks
by an RSA key-generation module [36]. For this, the user employs a separate
KEGVER module (generated by a separate entity) to check the correct behavior
of the key-generation module.

Organization

In section [2Z, we present formal definitions for the notion of key generation with
verifiable randomness, along with brief description of the cryptographic and
conceptual building blocks. We present protocol details in section B. We olen
security and performance analyses in sections 4 and [5 respectively. Due to space
limitations, we have omitted many details from this version of the paper. A full
version is available from the authors on request.
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2 Definitions

Thusfar we have described a KEGVER protocol as one in which the user, through
joint computation with a CA, is constrained to produce keys in a manner “close”
to honest adherence to some standard key generation algorithm. Our first task is
to characterize formally this notion of “closeness”. We assume for the sake of sim-
plicity a cryptosystem in which every public key P K has a unique corresponding
private key SK. We refer to a probability d as overwhelming in parameter | if
for any polynomial poly there is some L such thatd > 1— m for | > L. We
let [gdenote uniform random selection from a set.

We begin by defining key generation and key generation with verifiable ran-
domness. We let keygen denote a key generation algorithm that takes as input a
soundness parameter t and a key-size parameter k. With probability overwhelm-
ing in t, the algorithm outputs a well-formed private/public key pair (SK, P K).
The length of the public key is specified by k: For example, in our RSA-based
key generation algorithm, it is convenient to let the output key length be 2k — 1
or 2k bits. Let PKy denote the set of public keys specified by key-size parameter
k, i.e., the set of all such possible outputs P K of keygen. We assume that mem-
bership in PKy is e Lciehtly computable without knowledge of SK. We let Py ¢
denote the probability distribution induced by keygen over PKy for parameter
k, and let Py (P K) be the probability associated with key P K in particular.

A KEGVER protocol involves the participation of a user and a CA. The pro-
tocol takes as input a key-size parameter k and security parameters I, m, and t.
Here, | and t are soundness parameters, while m is a security parameter govern-
ing statistical hiding of committed values, as we explain below. If the protocol
is successful, the public output of the protocol is a public key PK [CPIK, and
the private output to the user is a corresponding private key SK. Otherwise,
the protocol fails, and we represent the public output by [_The probability of
protocol failure when the participants are honest is characterized by security pa-
rameter |. We let Q.. m,+ denote the probability distribution induced by output
P K over PKy by the KEGVER protocol when the two participants are honest.
We say that the CA accepts if the CA is persuaded that P K has been properly
generated; otherwise the CA rejects the protocol output.

Definition 1. Let Qﬁ;l'm,t be probability distribution induced by the output of
KEGVER with fixed key-size parameter k and security parameters |, m and t over
executions accepted by an honest CA when the user is represented by an algorithm
A (not necessarily honest). We say that KEGVER is a p-sound KEGVER protocol
for keygen if, for any algorithm A with running time polynomial in k, we have

Qﬁ\:l,m,t(P K) -

1

PRIST  Pre(PK) @
1

This definition specifies the soundness of KEGVER, stating that a dishonest user

can generate a given key with probability only p times that of an honest user

executing keygen. For small y, this means that it is infeasible for a dishonest
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user to persuade the CA to accept the output of the protocol unless its output
distribution is similar to that of keygen. Suppose, for example, that keygen is
a standard RSA key-generation algorithm for which the RSA assumption [27]
is believed to hold. Then if u is polynomial in k, it is hard for an attacker to
weaken her own key e [edtively in KEGVER[] We make the following observation;
all gquantities here are relative to key-size k, while security parameters are fixed.

Observation 1. Suppose there exist polynomial-time algorithms A and B such
that with non-negligible probability, B(PK) = SK for pairs (SK,PK) dis-
tributed according to Q{j;,’m’t. Then if p is polynomial, it follows that there is a
polynomial-time Bsuch that BYP K) = SK with non-negligible probability over
Pk t, and thus that the RSA assumption does not hold on keygen. 1

The other feature we want is for KEGVER is privacy. In particular, we do not
want the CA to obtain any (non-negligible) information about SK other than
P K. To make this notion more precise, let us consider the following experiment
with an adversary A;. Adversary A; engages (not necessarily honestly) in pro-
tocol KEGVER with an honest user with parameters k and m. If the protocol is
successful, i.e., outputs a public key P K, then A; computes and outputs a guess
of the corresponding private key SK at the conclusion of the protocol. Let us
then consider a second adversary A, that is given a publickey PK [gJ, ... PKk,
i.e., a public key drawn from the distribution specified by Q.1 m . This adver-
sary likewise computes a guess at the corresponding private key SK, but without
the benefit of a transcript from execution of KEGVER.

Definition 2. We say that KEGVER is private if for any polynomial-time ad-
versary A;, there exists a polynomial-time adversary A, such that for any poly-
nomial poly there is an L such that m > L implies

pr[A1 guesses SK] — pr[A, guesses SK] < 1/|poly(m)|. 3]
1

This definition states informally that by participating in protocol KEGVER yield-
ing public key PK, a CA - or an arbitrary eavesdropper — gains only a non-
negligible advantage in its ability to compute the private key SK.

We can extend this definition to consider an adversary A; that engages adap-
tively in some polynomial number of invocations of KEGVER. As we assume in-
dependent randomness for each invocation of the protocols in this paper, this
extended definition is no stronger for our purposes than Definition 2.

2 Of course, a malicious user seeking to weaken her own key can tailor an e [cieht at-
tack algorithm A for factoring n and then promulgate A. For example, A may contain
implicit knowledge of one of the component primes of n. The case for repudiation
will be di Cculit to support in such cases, though, as A will be self-indicting.
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2.1 Building Blocks

In our scheme, we work over a group G published by the CA, with order o(G)
unknown to the user. We describe G in the paper as being of “unknown order”,
as contrasted with a group of “known order”, i.e., order known to all players.
Additionally, the order o(G) must be larger than the maximum value of the target
public RSA key n to be generated by the user. Note that if o(G) is small, this
may permit the user to cheat, but will not in fact degrade user privacy. Thus it is
in the interest of the CA to choose G with the appropriate order. In our scheme,
it is convenient for the group G to be generated as a large subgroup of Z{for
an RSA modulus N with unpublished factorization. Because of exploitation of
the properties of a group of unknown order, many of our sub-protocols rely for
security on the Strong RSA Assumption.

The CA additionally publishes two generators of G, denoted by g and h.
These generators are selected such that log, h and logy, g are unknown to the
user. We believe that the best setup for our protocol is one in which the CA
lets N = PQ, where P = 2P™+ 1 and Q = 2Q™+ 1 for primes P “and QY and
selects G as the cyclic group of order 2P QY i.e., the group of elements with
Jacobi symbol 18 The CA would then, e.g., select g,h [JG. The CA proves
to users that <g>=<h=>. This is accomplished through proofs of knowledge
of logy h and logy, g, as described below. Since the CA has freedom in selecting
N and can therefore manipulate the orders of the groups generated by g and
h, however, these proofs of knowledge require t rounds with binary challenges.
(This is equivalent to a cut-and-choose proof.) This involves a non-negligible
overhead, but the proofs need only be generated by the CA once and checked
by each user only upon key registration.

Fujisaki-Okamoto commitment scheme: This commitment scheme, introduced
in [15], is essentially a variant on the commitment scheme of Pedersen [28],
but adjusted for application to groups G of unknown order of the form de-
scribed above. The Fujisaki-Okamoto scheme is statistically hiding in a secu-
rity parameter m. To commit to a value x [4, the user selects a commit-
ment factor w [ {—2"N + 1,2™N — 1}. She then computes the commitment
C(x,w) = g*h" mod N. For further details, see [6/I5]. Note that this commit-
ment scheme is only certain to be hiding provided that the CA has selected g and
h such that <g>=<h>. The Fujisaki-Okamoto commitment scheme is binding
assuming the hardness of factoring, i.e., that the user cannot factor N.

Proof of knowledge of discrete log: Suppose that for some a [<>, a prover
wishes to prove knowledge of x [CZ\ such that y = g* mod N. The prover may
use a variant of the Schnorr proof of knowledge [31] as follows, with soundness
parameter t and privacy parameter m. The prover selects z [g1[1,2™N] and
computes w = gZ. The verifier computes a challenge ¢ [g]0, 2t — 1]. The prover

3 One must select G carefully. For example, while certain papers, e.g., [6], state that
G can be any large subgroup of Z,'Mao and Lim [26] provide some caveats on such
subgroups with prime order.
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returns r = c¢x + z (over Z). The verifier checks that elements of the prover’s
proof are in <g=. (In our setting, where N is a safe prime and <g=> is the cyclic
group of order 2P 'QY as described above, the verifier checks that elements have
Jacobi symbol 1). Then the verifier checks the equality g" = wy® mod N. The
protocol is statistical zero-knowledge provided that 1/2™ is negligible. It is sound
under the Strong RSA Assumption [15]; without breaking this assumption, a
cheating prover is able to succeed with probability at most 27t [8]. This proof
of knowledge may be rendered non-interactive if the challenge is generated as
¢ =H(N g Oy W) for an appropriate hash function H. Security may then
be demonsrated upon invocation of the random oracle model on H. We assume
use of non-interactive proofs in our protocols, and write POK{x : y = g*} to
denote a proof of knowledge of the form described here.

Generalized proofs of knowledge of discrete log: As shown in [L3[14], it is pos-
sible to construct e [cieht, general, monotone boolean predicates on statements
of knowledge of discrete logs. E [cieht proofs across multiple bases are also pos-
sible. In [8], it is observed that these general proof techniques may be applied
to the setting we describe here involving groups of unknown order. We em-
ploy here the notation developed by Camenisch and Stadler [9], in which a
proof statement is written in the form POK{variables : predicate}, where
predicate is a monotone boolean formula on statements of knowledge of dis-
crete logs, potentially over multiple bases. For example, a proof of equality of
two values represented by commitm C, and C, would be written as fol-
lows: POK{a,ry,r2 : (Cy = g2h™) (C, = g®h™)}. More recently, Damgard
and Fujisaki [30] study a generalization of Fujisaki-Okamoto committments and
proofs of knowledge for these, making some minor corrections to [15]. A related
generalization permits proof that one committed value is equal to the product
of two other committed values [8/25].

Interval proof: An interval proof is a statistical zero-knowledge proof that a
committed value lies within some explicitly specified interval. For commitment
C = g*h", for example, the prover may wish to prove that x [0, 25'?]. Boudot
[6] presents two highly e [cieht interval proof techniques. We consider here the
interval proof in [6] without tolerance. The goal is for the prover to demonstrate,
for explicit integers a and b such that b > a and on commitmenfﬁlof value x
that x []a,b]. We represent this by POK{x,r : (C = g*h") (x [Ja,b])}.
Soundness here depends on the Strong RSA Assumption.

Blum integer proof: As noted above, combination of the protocols in [7)33] yields
an e [cieht proof that an integer n is a Blum integer. \We denote this proof
protocol by Blum(n)[t], where t is a security parameter. If successful, the protocol
yields output ‘yes’, otherwise output ‘no’. The protocol can be either interactive
or non-interactive. The soundness of the protocol is overwhelming in t, while the
computational and communication costs are linear in t.
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3 Protocol

We take as our starting point the following algorithm keygen for RSA key gener-
ation. We assume that keygen takes as input an even-valued key-size parameter
k (essentially half of the modulus length). We also assume the availability of
a probabilistic algorithm primetest(z, t), that takes as input an integer z and
soundness parameter t; this algorithm outputs ‘yes’ if the input element is prime
and otherwise, with overwhelming probability in t, outputs ‘no’. For technical
reasons, our protocol keygen generates RSA moduli n that are Blum integers.

Algorithm keygen(e, k)[t]
r ookt 2k —1j;
s L2kt 2k —1J;
while gcd(e,r—1)>1lorr &3 mod4
or primetest[r, t] = ‘no’
r—r+1;
while gcd(e,s—1)>1ors& 3 mod4
or primetest[s, t] = ‘no’
S « S+1,;
p-rgq«s;
d « e tmod (p—1)(q—1);
output (n = pq, d);

The algorithm keygen outputs with overwhelming probability in k and t a Blum
integer (and thus RSA modulus) n with a bit length of 2k — 1 or 2k. Note that
for the sake of e [ciehcy, one would generally use a sieving technique in practice
to compute p and q. Adoption of sieving would have no impact, however, on the
output of the algorithm. Another common practice is to fix a target bit length
for n and adjust the intervals for p and q accordingly. We specify keygen as above
for simplicity of presentation.

3.1 KEGVER Protocol

We are now ready to present the details of our KEGVER protocol for RSA key
generation. Prior to execution of the protocol, the CA publishes key-size param-
eter k and security parameters I, m, and t, along with an RSA modulus N such
that [N | > 2k +1, and whose factorization it keeps private. The CA additionally
publishes g and h of a subgroup (}-—ia‘lz,\‘,jsuch that |o(G)| > 2k + 1, and a proof
Proof, = POK{a,b : (g2 =h) (h° =g)}. As explained above, the ability of
the CA to select N means that the soundness of this proof of knowledge depends
upon execution with binary challenges over t rounds.

We begin by introducing a sub-protocol unigen. This protocol enables the
user and the CA jointly to select a value z A, B] such that if at least one
party is honest, z is distributed across [A, B] uniformly at random. As may be
seen from the properties of the building blocks, the soundness of the protocol
depends on both the Strong RSA Assumption and the discrete log assumption
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over G, while privacy is statistical in m. The public output of the protocol is
a commitment C,; the private output, revealed to the user, is z. We let [A, B]
denote the input bounds and (n,t) denote the security parameters. We write
(C;,2) < unigen[A, B](n,t) to denote output of public value C, and private
value z from the protocol.

Protocol unigen[A, B](m, t).

1. The user checks the correctness of Proof,, which demonstrates that h and
g generate the same group. If Proof, is incorrect, she aborts.

2. LetL =B—A+1. The user selects v [g10,L—1] and w, [gT—2"N,2™N].

She computes C, = C(v,w,), and sends C, to the CA.

. The CA selects u [0, L — 1] and sends u to the user.

. The user checks that u []Q, L — 1]. If not, she aborts.

5. If v+u = L, then o = g'; otherwise 0 = 0. The user selects w, [
[—2™N, 2™N], computes C, = C(0,W,), and sends C, tq-thq CA.

6. The user executes Proof, = POK{a : h? = (Co/g-) (h® = C,)}. This
demonstrates that C, represents a commitment of g- or of 0.

7. Let C,o= C,g"/C,, a quantity computable by both theIJdie{ and the CA.
The user executes Proof,o= POK{a,b : (C,o=g2h?) (a [[O,L— 1]}
Together, Proof, and Proof,ndemonstrate that C,orepresents a commit-
ment of (u+v) mod L.

8. If the CA is unable to verify either P roof, or Proof, then the CA aborts.
Otherwise, the public output of the protocol is C, = C,g”, and the private
output is z = ((u+v) mod L) + A.

> w

Given unigen as a building block, we are ready to present the full protocol
for KEGVER. The basic strategy is for the user and CA to employ unigen to
generate r and s, private values from which the user initiates a search for primes
p and g. The user then proves, by way of commitments on her private values,
that p and g are “close” to r and s respectively, and then that n = pq is a Blum
integer. The pair [e, k] is input such that e represents the public exponent and k
specifies the bit length of p and g, and thus n. Security parameters are I, m and
t. The public output of the protocol is n = pqg, while the private output is (p, q).

Protocol KEGVER[e, k](I, m, t).

1. (Cr, 1) < unigen[2k—1, 2K — 1](m, t).

2. (Cs,s) < unigen[2k—1, 2k — 1](m, t). (Note that the expensive verification
step 1 in unigen can be omitted here, as it was already executed in the
previous invocation.)

3. The user generates a prime p = r meeting the conditions: (1) gcd(e, p—1) = 1;
(2) p=3mod4; and (3) p—r is minimal. If p—r > |, the user aborts, and
the protocol output is [

4. The user generates a prime q = s meeting the conditions: (1) gcd(e,q—1) = 1,
(2) g = 3mod 4; and (3) g — s is minimal. If g —s > I, the user halts, and
the protocol output is [
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5. The user selects wp, wq Ly I—2"N, 2™N] and computes C, = C(p, w,) and
Cq = C(g, wg). 1

6. The user sends C,, to the CA and proves POK{a,b : (Cp/C, = g2h?) (a 1
[0,1D}, and analogously for Cq.

7. The uger—§ ends n = ﬁo the CA and proves POK{a,b,c,d : (C, =
g2hP) (C = g°hd) = g2)}. In other words, the user proves that
Cp and Cq are commltments to factors of n.

8. The user executes Blum(n)[t].

9. If the CA is unable to verify one or more proofs, or if Blum(n)[t] outputs ‘no’,
the CA rejects and the protocol output is L_Otherwise, the public output of
the protocol is n and the private output, obtained by the user, is (p, q).

Non-interactive variant of KEGVER: The protocol KEGVER can be rendered
non-interactive by having the user execute all proofs non-interactively and gen-
erate the value u in unigen as H(C,) for an appropriate hash function H. In
this case, we really have two algorithms KEGVERser and KEGVERca, Where
KEGVERser produces a public key P K and proof transcript T, and KEGVERca
decides whether to accept or not to accept a key/transcript pair (P K5TH. To
guard against reuse of stale keys, a CA may require that the hash function
H be keyed uniquely to that CA. Of course, this does not prevent intentional
subsequent use of stale keys with CAs that do not adopt such a precaution.
Definition O must be altered for the non-interactive case. In particular, we
define the probability Qﬁ;,ym’t so that the probability distribution over keys
P KPyielded by polynomial-time attack algorithm A also produces an accom-
panying transcript T Paccepted by the CA. The algorithm A can of course run
KEGVERyser OF some variant algorithm any number of times polynomial in k.

4 Security

If <g>=<h>, the protocol KEGVER is statistical zero-knowledge with privacy
dependent on the parameter m used for the construction of commitments [6/15].
Details on simulator construction for the CA are available in security proofs for
the underlying primitives as presented in the literature. If the proof protocols
in KEGVER are to be realized non-interactively (as is better for most practical
purposes), then the zero-knowledge property depends additionally on a random
oracle assumption on an underlying hash function used for challenge generation
[29]. In the case that <g=B<h>, the commitments of the user may not in fact be
statistically secure. Hence, the privacy of KEGVER also depends on the soundness
of Proof,. The soundness of all proof protocols depends on the challenge sizes
and also, for non-interactive proofs, on the random oracle assumption.

The new and critical security issue we focus on here is the choice of security
parameter | and its impact on the soundness bound p of Definition [l To address
this issue, we require use of a number theoretic conjecture regarding the density
of primes. Most relevant here the view of prime density o [erkd by Gallagher [17].
Gallagher shows that number of primes in the interval (x,x + Alnx] is Poisson
distributed with mean A as X — oo.
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The security of our construction depends on a slightly di [erent quantity. In
particular, our aim is to find a value | such that for a random k-bit value r, the
interval [r,r + I] with overwhelming probability contains a prime p such that
p = 3 mod 4 and gcd(e, p— 1) = 1. For this, we make two heuristic assumptions.
Our first assumption is that the distribution of primes in the range used to
construct RSA moduli is roughly Poisson distributed in accordance with the
conjecture of Gallagher. We assume, second, that e is an odd prime constant (as
is the case in most applications). Finally, let d; denote the probability density of
primes p of general form; let d, denote the probability density of primes p such
that p = 3 mod 4 and e[]l (p—1). We assume, as one would naturally expect, that
do/d; = (e — 1)/2e. Let X be a Poisson-distributed random variable with mean
A. The probability that X = 0 is e™*. Thus we obtain the following conjecture.

Conjecture 1. For large r, the probability that the interval [r, r + I] contains no
prime p = 3 mod 4 such that e[ (p — 1) is at most e for | = Aln r(%) or,
equivalently, for A = - (&2). 1

Inr

This conjecture yields the following observation on the best parameterization
of A and | in accordance with Definition[D. It is easy to see that this observation
extends to the non-interactive variant of KEGVER.

Observation 2. Suppose that A = w(Inlnr) = w(Ink), t = w(Ink) and )\ez_—el Inr
< | = O(k®) for some constant c. Then the failure probability for an honest user,
i.e., the probability that an honest user cannot find suitable primes p and q in

KEGVER is negligible in k, and the soundness bound u is polynomial in k. 1

Example 1. Let us consider a concrete example involving the generation of 512-
bit primes (i.e., roughly a 1024-bit RSA modulus) and public exponent e = 3.
Choosing A = 57 yields a failure probability for an honest user in KEGVER of less
than 278 by Conjecture[I. This corresponds to | = A 2% Inr < 60, 687. Clearly,
given that at most one in four integers has the form p = 3 mod 4, the maximum
number of primes p in an interval of this size is at most 15,171. It follows then
that our KEGVER protocol is p-sound for p < 15,1712 = 230,159, 241. This
assumes that the soundness parameter t is large enough so that the ability of an
attacker to cheat in any zero-knowledge proof is negligible, e.g., t = 100.

Stronger concrete security bounds: The concrete security bounds demonstrated
in Example[d above are deceptively weak. First, we note that p is a bound on the
ability of an attacker to distort the output distribution of KEGVER. For this, the
ideal strategy is for a malicious user to choose a prime p in the interval [r,r +1]
such that the preceding prime p“is as close as possible to p. In fact, though,
the aim of a malicious user is entirely di[erent, namely to generate a key that is
weak with respect to some attack algorithm or algorithms. Hence, the attacker
is much more tightly constrained than our analysis according to Definition [II
suggests at first glance.

We can achieve substantially stronger concrete security bounds by relaxing
Definition [0 in a probabilistic sense across intervals. We do not dilate formally
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on the idea here. Instead, we note simply that in Example [ above involving
generation of 512-bit primes with | = 60, 687, the average number of primes of
the form p = 3 mod 4 in the interval [r,r + 1] is about 86, and the distribution
of such primes is very tightly concentrated around this mean. In fact, under the
Gallagher conjecture, the probability that the interval contains more than 250
such primes is well less than 2789, Thus, given a su [ciehtly large soundness
parameter t (e.g., t = 100), the soundness bound p < 250% = 62,500 is a more
accurate one for our purposes in Example [l

5 Performance

One of the desirable features of KEGVER is that it places the bulk of the com-
putational burden (primarily in the protocol Blum) on the user, rather than the
CA. This preserves the usual balance of computational e [ort by the two parties.
In particular, RSA key generation, which the user must perform in any case, is
a computationally intensive task. In contrast, certification of an RSA key by a
CA is, in its basic form, a relatively lightweight operation.

We can substantially reduce the computational requirements for the CA
through use of such techniques as batch verification, as introduced in [1Z], and
improved in many subsequent works such as [3], combined with addition chains,
as explored in, e.g., [4]. We estimate that such enhancements would yield a
speedup for the CA of approximately a factor of six. An additional protocol
modification we can exploit is elimination of square-freeness proof protocol of
van de Graaf and Peralta [33]: It can be proven that the KEGVER protocol itself
implicitly enforces the condition of square-freeness with high probability. Due to
space limitations, we omit proof of this fact from this version of the paper.

Given these observations, we can express the computational cost of the proto-
col very roughly in terms of the number of modular exponentiations required by
the two parties (disregarding small added costs, such as the fact that Fujisaki-
Okamoto commitments require exponents slightly longer than the modulus).
Given soundness parameter t = 100, the computational requirement for the user
in KEGVER is the equivalent of about 153 full modular exponentiations. The
overall computational cost for the CA to the equivalent of roughly 10 full mod-
ular exponentiations. The transcript size for the full protocol is about 37kB.

We have created an implementation in C of a non-interactive variant of the
KEGVER protocol for 1024-bit RSA modulus generation. Timing experiments
took place on a Pentium 111 processor running Windows NT 4.0, with 64 Mbytes
of RAM and running at 500 MHz. We compiled our code under gcc version
2.95.3 through use of the UNIX emulation environment Cygwin version 1.3.2.
For multiprecision arithmetic, we used the GNU MP library, version 3.1.1. We
note that the GMP library computes exponentiations via the sliding-window
method for exponentiation [27] which provides roughly a 20-30% speed-up over
the binary method for exponentiation. In addition, we implemented routines for
double exponentiation using the method of simultaneous multiple exponentiation
attributed to Shamir in [18]. Due to time constraints in the construction of
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the prototype, triple exponentiations were implemented simply through one call
each to the double exponentiation and the single exponentiation routines, with
multiplication of the partial results. In addition, in all of the computations by
the CA (verifier), we employ the Chinese Remainder Theorem (CRT).

Table 1. Time Critical Proofs/Protocols in KEGVER

Proof/Protocol # times | Prover | Verifier
called (sec) (msec)
unigen 2 2.7 509
rangeproof (long) ) 2.4 (438)
rangeproof (short) 2 1.7 343
Blum Proof 1 1.3 201
KEGVER - 10.9 | 2.05 sec

Table[[summarizes the timings of the critical proofs and protocols in KEGVER.
We denote the range proofs by the generic label rangeproof; the label “long” in-
dicates a relatively expensive proof over a large interval, and “short”, one on a
small interval. The second column in Table[I indicates the number of times that
the specified protocol is called by KEGVER (either user or verifier). There are two
calls to unigen; these include two range proofs, whose timings are provided in the
next row. (Parentheses indicate that the associated calls and timings are sub-
sumed by calls to unigen.) There are also two independent invocations of short
range proofs, one for each of the primes in the RSA modulus. These latter proofs
correspond to Step 6 in KEGVER. We observe that roughly 86% of the time re-
quired for unigen is in fact accounted for by an invocation of the associated (long)
range proofs. Together, invocations of the cryptographic protocols unigen,Blum,
and rangeproof (short) account for about 92% of the time required to perform
KEGVER, the remainder accounted for by non-cryptographic operations. This is
true for both the user and CA. For further details on our experiments, we refer
the reader to the full version of this paper.

We did not implement batch verification or addition chains in this prototype.
Additionally, we employed a range-proof protocol known as SZKrange™ [22] in
lieu of the Boudot protocol; the latter is about twice as fast in this setting.
(We did this not for technical reasons, but due to intellecutal property concerns
regarding the Boudot protocol.) Through use of batch proofs and the Boudot
protocol, we believe it possible to achieve roughly a factor of 10 improvement
in the performance of the verifier (i.e., CA) protocol. This would reduce the
execution time to about 205 msec, making KEGVER highly practical.
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Abstract. This paper considers the problem of finding a minimum-
weighted representation of an integer under any modified radix-r num-
ber system. Contrary to existing methods, the proposed transformation
is carried out from the left to the right (i.e., from the most significant
position). This feature finds numerous applications and especially in fast
arithmetic techniques because it reduces both time and space complexi-
ties, which is particularly attractive for small devices like smart cards.

1 Introduction

A modified radix-r representation (MRr-r) of an integer N is a sequence of digits
N = (...,C2,C1,Co) With —r < ¢j < r. Unlike the (usual) radix-r representa-
tion (i.e., with 0 < ¢; < r), such a representation is not unique. The radix-r
representation is a special case of MR-r representation.

In the theory of arithmetic codes [VL82] or for fast implementation of cryp-
tosystems [Gor98,MvOV 97|, it is of interest to have a representation such that
the number of nonzero digits (i.e., the arithmetic weight [CL73]) is minimal.
In the binary case (i.e., when r = 2), a well-known minimal representation is
given by the so-called nonadjacent form (NAF), that is, a representation with
Ci ' Ci+1 = O for all i = 0. In [Rei60], Reitwiesner proved that each integer has
exactly one NAF. Clark and Liang [CL73] later addressed the general case and
extended the notion of NAF to an arbitrary radix r = 2:

Definition 1. A MR-r representation (..., Cz,C1,Co) is said to be a generalized
nonadjacent form (GNAF) if and only if

(G1) |cj + Cjwr]| <r for all i; and
(G2) [ci] <|ci+1] if ci - Ci+1 <O.

D. Naccache and P. Paillier (Eds.): PKC 2002, LNCS 2274, pp. 375-383] 2002.
€_Springer-Verlag Berlin Heidelberg 2002



376 Marc Joye and Sung-Ming Yen

As one can easily see, this form coincides with the definition of the NAF when
r = 2. Moreover, as for the NAF, it can be proven that this form is unique and
has minimal arithmetic weight [CL73].

However, the GNAF is not the only representation with minimal arithmetic
weight. For example, (1,0,1,0,—1,0) and (1,0,0,1,1,0) are two minimal MR-2
representations for 38.

Our Results

This paper considers a new minimal MR-r representation and presents an e Lcieht
algorithm to compute it. This new representation, unlike the GNAF, presents the
nice property to be obtained by scanning the digits from the left to the right (i.e.,
from the most significant digit to the least significant one). This processing direc-
tion is of great importance since only for that direction a table of precomputed
values may be used to speed up the exponentiation, at least for exponentiation
algorithms processing one digit at a time [BGMW92]. A subsequent advantage
is that the exponent need not be recoded in advance, which results in better
performances in both running time and memory space. This is especially impor-
tant for small devices like the smart cards. Moreover, only for that direction,
further speedups may be obtained if the element to be raised up presents a spe-
cial structure [Coh93, pp. 9-10]. Finally, this processing direction also solves an
open problem introduced in [WH97| §3.6].

2 New Minimal Representation

Throughout this paper, for convenience, —a will sometimes be denoted as a and
Sk will represent S, S, ..., S (k times).

2.1 Elementary Blocks

Given the radix-r representation (..., c2, C1, Cg) of an integer N, the correspond-
ing GNAF can easily be obtained as follows [CL73]: compute the radix-r repre-
sentation of (r + 1)N, (..., bz, by, bo), then the GNAF is given by (...,c5 ¢l c5)
where cP: bi+1 — Ci+1. So, if the radix-r representation of (r + 1)N is known,
we are done. This computation can be carried out by right-to-left adding N =
(...,c2,¢1,¢0) and rN = (..., Cp,C1,Co, 0) according to the standard carry rule

[Knu81, P. 251] 1
[ Ho =@ ]
Ci + Ci+1 + Ki 1
(Kl = %1' @)

bo = ¢o and bj+1 = ¢j + Cj+1 + Kj — rKj+1 for i = 0. Left-to-right algorithms
to add integers also exist [Knu81, Exercises 4.3.1.5 and 4.3.1.6]. However, they
do not consistently output one digit per iteration; delay may occur when the
sum of two adjacent digits is equal to r — 1. For that reason, an on-line (i.e.,
digit-by-digit) left-to-right computation of the GNAF seems to be impossible.
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This paper considers a quite di [erent approach: instead of trying to obtain
the GNAF, we are looking for other minimal forms that may be e [ciehtly evalu-
ated from the left to the right. Our technique relies on the following observation:

Proposition 1. Let (...,C2,C1,Co) be the radix-r representation of an integer
N, and let (Cf+1,Cf,...,Ce+1,Ce) be a subchain of digits of this representation
such that

(El) f>e;

(E2) ce +Cer1 Br—1;

(E3) cj+cCjra=r—1 fore<j<ft,;
(E4) ce+cCe1 Br—1.

Then all but the first and the last digits of the corresponding GNAF are entirely
determined.

Proof. We note from Eq. (@) that, since k; = 0 or 1, the value of the carry-out
Ki+1 does not depend on the carry-in k; for i = e. Indeed, we have Ke+1 =
Iﬁ%ljby Condition (E2); hence Kj+1 = Ke+1 for e < j < f by induction
from Condition (E3); and Kf+1 = Iﬁ@[by Condition (E4). Therefore, if
(G8E ..., c5hq, Ddenotes the digits corresponding to the GNAF, it follows that

O— K. . — . R -
C_I - b!+ CJ+1 —CJ +KJ rK_]+l

_ G+ (1—nKes fore+l<j<f-—1 @
T Cf+Kesr—TKfs1 forj=f~f
where Kevp = (3522 [aANnd Keaq = (72 [ —

A subchain of radix-r digits satisfying Conditions (E1)-(E4) will be called
a radix-r elementary block. From Proposition [l two types of elementary blocks
may be distinguished.

Definition 2. Let0<d,b,e<r—1,c=r—1—d (thatis,c+d=r—1) and
k = 0. An elementary block of the form

(b,d, ©dle) withb+dBr—lande+dEr—1 (3)

will be referred to as a Type 1 radix-r elementary block; and an elementary block
of the form

(b,d, [€]d®c,e) withb+dEr—lande+cEr—1 (4)
as a Type 2 radix-r elementary block.

Notice that a Type 1 elementary block contains an odd number of digits (and
at least 3) while a Type 2 elementary block contains an even number of digits
(and at least 4).

Based on this definition, we can now present the new recoding algorithm.



378 Marc Joye and Sung-Ming Yen

2.2 General Recoding Algorithm

From Proposition [ (see also Eg.(2)), the GNAF corresponding to a Type 1
elementary block (b, d, [€] d[¥] e) is given byE]

Gy = (Ld+ =+ r\*_rtﬁm%'ﬂl—r)@;ﬁmﬂl—r)gﬂ%, . (5)

By definition of a Type 1 elementary block, we have b+d 8 r — 1 and
e+d & r — 1. Hence, Eq. (&) respectively simplifies to

, [ dX¥ D ifb+d<r—lande+d<r—1
G, = +1,3d,—cM DI ifb+d<r—lande+d=r ©)
1= —r, [Edi 0J ifb+d=rande+d<r—1 '
%C,Ed,—clﬂm ifb+d=rande+d=r

Similarly, the GNAF corresponding to a Type 2 block (b, d, [c] d[¥] c, €) is given
by

1
,[fd¥c, DI ifb+d<r—lande+c<r—1
G _%+1,E}d,—clﬁ—d,m ifb+d<r—1lande+c=>r @
2= —r, [gdXc, 0O ifb+d=rande+c<r—1 '
%C,E}d,—clﬂ—d,m ifb+d=rande+c=r

Here too, we see the di Cculity of converting a radix-r representation into
its GNAF by scanning the digits from the left to the right. If an elementary
block begins with (b,d,c,d,c,d,...) with b +d < r — 1, the output will be
(Cd,c,d,c,d,...)or (Cd+1,—d, —c,—d, —¢,...) depending on the two last digits
of the elementary block; if b+d = r, the output will be (Cd—r,c,d,c,d,...)or
(CZc, —d, —c, —d, —c, ...). However, as stated in the next lemma, these outputs
may be replaced by equivalent forms (i.e., forms having the same length and the
same weight, and representing the same integer) so that the two last digits of an
elementary block do not need to be known in advance.

Lemma l. Let0<d<r—landc=r—1—d. Then

(@ ifdegr—1, (d+1,3d —cX) and ([dcXd + 1) are equivalent MR-r
representations ;

(i) ifdE0, (d—r, [€dX) and (Fc, —dKld —r) are equivalent MR-r represen-
tations.

Proof. With the MRr-r notation, (d + 1, [(3d, —c[¥) represents the integer
|

N = (d+1)r¥k+ " (=dr—c)r¥

)

=(d+1rk+ Ti(er+d+1—r*)r3

. ) | |\ Q - K_
=dr2 + IE(Cr +d)rad +1 since j=o0 ra = rr22_11

which is thus also represented by (d, [€]d[¥T™1, ¢, d + 1). We also note that (d +
1, [3d, —c[¥) and ([d] c[¥] d+1) have the same arithmetic weight since their digits
are identical, in absolute value. The second equivalence is proved similarly. [

1 The ‘Cndicates that the digit is unknown.
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Consequently, cNaFs G; and G, (see Egs (6) and (7)) can respectively be
replaced by another equivalent form, which we call generalized star form (Gsr),
respectively given by

1
ckid, D1 ifb+d<r—lande+d<r—1
ckld+1, 01 ifb+d<r—lande+d=r

S1= ¢ —dXd—r, 00 ifb+d=rande+d<r—1 )
%c,—dlﬂ—c,m ifb+d=rande+d=r
and
1
cXld,c, 01 ifb+d<r—lande+c<r—1
s, = %clﬁd+l,—d,[ﬂ ifb+d<r—1lande+c=r ©)
2= ¢,—dfld—r,c, D0 ifb+d=rande+c<r—1
%c,—dlﬁl—c,—d,m ifb+d=rande+c=r

The outputs now behave very regularly; an elementary block (b,d,c,d,c,
d,...) will be recoded into (Cd,c,d,c,d,...)ifb+d<r—1orinto ([ Fc,—d,
—c,—d,—c,...) if b+d = r. We have just to take some precautions when out-
putting the last digits of the corresponding gsrs. The following example clarifies
the technique.

Example 1. Suppose that the radix-4 csr of N = 208063846 has to be computed.
Its radix-4 representation is (30121230311212),. Then, by adding artificial begin-
ning and ending 0’s and decomposing this representation into elementary blocks,
the corresponding GsF is easily obtained from Egs (8) and (@) as follows.

Radix-4 representation: 0030121230311212.0
Elementary blocks: 00301
012123
23031
311
11212.0
Corresponding Gsr blocks:  [Q30 1
122101
as3o0 [
31
(m212 1
Radix-4 GSF representation: 30122103031212

L1

In the previous example, it clearly appears that, from the definition of an
elementary block, the two first digits of an elementary block are the two last
ones of the previous block. This also illustrates that the decomposition into
elementary (and thus Gsr) blocks always exists. Note also that the values of
the first and last digits of the corresponding Gsr are given by the adjacent Gsr
blocks.
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So, by carefully considering the two last digits of each possible elementary
block, we finally obtain the desired algorithm. Two additional variables are used:
variable B; plays a role similar to the “borrow” and t keeps track the value of
the repeated digit (d in Definition [2).

INPUT: (Nm—1,...,N0) (Radix-r representation)
OUTPUT: (N3, Nn5—1,...,n5) (Radix-r asF representation)

Bm<—0, nm<—0; n_1<—0; n—2<—0,T<—O
for I from m down to 0 do
case
Ni +Ni—1 <r—1: Bi-1 « 0,(F= Ni—1

% if Bi=1, nica=(r—1-—1)
and Nj—1 +Ni—2<r—1

ni+ni—1 =(r—1): Bi—1 « if Bi=0, nici=(r—1-—1)
and Nj—1 +Nj—2=7r
1

otherwise
Ni+ni—1=r: Bi—1 « 1, T « Ni—1
endcase
N —rBi + ni + Bi—1

od

Fig. 1. Left-to-right radix-r Gsr recoding algorithm.

To verify the correctness of the algorithm, it su [ced to check that each type
of elementary block is e [edtively transformed accordingly to Eqs @) and (@).
The next theorem states that the proposed algorithm is optimal in the sense
that the resulting representation has the fewest number of nonzero digits of any
MR-I' representation.

Theorem 1. The asr of a number has minimal arithmetic weight.

Proof. This is straightforward by noting the Gsr is obtained from the GNAF
where some subchains were replaced according to Lemmalfll. Since these trans-
formations produce equivalent subchains, the gsr has the same arithmetic weight
as the anaF and is thus minimal. 1

Remark 1. We note that, as in [CL73], the proposed algorithm can be extended
to transform an arbitrary MRr-r representation into a minimal one.

2.3 Binary Case

In the binary case (i.e., when r = 2), the algorithm presented in Fig.[ is slightly
simpler. Using the same notations as in Fig.[I if nj + nj—; = 1, we can easily

verify that
I%il +Ni—1 + Ni— -
2

i1 = (10)
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is a valid expression for Bj—;. Moreover, this expression remains valid when
ni = nj—; = 0 (i.e., in the case n; + nj—; < 1) because if nj;.; =0 then B; =0
and if njx; = 1 then, by Eq. (0), we also have B; = 0; therefore Eq. [I0) yields
Bi—1 = 0. Similarly when nj = nj—_; =1 (i.e., nj + nj—; = 2), we can show that
Eq. (I0) yields Bi—1 = 1, as expected. The radix-2 GsF recoding algorithm thus
becomes [JYOO]:

INPUT: (Nm-—1,...,N0) (Binary representation)
0UTPUT: (n,‘%, nr[,l_l, ey ng) (Binary GSF representation)

BmHO; anO; n—lko; n—2<70
for i from m down to 0 do

Bi_l . ér+ni_21+ni_2 D

Ny« —rBi +ni +Bi—1
od

Fig. 2. Left-to-right binary csr recoding algorithm.

3 Applications

Minimal representations naturally find applications in the theory of arithmetic
codes [vL82] and in fast arithmetic techniques [Boo51JAvi61]. In this section, we
will restrict our attention to fast exponentiation (see the excellent survey article
of [Gor98]).

The commonly used methods to compute g* are the generalized “square-and-
multiply” algorithms. When base g is fixed or when the computation of an in-
verse is virtually free, as for elliptic curves [MQO90], a signed-digit representation
further speeds up the computation. These algorithms input the MR-r represen-
tations of exponent k = (k, ..., ko) (i.e., with —r < k; <r and k, & 0) and of
base g, and output y = g*. This can be carried out from right to left (Fig.3h)
or from left to right (Fig.Bb).

INPUT: K = (Km,...,Ko),g INPUT: K = (Km,...,Ko),g
OUTPUT: y = g¥ OUTPUT: y = g¥
y <1 hey y < gkm
for i from 0 to m—1 do for | from m—1 down to O do
y < y-hki y <y
h « h" y «y-gk
od od
y <y hkm
(a) Right-to-left (rL). (b) Left-to-right (LR).

Fig. 3. Modified exponentiation algorithms.
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Using Markov chains, Arno and Wheeler [AW93] precisely estimated that the
average proportion of nonzero digits in the radix-r GNAF (and thus also in the
radix-r GsF) representation is equal to

_r—1
=11

(11)

The LR algorithm can use the precomputation of some gt for -r <t <r
while the rL algorithm cannot! One could argue that the exponent may first be
recoded into a minimal MR-r representation and then the Lr algorithm be ap-
plied. However this also requires more memory space since each digit in the MR-r
requires an additional bit (to encode the sign for each digit). Consequently, since
only the LR algorithm is e [cieht, the proposed (left-to-right) general recoding
algorithm (Fig.[) will also bring some advantages because, as aforementioned,
the exponent need not be pre-recoded into its MR-r representation. This feature
is especially desirable for small devices, like smart cards.

Another generalization of exponentiation algorithms is to use variable win-
dows to skip strings of consecutive zeros. Here too, the proposed recoding al-
gorithms o[erl some speedups. Indeed, as a side e[edt, while having the same
weight as the GNAF, the asF representation has more adjacent nonzero digits,
which increases the length of the runs of zeros. This property was successfully
applied by Koyama and Tsuruoka [KT93] to speed up the window exponentia-
tion on elliptic curves. We note nevertheless that the zero runs of their algorithm
are generally longer than those obtained by the GsFs.

4 Conclusions

In this paper, a new modified representation of integers for a general radix r =
2 is developed. Like the nonadjacent form (NAF) and its generalization, the
proposed representation has the fewest number of nonzero digits of any modified
representation.

When developing fast computational algorithms for hardware implementa-
tion, especially for some small devices which have very limited amount of mem-
ory, the problem of extra space requirement cannot be overlooked. Scanning and
transforming the original representation from the most significant digit has its
merit in not storing the resulting minimum-weighted result, hence memory space
requirements are reduced. Finally, this solves a problem considered to be hard
(see [WH97, §3.6]), i.e., to obtain a minimal modified radix-4 representation by
scanning the digits of the standard representation from the left to the right.
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